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ABSTRACT 

The majority of allied casualties from recent conflicts were caused by blast wave and fragment 

perforation damage from Improvised Explosive Devices (IEDs). Survivability to this type of 

threat is a critical factor to consider for land platform design. IEDs are formed of explosive 

material (typically discarded artillery ammunition) connected to a triggering system. The 

explosion of such a weapon generates primary effect (blast wave) but also secondary effects as 

fragments that can interact with critical components or crew to incapacitate a platform. Behind 

Armour Debris (BADs) generated by fragments impacting on the target itself can cause severe 

damage to the system and must be carefully considered. 

Add-on solutions that offer increased protection from IED effects such as slat armour and anti-

BAD liners exist, but further benefit can be achieved through optimisation of the platform 

architecture itself. Simulation tools are ideal for modelling and testing architecture topology 

improvements as part of the platform architecture design process. A wide range of vulnerability 

modelling and simulation tools are available, with approaches that each provide a specific level 

of insight. For example, war-gaming techniques provide exploitable insights regarding platform 

usage doctrine while numerical methods provides detailed analysis of individual component 

resistance to perforation. However, none of these tools is able to quickly provide preliminary 

insights about system combat utility at any level considered, for a first initial analysis of the 

system survivability. 

This thesis proposes an original approach to platform damage assessment analysis that can be 

applied from the fleet down to the component level, with benefits in terms of scalability, 

modularity and reusability of the developed models. A combination of Agent-Based approach 

and semi-empirical equations is used to determine the components damaged while the 

remaining capabilities are assessed through a fault-tree analysis. One major benefit of the 

approach is the speed of simulation that allows the designer to test different platform 

configurations in a very short time. 

Among other IED effects, this research focuses on the fragment impact on structures whilst the 

application of the approach to blast damage and shockwave transmission is discussed. Platform 

crew is not particularly considered, however the methods could be easily extended to human 

occupants, by considering appropriate incapacity and fatality energy levels. As a demonstration 

of the benefits of this approach, a comparison of different future platform architectures from 

their survivability to IED fragments point of view is presented. Possible extensions and 

applications of the research are blast and shock wave modelling, crew survivability prediction 

and optimisation of active protection system architecture.  
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1 INTRODUCTION 

1.1 OVERVIEW 

When battle tanks first appeared in 1916, they were covered with metal plates riveted onto the 

hull structure to protect soldiers from battlefield gunfire. At this time, the consequences of 

damage were restricted to the platform, with limited impact on the battalion mission 

considering the large number of similar platforms engaged.  

Over the years combat vehicle armour had to be adapted to resist new antitank weapons 

(including Panzerfaust), evolving from mould armour, in the Second World War, to the 

composite armour of third generation battle tanks. In most cases, the impact of platform damage 

on the battalion mission was mainly a question of number of vehicles immobilized or destroyed 

Today, with the development of new types of high lethality weapons, active protection systems 

are considered as the primary method of protection for modern land platforms. A significant 

difference between today and the First and Second World War context is that damage to a single 

platform will likely have a significant impact on the whole mission plan due to the emergence of 

System-Of-System architectures where capabilities are based on emerging highly interactive and 

diverse entities’ behaviour. 

A primary conclusion is therefore that mission survivability must be considered at multiple 

levels, from individual platform components to the System-Of-Systems. 

The process of designing efficient protection systems is still far from being an exact science and 

different techniques exist to try to predict mission survivability, like combat reporting, real-

world trials, human expertise and computer modelling and simulation. Unfortunately, these 

approaches are disparate, in terms of levels addressed (component, platform, platoon) and 

results obtained (equipment damage, capability lost, mission outcomes), with poor coherence 

and opportunity to share knowledge.  

A second consideration is that in order to understand the complete effect of attacks and damage 

there is a clear need for a unified mission survivability prediction approach that would allow 

consideration of different validation sources, accepted formulas and empirical results, in order 

to de-risk early and quickly survivability requirements for emerging threats that are developed 

at very fast pace. 

Considering the recent conflicts statistics, most of allies’ casualties are caused by Improvised 

Explosive Devices (IEDs) effects such as blast wave or fragments perforation damage. While 
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some existing tools provide results regarding platform vulnerability to primary IED effects (blast 

wave), simulation tools for IED fragment perforation damage prediction are much rarer. One 

possible reason is that blast wave effects are predominant within short range of the explosion 

(tenths of metres), as it is typically the case for roadside bombs. Another possible reason is that 

the impact of IED fragments on a platform is a complex phenomenon that involves many 

different parameters, which can dissuade some modelling attempts. In any case IED fragments 

are lethal at a long range from the IED explosion (hundreds of metres) and it is valuable to 

develop a model of IED fragmentation and damage endured by the platform. 

A third consideration is that a mission survivability prediction approach must focus on the most 

likely encounterable threats in the modern conflicts, whilst remaining open to other types of 

threats. 

The objective of the current research is to find a combined answer to address these three 

problem facets. This is illustrated by Figure 1-1. Of course, the aim is to cover the widest range 

on each axis, but considering time and resources some limits had to be defined. 

 

Figure 1-1: Illustration of the problem overview. 
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1.2 MOTIVATION AND CONTEXT OF THE RESEARCH 

1.2.1 PERSONAL BACKGROUND 

From a personal point of view, the current research is the product of life opportunities and 

continuous passion for science and engineering. 

As a vetronics expert at the DGA for 25 years, I have been involved in the different stages of the 

land system design process (e.g. from the earliest SCORPION program requirements up to the 

latest VBCI qualification phases) at many different granularities (e.g. from the electronic 

components testing on the Leclerc MBT up to some system-of-system demonstrators 

requirements). This wide panel of activities gave me a good understanding of the land platform 

design issues, combined with the complexity to manage the operational, financial, and technical 

constraints that drive military programs. The general knowledge of different battlefield assets 

(threats, platforms, military organisations) was of great help in the current research. 

The latest years of my career at the DGA were mainly dedicated to international cooperation in 

the vetronics field (NATO LG2, MilVA). In particular, I had the chance to be in charge of the 

development of one of the first bilateral System-of-Systems implementation involving French 

and German land platform demonstrators in 2004 (ARTIST experiments).  That gave me the 

chance to get in contact with the VRC. The active and fruitful involvement of the VRC team into 

defence research materialised first in the form of an MPhil thesis about the use of computer-

aided war gaming to improve platform requirements in an urban combat context, including IED 

threats [1]. Encouraged by the VRC Director, I continued this collaboration by starting a research 

on the exploitation of Agent-Based approach to model battlefield communications. The very 

interesting results obtained led me to adapt the approach to the assessment of platform damage, 

which is the origin of this thesis. 

1.2.2  “MISSION SURVIVABILITY” THINK TANK FEEDBACK 

An important motivation factor was the interest of the defence community in simulation of 

systems survivability, which was highlighted at a Think Tank event focussed on “Mission 

Survivability”. 

This seminar, sponsored by the DSTL and organised by the VRC, provided an extraordinary 

opportunity to bring together senior technical experts from different establishments, all 

important actors in the survivability domain (DSTL, BAE Systems, QinetiQ, MBDA, Nexter, 

Sagem, US Army, etc.). The think tank was conducted over two days (3-4 July 2014), the first day 

discussion considered “asking the right questions”. Results are presented in Table 1-1, with the 
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most important questions addressed in this research highlighted in yellow, while the least 

important are in grey. The second day considered “approaches to answering them” (results in 

Table 1-2). The discussions were intentionally open in nature with minimal direction from the 

moderators. Among other very comprehensive results [2], modelling and simulation technique 

was identified as the most efficient approach for investigations on survivability (Figure 1-3). 

This result itself justifies deeper investigations on survivability modelling approaches. Figure 

1-2 also clearly shows the importance of optimizing the platform architecture design to improve 

survivability. This issue is addressed in chapter 8, as the novel methodology developed has been 

applied to compare different UGV architecture designs. 

No Question 

1 What platform architecture designs and configurations may improve survivability? 

2 How do we detect an attack and assess remaining capabilities? 

3 What capabilities and functions are important for different situations and missions? 

4 What recovery actions may be taken following an attack? 

5 What are the criteria for survivability? Complete mission, secondary objective, safe return? 

6 What political, commercial or legal issues are barriers to improving survivability? 

7 What are the weakest components or materials? What new components are available? 

8 What requirements and design approaches or paradigms may improve survivability? 

9 What survivability levels and approaches should be used? (Stealth, avoidance, escape, hardness etc.) 

10 What are, and how do we define, the present and future threats? 

11 How can autonomy improve survivability? 

12 What is the role of mission design in improving survivability? 

13 What security measures are appropriate? 

14 Is there a moral hazard risk from improved survivability? 

15 How does improved survivability apply to legacy systems? 

16 How can we model / simulate attacks on platforms? 

Table 1-1: Questions returned from day 1 of “Mission Survivability” seminar. 

 

Figure 1-2: Questions Posed vs. Frequency of Occurrence. 

No Approach 

1 Improved system and platform design and implementation 

2 Attack sensing, detection, damage and remaining capability assessment 

3 Assessment of component survivability, physical location and materials  

4 Testing vs. modelling and simulation vs. intuition as a method of survivability assessment 

5 Analysis of capability criticality over varying applications 

6 Existing data, ideas, standards, user feedback 

7 Platform analysis for survivability level, weakest link, actions vs cost/benefit 

8 Requirement and design methodology for survivability 

9 Survivability criteria and definition 

10 Reactive and recovery actions concepts 
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11 Threat analysis and definition 

12 Commercial, legal, political and security issues 

13 Mission design for survivability 

14 Active protection approaches 

15 Analysis of the role of human factors 

16 Safety considerations 

Table 1-2: Suggested approaches to address the questions returned from day 1 of “Mission Survivability” 

seminar. 

 

Figure 1-3: Questions posed vs. Order of Suggestion. 

1.3 THESIS PLAN 

The rest of this thesis is organised as follows: 

Chapter 2 reviews the main concepts implied in mission survivability, from the component up to 

the System-of-Systems level. Definitions of some terms mainly used in the current research are 

clearly stated and the importance of defining a modern and seamless approach of mission 

survivability is highlighted. It gives the necessary background to understand the importance of 

platform architecture design and its role in the overall mission survivability. It particularly 

focuses on the modularity requirements and how they can be applied on the mechanical, power 

and C4I architectures to improve survivability. 

Chapter 3 is dedicated to the presentation of IED threat and its growing importance in modern 

conflicts. IED effects on land platforms are reviewed and the interest of focusing on fragments 

effects prediction is underlined, while keeping the research open to other types of effects. 

Chapter 4 examines the different existing combat utility prediction analysis techniques and 

reviews existing works in the field. One conclusion is that none of these techniques used 

independently is able to provide reliable results whilst using a modular modelling approach.  

Chapter 5 explores the problem and defines the scope of the research, considering the 

conclusions of the background chapters.  
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Chapter 6 is the first research contribution of this thesis. It describes an innovative combination 

of semi-empirical equations, agent-based modelling and fault-tree analysis that address the 

shortcomings of other existing techniques identified in the chapter 4.  

Chapter 7 partially implements the approach described in chapter 6 for the simulation of IED 

fragment effects damage on components. Results obtained are similar to those provided by other 

existing approaches, which validate the first part of the methodology, with substantial 

contributions in terms of modularity and reusability of the models. 

Chapter 8 implements the full modelling and simulation approach to estimate the combat utility 

of three different architectures for the same platform. The novel approach yields results that are 

compared and analysed to get platform design recommendations. 

Finally, chapter 9 summarises the most important results of this research and proposes possible 

ways of improving and developing this approach in the future. This is also a first extension of the 

approach to the prediction of System-of-system survivability. 
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2 MISSION SURVIVABILITY AND MILITARY LAND PLATFORM 

DESIGN 

2.1 OVERVIEW 

Survivability is one of the four capabilities (2.2.5) usually considered when the final efficiency of 

a land weapon system has to be assessed. Survivability can be defined as the total capability of 

the system to resist external attack. Going deeper into detail, this simple definition of system 

survivability raises a lot of questions. 

Firstly, the “total capability” of the system results not only from its design, but from the 

synergism among the assets involved: crew, materiel, tactics and usage doctrine (e.g. a perfect 

trained crew on a certain materiel will not be efficient in a novel reconnaissance tactic). The 

survivability of the system can also depend on other assets. For instance, some missile defence 

systems can be responsible for formation an active shield to protect the system (“collective 

protection” or “distributed survivability” concepts). 

Secondly, “resistance” can assume different meanings according to the level of effectiveness of 

the countermeasure to aggression. Avoiding the threat is probably the most efficient way to 

resist and survive in many combat situations. Stealth in the different spectrums (acoustic, 

visible, infra-red, radar), also known as susceptibility, is a critical characteristic for modern 

platforms as the detections means have highly improved in the last decades. If the threat could 

not be avoided then the platform has to withstand it. Passive and active armour, crew safety cell, 

hardened components, optimised design, etc. are examples of ways to limit the system 

vulnerability. Finally, if it could not withstand the threat, the system has to recover from 

damage. This is possible through fire extinguishing devices, safety modes, redundancy 

mechanisms, HUMS, etc. 

The literature often makes reference to the survivability layers (or more casually “Survivability 

Onion”, Figure 2-1) to describe this multi-level approach, with deeper refinement. So, one can 

also affirm that survivability is a function of susceptibility, vulnerability and reparability [3] [4], 

which are defined below. 
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Figure 2-1: The different components of system survivability and the survivability layers, adapted from [5]. 

Finally, “external aggressions” is a very imprecisely defined concept, as the threats that a system 

can encounter on the battlefield are very different, in terms of means, effects, lethality and action 

range. External aggressions can go from a simple Molotov cocktail in the engine air intake, up to 

sophisticated top-attack sensor-fused ammunition with explosively formed penetrator 

warheads (e.g. Nexter BONUS ammunition [6]). Obviously, expected effects are very different, 

going from the temporary immobilisation of the part of a system up to its definitive destruction. 

2.2 DEFINITIONS 

Different definitions for the terms mentioned below can be found in system engineering 

literature, as these terms are widely used sometimes in different ways. The following specific 

definitions are defined for use within this work. 
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2.2.1 SYSTEM, SUBSYSTEM, SYSTEM-OF-SYSTEMS 

A system is a collection of components (2.2.3) arranged according to a specific design in order to 

achieve acceptable performance and reliability levels for different capabilities (2.2.5). Land 

systems refer to the military systems operating on land. For instance, Figure 2-2 illustrates a 

future concept of on-screen operating platform. The term “platform” is often used indifferently. 

System design or system architecture both refer to the organisation or structure of the 

components inside the system. 

 

Figure 2-2: Illustration of modern land system concept and example of observation subsystem (System-Crew 

Integration Platform). 

A subsystem is simply a subset of components into the system that contribute to the same 

function. For instance, it is common to refer to the observation subsystem to cover the visible 

and Infra-Red cameras, mast, range finder components. This term is sometimes used in an 

improper way, to refer to the function executed by a set of components (e.g. mobility 

subsystem).  It was not considered useful to use the “subsystem” concept in the current 

research.  

A System-of-Systems is a collection of distant systems arranged according to a specific design in 

order to implement a new capability. The modern SoS military concept emerged in the 90s from 

the arrival of the first Battlefield Management Systems. With the support of information and 

communication technology development, the BMS role have evolved from localisation aids to a 

complete real-time multi-data sharing support, so that now a system can localize a target, 

another system can designate it and a third one can engage it. This is illustrated in Figure 2-3, 

where a drone detects a target, transmits its position to an infantry soldier that designates the 
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target to a missile launched from a distant platform. The term “fleet” can sometimes be 

employed for simplicity reasons, in reference to a multiple platform organisation (e.g. platoon). 

 

Figure 2-3: Illustration of System of System operating a Non-Light-Of-Sight (NLOS) fire scenario [7]. 

2.2.2 MISSION 

A mission is a set of tasks, together with the purpose, assigned to the system by the high level 

command. Even though it is out of scope for this thesis, the trend is to consider that an efficient 

system must be versatile and able to achieve different types of missions (reconnaissance, target 

designation, combat support, infantry carrying, etc.). This is not a generality, as some much 

specialised missions still require specialised systems (e.g. mine clearance missions) for better 

efficiency. Nevertheless, in chapter 8, a generic reconnaissance mission for unmanned vehicles is 

considered, that equally involves the different capabilities of the platform. In Figure 2-4, these 

capabilities are used to realize a reconnaissance mission in urban area. 

Relating to this definition, mission survivability is defined as “the capability of a system to fulfil 

its tasks in a timely manner, despite any failures or attacks“. 
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Figure 2-4: Illustration of a UGV typical reconnaissance mission. 

2.2.3 COMPONENT 

Components are simply the constituents of a system; they can be pieces of hardware or software, 

and they depend on the granularity at which the system can be decomposed. For example, an 

ECU could be a component in one context while its internal circuit boards, power supply, storage 

devices, etc. could be also identified as components in a deeper breakdown of the system. In this 

thesis, components are assimilated to pieces of hardware that can be exchanged for a 

replacement part in a relatively short time (equivalent to LRU in the avionics domain). Software 

components are not taken into account directly as their vulnerability is assessed through the 

vulnerability of the hosting hardware components. 

Components are assembled using interfaces. Simple parts of the system only use mechanical 

interfaces (e.g. wheels). More complex parts (e.g. Computer units) involve mechanical (e.g. 

racks), electrical (e.g. 24V stabilized power supply), communication (e.g. Ethernet 

communication bus) and software interfaces (e.g. Data Distribution Service middleware). Figure 

2-5 is an illustration of a concept of Integrated Modular Vetronics architectures where electronic 

equipment are organised in a modular way. This concept was implemented on a real platform 

(ARTIST) and tested by the DGA in 2008 with positive results in terms of performance and re-

configurability. One key challenge of the current land system design is to define standardised 

interfaces between components to improve the modularity and the openness of the system and 

limit the maintainability cost [8]. 
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Technically, crew members could also be considered as components that compose the system, in 

the same way as hardware components. 

 

Figure 2-5: Illustration of some typical land system components and how they can interface together in a 

concept of Integrated Modular Vetronics. 

2.2.4 THREAT 

A threat can be a weapon system (e.g. a missile) or its effects (e.g. a shell fired by an artillery 

system) that interact with the system under study for potentially causing damage. There are 

specific threats, like shaped charge warheads, and families of threats, like ballistic weapons, of 

which aim is to deliver the same effect on target (e.g. perforation). The current research only 

considers a certain type of threats of which effects are detailed in chapter 3. 

2.2.5 CAPABILITY 

The term capability is often used to describe the set of military requirements that contribute to 

the same operational effect. The efficiency of a land weapon system results from the optimised 

balance of four well-known capabilities: 
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- Lethality, which reflects the ability of the system to prevent the target to perform its 

mission. 

- Command, Control, Communication, Computers and Intelligence, which can be roughly 

defined as the ability of the system to receive and understand orders and to report about 

the local situation awareness with the support of information and communication 

technology. 

- Mobility, which defines the ability of the system to move in its environment. 

- Survivability, which defines the ability of the system to withstand external aggressions. 

The equilibrium between these four “pillars” obviously depends on the military user 

requirements for the system (at the enemy contact or far away, part of a wider System-of-

Systems or fully autonomous, manned or unmanned, etc.) but it is also the result of 

compromises between technological, financial, environmental and even political constraints. 

The non-respect of a fair distribution of design efforts on these 4 capabilities can lead to a very-

narrow field of usage for the system, which means a lack of versatility (as discussed in 2.2.2), in 

the worst case leading to its inability to complete the mission in some unexpected 

circumstances.  Figure 2-6 is a caricature of such unbalanced systems. The German “Maus” battle 

tank (1942) is one of the most famous examples of emphasis put on the lethality and 

survivability aspects (160 tons of armour), leading to such poor mobility (13 km/h) that the 

project was quickly abandoned [6]. 

 

Figure 2-6: Different system designs according to lethality, C4I, Mobility and Survivability capabilities 

specialists [6]. 

It is also important to notice that the constraints considered in balancing these four capabilities 

in the system design also evolve with time; “Cold-war” engagement concepts have given way to 

asymmetrical and urban areas scenarios, making heavy battle tanks developed in the 1980s 

more vulnerable as they cannot adapt to new threats. The generalisation of slat-armour (or bar-

armour) on Armoured Fighting Vehicles deployed in Iraq and Afghanistan is a good example of 

survivability capability adaptation during the system life-cycle [9] [10]. 
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2.2.6 FUNCTION 

Capabilities can be described more accurately when they are broken down into discrete 

functions, in a top-down engineering process called functional analysis. At the lowest level, this 

process (sometimes named “partitioning” in the automotive domain) consists of allocating 

components to the functions they support in the system. In Figure 2-7 example, the mobility 

capability is decomposed into steering, speed control and suspension functions. Steering 

function is realised by a set of five components. 

 

Figure 2-7: Illustration of a platform functional decomposition, focusing on the mobility capability. 

2.2.7 VULNERABILITY 

Vulnerability is the characteristic of a system that causes it to suffer a reduction of its capability 

as a result of damage generated by a threat [3]. This definition leads to clearly distinguish the 

damage endorsed by a system from the consequences of this damage on the platform 

capabilities, which is the platform vulnerability. The vulnerability of a system can be assessed 

through different ways; one of the most commonly used is the Fault-Tree Analysis that is going 

to be reviewed in detail in chapter 4.4.5. In this thesis, the term “structural vulnerability” is often 

used to make reference to the sensitivity of a component to external constraints. 

2.2.8 SUSCEPTIBILITY 

This term has two very different meanings. Applied to a system, it is the characteristics that 

make it easy to be engaged by threats on the battlefield (the more susceptible a system is, the 

more it will be easy to detect, tracked, targeted and engaged). Applied to a component, it is the 

characteristics that make it more or less sensitive (in term of probability of being destroyed) to a 

given threat effect, which is quite close from the vulnerability definition applied to the 

component (the term structural vulnerability is used in the current research). For instance, 

electronic components (e.g. compass sensor) are generally more susceptible to shock waves 

than mechanical components (e.g. brake disc). 
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2.2.9 DAMAGE 

The interaction of a threat with a system generally results in negative effects on the system. The 

process to determine these negative effects is called damage assessment. Damage can be 

expressed in many forms: number of components hit, number of penetrating fragments, 

percentage of surface hit, energy absorbed, etc. Consequently, it is important to define the 

criteria used in the damage assessment (chapter 4.5), before conducting the process. 

2.3 MILITARY PLATFORMS ARCHITECTURAL DESIGN 

As briefly introduced in chapter 2.2.5, military platform design is a matter of compromises 

between capabilities balancing, functional and operational requirements, available technologies 

at the production horizon, integration possibilities and financial constraints. One of the main 

difficulties is to make the right choices in the development cycle to limit wasteful retrofit costs 

(early de-risking). 

In addition to the functional requirements, other important aspects considered in the platform 

architectural design are: 

- The use of Components-Off-The-Shelf. At its extreme, this approach leads to design the 

vehicle around existing “bricks” and results in lower development costs, increased 

reliability and availability to the detriment of operational performances that will not be 

optimised. 

- The development of specific equipment or the adaptation of existing equipment to make 

them able to integrate an optimised architecture. It is then possible to benefit from the 

most recent technologies; however this option leads to higher development costs and the 

lack of maturity of some components can affect the system reliability. 

- The necessity to build a consistent fleet of platforms, and to guarantee the 

interoperability not only between these platforms but also with possible allies on the 

battlefield. The current emergence of standards like GVA (UK) or Victory (US) shows that 

this aspect is increasingly under consideration. 
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Figure 2-8: An original concept of military land platform [11]. 

In this chapter, the consideration is that the platform design in only driven by performance 

requirements, without any regard to standards compliance or other design constraints. It is also 

considered that the supporting technologies are available and mature enough. This very 

optimistic assumption can lead to futuristic concepts like the one illustrated in Figure 2-8. 

In order to restrict the problem, it is assumed that the platform under study is an Unmanned 

Ground Vehicle (UGV) designed for urban reconnaissance missions (RECCE). So doing, the crew 

protection and the lethality aspects are not considered as the Recce UGV is not armed. The recce 

UGV is a part of a reconnaissance platoon. It is remote-controlled by an operator located in a 

light armoured vehicle that is stationed in a safe and protected area (Figure 2-9). The platoon 

mission is to obtain information by visual observation about the activities and resources of 

potential enemy, including potential threats like IEDs. It is considered that this mission cannot 

be completed if: 

- The platform cannot move in a safe way, meaning the remote driver cannot control the 

speed or the direction of the platform, 

- Or the platform cannot acquire videos or pictures of the scene, 

- Or the platform cannot receive orders from the control station nor transmit the 

information acquired. 

The exercise is finally to optimize the platform architecture according to mission survivability 

criteria. To meet that aim, the platform architecture is refined by defining three subsets that 

appeal to different domains of technology: 

- The mechanical architecture. 

- The power architecture. 
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- The data communication architecture. 

 

Figure 2-9: Illustration of the recce UGV concept of operation and picture of a possible existing solution [12]. 

2.4 MECHANICAL ARCHITECTURE 

2.4.1 FUNCTIONS 

The functions of the UGV mechanical architecture are: 

- To ensure the contact of the platform with the ground, providing suspension, power 

transmission, braking and steering capabilities. 

- To provide the mechanical mountings for every platform component. 

- To protect the platform inner components and crew from external aggression. 

2.4.2 CONSIDERATIONS ABOUT MECHANICAL ARCHITECTURE SOLUTIONS 

Regarding the platform-ground contact, the debate between wheels and tracks is one that is 

largely governed by the operational needs as well as the terrain which the vehicle is traversing. 

The footprint of any ground contact is directly linked to the ground pressure the vehicle exerts. 

Where the reduction in ground pressure is of paramount importance, tracks are likely to offer 

greater advantages than wheels and hovercraft technology becomes a serious option. However, 

for a large number of situations a wheeled vehicle is expected to maintain many desirable 

characteristics. In particular, the options provided by wheels for the hardening of components 

both through redundancy and resistance to attack are in many ways superior to those when 

considering tracks of all types in addition to maintaining good mobility over rougher terrain. 

The size of the vehicle chassis is either driven by restrictions on permissible physical 

dimensions or by the required size to complete a certain task set / mission. A Recce UGV in the 

weight category <100kg is likely to be relatively small in size with considerations of reducing the 

cross section of the vehicle, which in effect reduces the probability of being hit by a particular 

fragment in addition to reducing the presented area to any blast pressure front. 
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The shape of the hull plays a large part in the protection of the vehicle against blast and 

fragments. It is commonly the case that V-shaped hulls are employed when sufficient stand-off 

distances are appropriate, with the angle of the V having a direct relationship to the stand-off 

distance. In the case of a small scale vehicle the V angle would be relatively acute which may 

have a detrimental effect on the vehicle stability and internal volume availability. It is 

conventionally preferable not to engage fragments at 90° in order to maximise the potential for 

deflection. This approach may be chosen if the internal components are sensitive to penetration. 

The material properties that are of particular interest for the construction of the chassis are the 

materials response to strain rate hardening, its toughness (i.e. resistance to crack propagation), 

its ultimate tensile stress, corrosion resistance and whether it is weld-able (for metals) or its 

strength when bonded (in relation to the type of joint method chosen). 

The modular approach has many benefits from hardening point of view; however, one has to 

consider some additional components that may be required to provide module integration and 

structural integrity. When looking at mission survivability the loss of a module may or may not 

be critical to success or failures; defining key parameters is crucial when considering which 

modules are in effect disposable in the event of a strike selecting the UGV configuration. The 

earliest possible identification of these key parameters can offer significant advantages in the 

UGV development and cost effectiveness. 

Figure 2-10 to Figure 2-13 illustrate some original mechanical solutions that contribute to 

improve various capabilities of the UGV. The ForeRunner UGV has won the Endurance Challenge, 

Dismounted Support Category at the Joint IED Defeat Organization (JIEDDO) in 2012. TESTUDO 

is a multi-track multi-terrain high mobility platform for counter-IED purposes. The GLADIATOR 

is a Tactical UGV that is able to perform surveillance, reconnaissance, assault and breaching 

missions. Figure 2-13 is a picture of a simple walking robot assembled from modules.  There are 

eight joint modules, two hub modules at the two ends, and one power module in the middle. 
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Figure 2-10: ForeRunner [13]. 

 

Figure 2-11: TESTUDO [14]. 

 

Figure 2-12: Gladiator [15].  

 

Figure 2-13: SuperBot [16].  

As a conclusion, the Recce UGV mechanical architecture design and configurations should be 

dependent on the structural integrity afforded and maximise toughness in addition to providing 

a basic level of ballistic protection, reducing the need for heavy parasitic armour. Ideally the 

design should enable modularity, re-configuration, availability and upgradability as minimum 

requirements. Physical connections should be minimised (in number and size) and external 

effectors should be embedded within the hull (e.g. camera sensor incorporated within the hull 

and operating through toughened glass). Materials recommended for application within the 

chassis and hull of any vehicle are dependent on the chassis design; examples of key materials 

are glass reinforced plastics, medium carbon steels, high carbon steels, ceramics, plastics. 

2.5 POWER ARCHITECTURE 

2.5.1 FUNCTIONS 

The functions of the UGV power architecture are: 

- To generate the necessary electrical energy for powering the platform components. 

- To distribute the electrical energy in the platform. 

- To transform the electrical energy into the mechanical energy required for motion. 
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2.5.2 CONSIDERATIONS ABOUT POWER ARCHITECTURE SOLUTIONS 

The power unit for any system may take the form of either an energy storage device (e.g. 

battery) or energy generator (e.g. combustion engine) of some form. It is assumed that the 

power is obtained from electric batteries that provide a reliable scalable source of power. Mass 

and size scale linearly with respect to amount of power required. For UGV applications, 

robustness and power density are judged to be key criteria for evaluation of suitability. 

Traditionally the method of transferring power to the wheels has been via the prop-shaft and 

drive-shafts, with the incorporation of electrical transfer components within the drive train the 

configuration of such systems is far more flexible. The method of transferring power from the 

power unit to the wheels often involves an electric motor of some form when using an electric 

based system.  In this case, it is considered that the UGV wheels are powered by electric motors 

according to three different architectures that condition the robustness of the mobility 

capability. 

2.6 DATA ARCHITECTURE 

2.6.1 FUNCTIONS 

The functions of the C4I (vetronics) UGV architecture are: 

- To support the data communications between the UGV and its remote command and 

control station (e.g. radio transmitter / receiver). 

- To acquire all the information required by the remote operation (e.g. driving camera) 

and by the mission (e.g. tactical awareness camera mounted on a turret). 

- To process the information on-board to facilitate its transmission or its interpretation by 

the distant UGV operator (e.g. video compression software running on an embedded 

computer). 

- To support the exchange of data between the platform components (e.g. CAN utility data 

bus). 

2.6.2 CONSIDERATIONS ABOUT DATA ARCHITECTURE SOLUTIONS 

An important facet of system robustness is the data connections that link the various ECUs, 

sensors and actuators. Cables and connectors are particularly susceptible to damage as they 

often link physically protected areas such as ECUs via unprotected areas such as typical cable 
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routing paths. It is relatively easy to shield an individual ECU from damage, but very difficult to 

protect a large wiring loom that extends throughout the entire vehicle.  

Cables and connectors are traditionally used for the transfer of data from one location to 

another. When considering automotive / robotic systems, information is typically sub-divided 

into digital (data) and analogue signal types, with digital being the prevalent method in modern 

systems.  

Recent advances in wireless technology allow an unprecedented amount of information to be 

transferred without resorting to physical cables and connectors. Wireless links provide excellent 

resilience to blast damage as it is only necessary to protect the wireless transceivers contained 

within the ECUs rather than the entire signal path. The obvious limitation of wireless 

transmission is electrical current capacity, limiting wireless to information transfer. 

2.7 MODULAR ARCHITECTURE DESIGN 

A module is defined as a component of a larger system that operates within this system 

independently from the operations of the other components. Modularity is a set of properties 

that support that independence of operations [17]. It can be deducted from this definition that a 

“modular” design reflects three underlying concepts: 

- Before operation, it is the ability of the components to be organised and mounted 

according to a particular type of mission. For instance, a specific urban reconnaissance 

mission could require additional situational awareness cameras to be mounted around 

the platform, while an IED disposal mission would require installing an additional 

remote operated arm on the UGV. 

- During operation, it is the ability of the components’ architectures to be operated 

independently from the others. In particular, a component dysfunction or damage during 

the mission must not affect the operation of other components (fault confinement) or the 

damaged function can be handled by an equivalent module which has not been damaged. 

- After operation, it is the ability of the components to be easily exchanged, maintained or 

updated without impacting the rest of the architecture. Components must be able to 

adapt to different technology leaps or life-cycles without calling into question the initial 

architectural choices [17]. 

It is assumed that an architecture design is purely modular or purely monolithic, whereas in 

reality a more graduated degree of modularity is likely. 
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This leads to the definition of 23=8 possible platform architecture designs described for 

experimentation and comparison purposes as described in Appendix 3. Three architectures 

were selected for further survivability investigations, as the most representative of current 

design options for military land platforms: 

- The “monolithic” platform is the most common architecture in low-range land systems: 

functions are supported by unique and dedicated components that cannot reconfigure. 

Some components support multiple functions. 

- The “digitised” platform represents the current trend in land systems architectures. 

Digital networking of components and intelligent power management allow 

implementing redundancy mechanisms to improve the system availability. 

- The “extreme modular” platform is an illustration of a possible future modular platform, 

made of identical modules that can re-arrange autonomously.  

 

2.8 CONCLUSION 

Since the 2000s, the most influential nations have started a transformation process of their army 

to address the modern conflicts needs of asymmetrical warfare, battlefield management and 

communications (FCS then BCTM-US, Forza NEC-Italy, FRES-UK, SCORPION-FR).  

This transformation relies on battlefield management systems networking, development of new 

capabilities, replacement of obsolete platforms and improvement of force protection. It affects 

the legacy platforms as well as the progressive integration of new systems and equipment. New 

battlefield organizations issued from this transformation are often named System-of-Systems. 

This evolution implies that research effort should now focus on survivability from the 

perspective of new angles. 

From the platform point of view, the loss of a component may or may not be critical to success or 

failure; defining key parameters is crucial when considering which components are in effect 

disposable in the event of attack selecting the platform configuration at the system level. The 

ability to consider multiple parameters by selecting the adapted granularity was a critical 

requirement for this research, and as it is validated in chapter 8, where three possible 

architectures for the same unmanned platform are compared for survivability to IED threat. 
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From the mission perspective, System-of-Systems organizations allow capabilities to be 

distributed to several platforms, leading to new partitioning problems such as how to optimize 

the SoS performance and/or protection? For instance, innovative distributed protection 

concepts implement the threat detection, recognition, identification and elimination processes 

on different distant platforms. A conclusion is that a modern approach of survivability must 

consider not only the impact of damage on the platform functionalities itself but also the impact 

of a damage on the SoS mission that integrates the platform. The lack of existing tools to model 

System-of-Systems survivability is a second main driver for this research. 

Of course, platforms on the battlefield have to face to many different types of threats, from the 

simple bullet to the new EMP weapons.  This research is focussed on the IED threat. As 

previously discussed, IED have led to the majority of allied casualties in recent conflicts, and are 

a growing threat in terms of number and size. 
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3 IED EFFECTS FOR LAND PLATFORMS 

3.1 OVERVIEW 

Between 2003 and 2006, 11,100 Improvised Explosive Devices have been neutralized by 

coalition forces in Iraq. Since 2001, IEDs have been responsible for over 50% of the coalition 

soldiers’ deaths, and the danger from IEDs keeps intensifying [18]. There were more than 

15,000 incidents involving IEDs in 2012. Billions of dollars have been spent by the U.S military to 

protect troops against IEDs in the last decade, including $45 billion to develop armoured 

vehicles known as Mine Resistant Ambush Protected, with significant decreases of human 

casualties. 

So, in the recent conflicts, the IED threat has proven to be very effective against deployed 

battlefield technology and is known to deteriorate system capabilities and subsequent mission 

performance. IEDs’ effects on operations are twofold:  a) direct effect because they hit military 

convoys and patrols and have a direct damage/effect; and b) indirect effect because they require 

permanent surveillance and counter-mining operations that considerably slow down the 

mission. Figure 3-1 shows a typical example of IED attack context. IEDs are generally hidden in 

vehicles or buildings on road sides. They can also be buried under the road. 

 

Figure 3-1: Example of road-side bomb attack (on training) leading to possible vehicle destruction [19]. 

Technically, an IED is made of two main components: an explosive charge and a fusing system. 

Most of the IEDs explosive charges are made from discarded ammunitions: rockets, bombs, 

shells, mines, grenades, etc. Similarly, a fusing system can be made of batteries, cell-phone or 

chemical reactions. Some of these pyrotechnical chains can be particularly complex, linking 

several ammunitions together in daisy chains in order to simultaneously destroy several 

vehicles in a same convoy. 

There are four stages of an IED effect: 
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a) IED explodes in very short time, typically a few milliseconds. When the primary charge 

explodes, gases heat up and expand rapidly outward (e.g. 8000 m/s for C4 explosive) 

under pressure. The gases expansion creates blast waves (primary effect). These 

pressure waves travel outward at a very high velocity (typically from 3000 to 8000 m/s 

[20] ), over tens to hundreds of metres depending on the amount of explosive.  

b) The explosion fragments the IED container and sends pieces of shrapnel at high speed 

outward (secondary effect). If the IED also contains other pieces of metal, such as ball 

bearings, nuts, bolts and pellets, then they are also thrown outward. The interaction may 

be direct or indirect as in the case of Behind Armour Debris generated by fragmentation 

of a platform’s own armour following an impact. The fragments impacts on the structure 

also generate shock waves that propagate and potentially generate indirect damage to 

other mechanically linked components. 

c) The heat of the explosion causes fire which is another secondary effect. 

d) Finally, the blast wave leaves a partial vacuum, which causes air to rush back in under 

high pressure. The inrushing air also pulls in debris and shrapnel [21]. 

The case of the most recent IEDs based on Explosively Formed Projectiles (EFP) must be 

considered separately. The EFP is in practice a shaped charge, meaning the explosive is used to 

form a single bar projectile travelling between 1500 and 3000 m/s [10]. This makes protection 

using only armour or design precautions against this type of threat implausible [3], and hence 

regarding the objectives discussed in the introduction, EFP IEDs are not considered in this 

thesis. It is noted that EFP IEDs damage modelling is the object of other future studies [22]. 

Despite the fact that blast and fragmentation interact together on the target and therefore 

requires that the combined effects are understood, the complex interaction of these effects on 

platforms is very difficult to model [4] and fragmentation process is considered independently 

from blast. 

3.2 FRAGMENTS EFFECTS ON STRUCTURES 

Fragments, like bullets or other Armour Piercing ammunitions, are parts of Kinetic Energy 

weapons family, meaning their destructive effect is mainly based on the kinetic energy they 

transport. Therefore, fragments lethality is essentially a function of mass and impact velocity. 

Even though a deeper analysis of the penetration of high KE projectiles shows that penetration 

capability is also related to the penetrator’s length [3], IED fragments orientation after the 

explosion is very unpredictable and this parameter is rarely considered. 
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Considering the target, ballistic limit (or limit velocity) is the usual measure of target’s ability to 

withstand a projectile impact. The ballistic limit of a structure is defined as the greatest 

projectile velocity of a given mass the structure can withstand without being penetrated with 

50% reliability [23]. Ballistic limit is a function of target parameters (density, thickness, static 

linear elastic compression limit) but also of projectile parameters (diameter, mass, angle of 

incidence, material, velocity). 

Depending on the pair (fragment kinetic energy, ballistic limit of the target), the impact of 

fragment on target generates three significant and different effects that combine together to 

damage the target [3]: 

- Ballistic shock. 

- Ballistic penetration. 

- Secondary fragments generation. 

These three effects are now going to be reviewed in detail.  

3.2.1 BALLISTIC SHOCK 

Upon impact, the target must absorb the kinetic energy of the projectile by either propagation or 

transformation into other forms of energy (heat, other fragments, penetration, recoil, etc.). A 

significant amount of projectile energy deforms the impacted surface (permanent and transient), 

but also propagates and dissipates far from the impact, generating high accelerations on 

structures. Figure 3-2 shows the importance of the oscillating acceleration generated (up to 

20000 G) in a very short time (1.5 ms). Ballistic shock leads to direct or indirect structural 

damage and can cause failures to sensitive devices [3]. 

 

Figure 3-2: Typical trace of a shock wave, from [3]. 
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3.2.2 BALLISTIC PENETRATION 

Ballistic penetration effects for a given projectile vary with projectile velocity. A common 

approach is to characterise each fragment by its kinetic energy at impact [23]. The ballistic limit 

of a structure has been defined in chapter 3.2. Below the ballistic limit, projectiles rebound or 

partially penetrate the material (Figure 3-3-1). Above the limit fragments penetrate fully 

without losing mass or deforming (Figure 3-3-2). Fragments over the shattering velocity limit of 

the target may generate a plug behind the plate (Figure 3-3-3) and/or generate numerous 

secondary fragments composed of projectile and target material (Figure 3-3-4). The number of 

secondary fragments increases with the projectile impact velocity. This phenomenon known as 

Behind Armour Debris is typical of high energy fragments impacting armour. 

 

Figure 3-3: Typical penetration process, leading to partial penetration (1), simple perforation (2), plug (3) or 

secondary fragments generation (4). 

Ballistic penetration can damage the target in different ways, according to the type of 

components hit. Structural components (e.g. part of a suspension arm) may be damaged 

immediately or weakened to the point they will brake under load. Functional components (e.g. 

battery) can be entirely or partially destroyed, leading to degradation of system capabilities.  

Even though human casualties are not considered in this thesis, it must be noted that fragments 

can cause injuries to platform occupants by penetrating trauma. Injuries caused by penetrating 

wounds are the leading cause of death in a typical suicide bombing attack. The penetration of 

fragments and shrapnel into the body depend on the velocity, and fragment area to mass ratio. 

For small fragments (<15grams), a velocity of 30ms-1 will cause 50% of them to penetrate skin. 

For very large fragments (>500grams), a velocity of 3ms-1 is enough to cause serious damage 

[24]. 
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3.2.3 SECONDARY FRAGMENTS GENERATION (BADS) 

Secondary fragments, called Behind Armour Debris (BADs), consist of broken pieces of the initial 

projectile, and target material. The significance of BADs is increased by the fact they diverge 

from the initial fragment trajectory, and so potentially interact with a larger percentage of the 

platform (crew and equipment) [25]. 

Figure 3-4 shows a 3D numerical simulation of a BADs cloud behind the armour plate. The 

picture clearly shows the eroded perforating primary projectile in the centre and secondary 

fragments of different masses around. The plot attached shows the fragment mass distribution 

frequency issued from real tests (red and green plots) and from simulation (black plot). 

At the platform level, primary fragments or BADs can cause direct damage on particularly fragile 

equipment such as fuel tank, tyres or optics as well as damage, particularly to fragile equipment 

such as ruptures of hydraulic hoses or cable damage [26]. 

The secondary debris have very varying levels of lethality and can cause injuries going from light 

wounds from fragments up to lethal injuries when high energy secondary fragments penetrate a 

vital organ. 

 

Figure 3-4: Illustration of the BADs generation effect, based on the computation of a tungsten projectile 

impacting a steel plate at 1020 ms-1 [27]. 

3.3 DAMAGE PROPAGATION IN STRUCTURES 

The transient deformation caused by the fragment impact propagates as a shock wave to 

adjacent surfaces and components in contact until it dissipates. The way the energy dissipates is 

a function of many complex factors, including the dynamic response, the mass, the mounting of 

the components. Multiple reflections of the shock wave inside the system leading to local 
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reinforcements and attenuations have also to be considered, which results in extremely complex 

loading predictions. Ballistic shock leads to direct or indirect structural damage and can cause 

indirect failures on sensitive devices (e.g. cracked lenses, detached surface-mounted 

components, damaged electronic sensors, etc.). For a given projectile-target couple, ballistic 

shock is more severe for non-penetrating impacts, as the entire projectile kinetic energy is 

transferred to the target, while only part of it is absorbed by the target during the penetration 

[3]. 

When a projectile or blast wave hits a target, the kinetic energy deposited in the target initiates 

shock waves that travel through the target structure (ballistic shock). The damage induced on 

the structural elements depend on the amplitude and frequency of these shock waves when they 

reach the element, considering complex mutual interactions possibly leading to local 

attenuations or reinforcements. For land platforms made of many elements of different shapes, 

different materials and different mountings, the prediction of the loading experienced by 

equipment is not a straightforward process [3] [28]. 

3.4 CONCLUSION 

Until the end of the Cold War, combat vehicles faced well identified threats: bullets, shell, mines, 

RPG, etc. guiding survivability research and development and design of adapted protection 

systems. 

With the development of asymmetrical warfare, conventional forces are exposed to easily 

accessible, low technology level, random and non-mastered effects, fast evolution weapons: 

IEDs. 

The primary effect expected from an IED explosion is the blast wave, as the large amount of 

explosive used can generate significant accelerations the target structure. This is the most lethal 

effect, even if it is only applicable at short range (a few metres). It is easy to model and 

reproduce as the effects mainly depend on the amount and type of explosive. These effects are 

well known and efficient mitigations exist today like V-shape vehicle flooring or decoupled crew-

station for instance. 

A secondary effect of an IED is the generation of high kinetic energy fragments coming from the 

IED envelope explosion. These fragments can cause injuries to the crew and significant damage 

to inboard equipment if they penetrate the vehicle, even at a long distance from the explosion 

(several dozen metres). If the fragments do not perforate the armour, they can generate 

secondary fragments (Behind Armour Debris), of less energy, but more diffuse, so potentially 
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dangerous. Furthermore, the shock wave coming from the fragment impact on the structure can 

also damage sensitive components, like sensors or optics equipment. 

Taking the number of parameters (IED envelope shape and material, target distance, inclination, 

shape and material) into account, the effects of IED fragments on platform electronic 

architecture are far less understood and it is generally considered that an efficient protection 

against small and medium calibre ammunitions is fit for protection against IED fragments. 

One objective of this research is to validate this opinion through modelling and simulation of IED 

damage on platform structure, focusing on the secondary IED effects (fragments and BADs) 

while keeping the approach open to the consideration of primary effects. 

The next chapter presents the different techniques that can be used to predict the effects of an 

IED threat on equipment, on the platform functionalities and on the mission it must conduct. 
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4 COMBAT UTILITY PREDICTION TECHNIQUES 

4.1 OVERVIEW 

The first sections (4.2 to 4.4) of this background chapter review the different existing techniques 

of modelling and simulating the system vulnerability, highlighting their strengths and 

weaknesses and demonstrating that none of these methods in isolation addresses the complete 

problem scope from accurate component level assessment up to fleet and mission level. A 

special focus is given to the application of Agent-Based modelling approach to the survivability 

field at different battlefield levels, as well as the mean to convert the damage endured by 

individual components into a platform combat utility estimation, through different possible 

paradigms. 

Finally, as the choice of the metrics is likely as important as the choice of the approach used to 

get valid results, the last section (4.5) is dedicated to the definition of the components damage 

criteria that is adopted in this research. 

4.2 REAL TESTING TECHNIQUES 

The best way to understand threats-target interactions is obviously to realise an impact test 

from a real-life threat. However, it is not easy to obtain a detailed assessment of the current 

threat, considering the environment of modern asymmetrical conflict (weapons from a wide 

range of different sources) and the rapidity with which the threat evolves. Specifying the threat 

spectrum is then the most difficult task and armour designers have developed a set of test 

methods and procedures to simplify this process. 

Among all the available test variants, the V50 real test is the most relevant and useful [29]. The 

V50 value of a material represents the velocity value at which fifty percent of the impacting 

projectiles will be stopped by the target [3]. It represents the “ballistic limit” of the material and 

this velocity is accepted more or less as a norm by many countries’ test facilities. Figure 4-1 

shows an example of the typical set of probability curves obtained through real-testing. As the 

real projectile velocity increases from zero upwards, the number of rounds that defeat the target 

increases until a velocity is reached where all bullets penetrate the target.  
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Figure 4-1: Example of probability curves for the defeat of armour materials [3]. 

There are various methods to develop these probability curves. They all require as many shots 

as practically feasible (7 to 12 rounds) and the accurate measurement of the impact velocity. A 

simple and universally adopted approach is the Bruceton (also called Up and Down) method 

[29]: a starting velocity is selected and assumed to result in a “failure” (material perforation). 

The velocity of the second round is then decreased by an estimated amount and results in a 

“pass” (no perforation). Then the velocities are chosen halfway between the two previous shots. 

The process continues until three passes and three failures within a specified velocity range are 

obtained, leading to identify the V50 impact velocity (see Figure 4-2). 

 

Figure 4-2: Example of real-testing firing sequence for the Bruceton method of determining a V50 value [29]. 
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Figure 4-3: Schematic exploded view of a ballistic experimental setup. 

A typical ballistic real-testing installation (example of a Brazilian Army shooting range facility) is 

presented in Figure 4-3. High-speed cameras can be added to get snapshots of the projectile 

penetration mechanisms in the armour. 

Finally, while the V50 real testing is the most common way of quantifying the ballistic 

performance of a system, it is not always applicable, particularly in the case of complex armour 

systems in which the material is not homogeneous. The review of these specific methods is out 

of the scope of this thesis. 

Considering the specific IED fragments threat, the experimental testing of fragment damage can 

be conducted either as a full scale test with fragmenting munitions, or simulated in the 

laboratory using Fragment Simulating Projectiles [29]. 

4.3 HUMAN-BASED TECHNIQUES 

Human estimation based on the findings of ‘after action reviews’ of enemy contact and damage 

caused has been the only method of platform survivability investigation for several centuries. 

For example, World War 1 tank armour was often modified based on inspection of the damage 

caused by previous contact. During World War 2, numerous tests were conducted to develop a 

collection of data on a wide variety of targets and ammunitions and people experienced in tank 

operations were officially appointed as “damage assessors” [3]. 

In the late 70s, the chaos theory asserted that the behaviour of dynamic systems with a lot of 

degrees of freedom (such as military structures) was hugely sensitive to initial conditions and 

environment. That gave a scientific reason to the military to finally admit that fast and cost-
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effective manual wargames, even though inaccurate, could give correct enough results, as long 

and expensive computer simulations give, when all the operational elements of the plan 

(logistics, communications, tactics, C4I, etc.) have been considered [30]. 

Today, a representative application of the human estimation approach is survivability 

assessment in “war gaming” tools. These tools are used at various levels of military 

organisations for a wide range of applications, from classical infantry commander training to 

teaching strategy and diplomacy at the highest levels of command [30]. In such applications, the 

result of a force engagement at any level of abstraction depends on the difference between the 

attacker’s firepower and the defender’s survivability. This data is recorded in platforms’ data 

tables that are generated from probabilistic assessments, combat feedback and expert 

knowledge. For instance, in the example of Table 4-1, a protection level of 9 is affected to the 

SCOUT vehicle when it is hit by kinetic weapons on its front side. For the same vehicle, machine 

gun weapon range is limited to 1800 m. A pre-set ‘combat table’ provides the damage suffered 

by the attacked unit. Combat result is based on the units’ fire power and protection capabilities, 

possibly modified by the type of terrain the units are on. As real combat is never deterministic, a 

degree of randomness is introduced, by using dice for instance, to simulate the probability of 

hitting or missing a target. Finally, the calculated damage is subtracted from the unit current 

operational status (Health Points). When Health Points counter is equal or less than 0, the unit is 

declared destroyed. Possible embedded assets (e.g. soldiers) in the unit at this time are also 

declared destroyed [31] [1]. 

 

Table 4-1: Example of platforms vulnerability data issued from experience and expert knowledge [31]. 

SER

KE CE KE CE KE CE

Size Mod

KE CE MG CMG HE SMK Min range

1

CR2 

CSP(120

mmSB) 12 16 8 12 6 6 0 3000 1500 1800 1100 2000 8000 0

2

WR CSP 

(40mmCT

AI) 9 9 8 8 3 3 0 2000 2000 1800 1100 2000 25 0

3 FRES DF 9 9 8 8 3 3 0 2000 1500 1800 1100 - 8000 0

4

FRES PM

4 4 4 4 3 3 0 - - 1800 1100 - 25 0

5 SCOUT 9 9 8 8 3 3 0 2000 2000 1800 1100 2000 25 0

6 FR(O) 6 6 5 5 3 3 0 - 8500 1800 1100 - 25 500

7 GBS 6 6 5 5 3 3 0 - - 1800 - - - 0

8

Inf Fire 

Team 1 1 1 1 1 1 0 - - 400 - - - 0

9

ATGW 

Jav(LOB

L) 1 1 1 1 1 1 0 - 2500 - - - - 150

10

ATGW 

Jav(DF) 1 1 1 1 1 1 0 - 2500 - - - - 65

11 ASM 1 1 1 1 1 1 0 - 600 - - - - 25

12 NLAW 1 1 1 1 1 1 0 - 600 - - - - 25

13

81mm 

Mortar 1 1 1 1 1 1 0 - - - - 5650 5650 200

PROTECTION RANGE (m)
FRONT SIDE TOP Range (m)
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In the example of Table 4-2, the differential between attacker’s fire power and the defender’s 

protection level is 4. The roll of the dice provides a 2 that finally leads to a damage of 5 points to 

the defender. 

 

Table 4-2: Example (simplified) of combat table used in [1]. 

A representative example of such combat utility prediction through human-based techniques are 

the war gaming sessions organised by DSTL-Fort Halstead to assess the operational benefits of 

future UGV concepts in the frame of the Future Ground Manoeuvre Capability  (FGMC) studies. 

The survivability war gaming method itself was judged by the players an “effective way of 

gaining insights into the complex issues surrounding the operation of a unit the size of a battle 

group” [31]. 

It is important to note that the outcomes can be limited by technical issues. For instance, the 

time required by the checking of the Line of Sight (LoS)  between units and the calculation of the 

engagement results was found a major drawback of the war game. During the gaming sessions, 

DSTL experts developed an Excel application that allows checking the LoS between hexes semi-

automatically and allows access to the combat data tables more easily, and this was found very 

useful by the players and the supervisor. 

However, this calculation constraint still limits the accuracy of the modelling. For instance, no 

potential communications issues were explored for simplicity of gaming, even though players 

were conscious that significant issues exist (particularly considering UGVs operations), with 

regards to communications links in the urban environment and overall bandwidth limits in the 

battle-space. 

Finally, it was found that the high levels of concentration required by the players and supervisor, 

combined with the time required playing a scenario phase “makes manual war gaming 



 4 Combat Utility Prediction Techniques 
 
 

 

36 
 

unsuitable as a tool for assessing multiple variations in platform capability or the quantification of 

effectiveness” [31]. 

4.4 COMPUTER SIMULATION TECHNIQUES 

In order to predict the effects of fragments on components, platforms and fleets, armed forces 

have developed many systems of vulnerability simulation based on three significantly different 

approaches. These approaches and their possible applications to the IED threat are presented in 

order of increasing fidelity and complexity. Fidelity can be defined as the ability of the approach 

to give results matching with the reality. 

4.4.1 COMPUTER-AIDED WAR-GAMING TECHNIQUES 

Thanks to Information Technologies, modern war games can today involve many participants at 

any given time from many different locations, which make modern war games more 

representative of the real world complexity. 

Another important benefit of IT in the war-gaming approach is the ability to repeat the same 

engagement scenario with varying parameters in order to conduct a statistical analysis of the 

results and define the most important factors (e.g. armour thickness, stealth) on platform 

survivability. 

An example of such vulnerability assessment through computer-aided war-gaming techniques is 

developed in [1]. Building Entry and Search Unmanned Ground Vehicle (BES-UGV) is a new 

concept in military System-of-Systems for which efficiency and survivability had to be studied in 

asymmetrical warfare and urban area conditions with different scenarios (Figure 4-4). Possible 

IED areas were set with perimeter and density parameters attached, representing the 

probability of facing an IED in the area. The positions of IEDs (and other threats) were 

automatically generated by the computer (Figure 4-5) but hidden to the human player who 

executed the mission. In case of contact of a unit with IEDs, damage was assessed in the way 

described in chapter 4.3. Mission completion was assessed using different parameters (Figure 

4-6), providing interesting insights about the total survivability of the system-of-systems 

concept against different types of threats but without delivering any useful data about the 

platform architecture. 
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Figure 4-4: Example of war-gaming tactical scenario for survivability assessment [1]. 

 

 

Figure 4-5: Example of computer-generated threats (of which 6 IEDs positioned at the top of the area) [1]. 
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Figure 4-6: Example of war-gaming session results for different simulation runs [1]. 

At the system level, computer-aided human-estimation methods require experts to identify 

possible outcomes in terms of damage resulting from attacks and then to model overall 

behaviour using a probabilistic approach. For example, expert explosives knowledge is used to 

create a database describing the rules and probabilities that a given explosion will disable 

submarine sub-systems [32]. The implementation software also makes recommendations on 

how to repair damage (maintenance aspects) and whether to surface or submerge (mission 

aspects) [32].  

A similar approach is used in [33] to provide expertise of aircraft structural damage experts to 

the technicians in charge of assessing and repairing battle damage. In other words, it provides 

the intelligence which would not be available in the field. In many other data including 

maintenance procedures, the knowledge base contains the heuristic damage assessment 

expertise, in terms of “IF-THEN” rules. Figure 4-7 shows a typical architecture of a battle damage 

assessment expert system. On the basis of expert rules and facts databases that are constantly 

updated, the battle damage assessment expert system engine generates analysis and 

recommendations to repair the system. 
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Figure 4-7: Typical architecture of a battle damage assessment expert system [33]. 

In most of the computer-aided human-based vulnerability assessment implementations 

reviewed, the translation of experts’ experience and technical know-how into computational 

tables and formulas seems to be the most challenging part of the approach. Furthermore, as the 

fidelity of the damage prediction mainly results from the accuracy of the knowledge available in 

the database, the domain of applicability of the expert rules has to be clearly identified and rules 

not extrapolated (e.g. to other types of threats) without serious cautions. 

4.4.2 EMPIRICAL/SEMI-EMPIRICAL FORMULAS 

Empirical and semi-empirical formulas refer to attempts to describe the physical reality of the 

battlefield damage using mathematical equations. 

Empirical methods involve exploiting knowledge gained by means of direct and indirect 

observation or experience. Based on sufficient data, survivability estimations can be made, but 

generally only provide a probability based and case-dependent result. For example, the 

probability of an armour piercing bullet penetrating various thicknesses of steel is known from 

observation (Figure 4-8).  
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Figure 4-8: Example of empirical penetration law. 

THOR equations are an example of an approach in which functions are generated to reflect 

experimental results of projectile impacts on plates [3]. 

“Semi-empirical” approaches use simplified physical models to simulate reality with an 

appropriate level of fidelity. By considering the most significant subset of numerous real world 

physical processes the designer is relieved from describing numerous complex real world 

physical processes. This method of selectively abstract simulation design is well suited to 

exploratory studies that do not require high accuracy but do need real-time execution. Common 

examples include 3D gaming environments where physical important phenomena are 

approximated with fast-to-compute tables or formulas in order to create a facsimile of real 

world behaviours, with hard real-time computation constraints [34]. FATEPEN is a semi-

empirical equation implementation that predicts the penetration and damage to target 

structures for military engineers [35]. In the same way, ConWep implements equations based on 

the ‘TM 5-855-1’ set of experimental trials [36] to model a variety of conventional weapons 

including air blast, fragment and projectile penetrations, breach, cratering, and ground shock 

with relatively high fidelity [37]. Figure 4-9 and Figure 4-10 are examples of plots resulting from 

a ConWep simulation of fragments hit. Considering the projectile parameters (13.13 g mass, 

1237 ms-1 velocity), it can perforate 5mm of mild homogeneous steel at 50 metres. 
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Figure 4-9:  Example of ConWep results for fragment and bullet penetration capability vs range. 

 

Figure 4-10: Example of ConWep results for fragment and bullet penetration capability vs velocity. 

Target Thickness, cm

L
im

it
 V

e
lo

c
it

y
, 

m
e

te
rs

/s
e

c

Projectile Limit Velocity for Homogeneous Armor

0.2 0.4 0.6 0.8 1 1.2 1.4 1.6
2000

4000

6000

8000

10000

12000

14000

Projectile weight 9.752 grams
Projectile diameter 0.7798 cm
Projectile length 3.251 cm
Target BHN 120

Impact angle
0º
30º
60º



 4 Combat Utility Prediction Techniques 
 
 

 

42 
 

Empirical and semi-empirical formulas always consider reference targets made of plates with 

normalized dimensions. In order to be applied to more complex shaped targets, like land 

platforms generally are, they have to be combined with geometric analysis methods. Making the 

assumption that fragments and blast move radially from the centre of explosion, ray-tracing is a 

fast and efficient technique to determine which parts of the system have been impacted by 

fragments or blast and with which angle of incidence (Figure 4-11) [24] [38] [39]. A weakness of 

the ray-tracing approach is that is does not consider the different cases of ray-target contacts in 

detail (angle of incidence, bouncing, penetration depth, etc.) nor the secondary debris. 

 

Figure 4-11: Illustration of ray-tracing technique in a warship explosion damage simulation [39]. 

4.4.3 NUMERICAL METHODS 

Finite Element Analysis (FEA) is a numerical technique to find approximate solutions to a 

complex problem. FEA uses subdivision to model macro level problems using numerous small 

domains (nodes) for an individual solution. The approach enables the modelling of a wider 

range of physics processes beyond the Newtonian physics described so far. Models describing 

heat, fluid and intricate micro scale properties such as stress and strain are possible [40]. 

Typical military FEA applications include simulation of armour piercing bullet penetrating a 

material (Figure 4-12) or mines interacting with V-shape hull (Figure 4-13). The computational 

cost of FEA is relatively high compared to the previously discussed methods and so FEA cannot 

typically be performed “real time” using currently available desktop personal computer systems 

(although future systems or cloud computing may provide this capability at significant cost). 
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Figure 4-12: AUTODYN-2D screen-shot of 0.5" M2 AP round impacting thick RHA steel plate [41]. 

Among other applications, the contribution of FEA to the development of high protected 

platforms (e.g. Mine Resistant Ambush Protected Vehicles) is notable. FEA provides an efficient 

way to test different materials assemblies or new mechanical designs such as V-shape hull 

designs to mine explosions (Figure 4-13) [42]. 

 

Figure 4-13:  Illustration of FEA applied to the effects of a buried mine explosion on vehicle floor [42]. 

In the FEA domain, ANSYS/LS-DYNA is a reference tool used for simulating blast and 

fragmentation phenomena. It is suited as it includes complex material models and has the ability 

to accurately simulate shock and stress wave propagation during short-duration transient 

events [41]. 

4.4.4 AGENT-BASED APPROACH 

Agent-based modelling and simulation (AB M&S) is a recent approach for simulating complex 

systems by the means of interacting agents. The theoretical basis of the agents approach was 

developed in the 80’s to deal with the complexity of modelling domains like social sciences and 
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artificial intelligence but AB M&S has extended very quickly to various fields, including biology, 

economics, business and military [43].                                                                                                                                                                

An agent (or actor) is a physical or virtual entity which: 

- Is capable of acting in an environment, at every level of granularity. 

- Is situated in space and time. 

- Is driven by a set of rules and tendencies. 

- Possesses its own resource. 

- Can communicate directly with other agents. 

- Is capable of perceiving its environment to a limited extent [44]. 

Many other definitions of agents exist, from “any type of independent component” to “a 

proactive, autonomous and intelligent” [43] or “reactive, deliberative and hybrid” [45] entity. 

They all refer to the ability of the agent to react to its environment by its own rules, while having 

a limited viewpoint on it. 

Agents-Based models consist of rule-based agents that interact together to reproduce the real-

world complexity, through emergent behaviours. 

Emergent behaviour is the essential concept in the agents-based approach. It can be defined as 

the action of simple rules combining together to produce complex results. A good illustration of 

complex system behaviour emerging from simple unitary behaviour is the famous “Flock of 

Boids” example [46]. Each bird considered individually follows a set of simple rules (e.g. move 

towards the centre of mass of the flock, align speed with the neighbours, avoid collisions, etc.). 

The individual simulation of each bird would not provide any further insights about the flight, as 

the rules are quasi-deterministic. However, the simulation of many instances of the same bird 

model into a large population with slightly different initial parameters creates emergent group 

behaviours and leads to a complex and unpredictable flock structure which is very close to the 

reality. This example highlights the important fact that what makes AB approach powerful is not 

the “intelligence” or the “richness” of the agent model. It is the simulation of the interactions 

between these agent instances that helps to better understand the system modelled, from minor 

local interactions up to the global behaviour. 

Military groups operating in conflicts, whatever the level of combats considered is, possess 

characteristics that make them well adapted to an AB modelling approach: 

• They are composed of a large number of interacting elements: units on the battlefield, 

soldiers in platoons, equipment in platforms, etc. 
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• Positions and capabilities of the elements are known in advance (ORBAT), or they can be 

estimated through Intelligence, Surveillance, Target Acquisition and Reconnaissance 

capabilities. 

• Even though elements evolve into a hierarchical structure, the mission is mostly 

executed with decentralized control and a high degree of self-organization, 

• Elements must adapt to changing environment to survive. 

Table 4-3 is an example of military features at various levels matched on agent criteria. It can be 

noticed that at any battlefield level considered, the components’ characteristics can find an 

equivalent feature in the Agent world. 

 

 System of 
Systems 

System Equipment  Structure 

Ex : Platoon Ex: UGV Ex: Computer Ex: Hard disk 
Acting in 
environment: 

Battlefield System of System 
(platoon) 
architecture 

Platform (UGV) 
architecture 

Equipment design 
(Computer) 

Situated in: Area of 
deployment 

Geographic 
coordinates 

Location in the 
platform 

Position of the element 

Driven by rules 
issued from: 

Mission scenario Waypoints and 
angles of 
observation 

Contribution to the 
fire function 

Material hardness 

Communicating 
with: 

Platoon tactical 
communication 
links 

Radio link with 
remote control 
station 

Data links to 
attitude sensors 

Assembly of elements 
in the structure 

Able to perceive 
environment 
through: 

NCW situational 
awareness 
capabilities 

UGV sensors and 
observation 
capabilities 

Shocks transmitted 
by neighbour 
equipment 

Shocks transmitted by 
neighbour elements 

Table 4-3: Some combat systems features regarding agent definition criteria. 

In the military domain, the AB approach has been widely used to model and analyse different 

types of high level combat scenarios. For instance, an AB approach was used to evaluate the 

impact of networking at different levels and different Command and Control structures on the 

operational effectiveness of Network Centric Warfare concepts [47]. Other examples of AB 

modelling implementations (such as MANA, Pythagoras, CAST, DARNOS software tools) are all 

primarily focused on the dynamic management of the information environment in a NCW 

context or the ability of a platoon to complete the mission [44] [48]. BlastSim AB framework has 

been developed to model and simulate suicide bombing events in crowds [24].  

While existing implementations of the AB approach for modelling battlefield complexity are 

numerous, existing applications that assess vulnerability at the system or component level are 

rare. In [49], an AB approach is used to model the effects of an anti-tank projectile on an 

Armoured Fighting Vehicle. Two kinds of agents are distinguished, Piercing agent for the 

projectile and Debris agent for Behind Armour Debris (BADs). Provided results generally concur 

System
LevelAgent 

Criteria 
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with experimental data, but unfortunately no information is given about component damage 

assessment and no extension to the platform and fleet level vulnerability level is described. 

A similar approach is used in [50] to model the BAD generated by a missile explosion close to a 

military aircraft fuselage. The focus is the relative accuracy of the BAD modelling, but without 

considering the damage they create on components. 

4.4.5 SYSTEM FAILURE ANALYSIS 

The ability of a vehicle to successfully perform its mission is called mission survivability [51], or 

combat utility [3]. It is based on the different capabilities of the platform and its crew which are 

typically categorised as mobility, firepower, C4ISR  and protection. The combat utility of the 

platform is reduced if any of these capabilities are lost or degraded due to damage to the vehicle 

or crew. Platform susceptibility (chapter 2.2.8) and recoverability aspects are not considered 

here. Most of the combat utility prediction techniques are based on: 

• A list of individual equipment or subsystems critical to the operation of the platform 

capabilities (Standard Damage Assessment List). 

• The results of the criticality analysis, as a series of logic diagrams that present the 

contribution of critical components to the different platform capabilities. 

There are 3 major representations for these logic diagrams, which are illustrated in the simple 

example of Figure 4-14. 

• Deactivation diagrams present the operational relationship between critical components 

and each capability. As long as an unbroken path can be traced through the diagram, no 

platform capability has been lost [3]. 

• Reliability Block Diagrams represent the critical subsystems or components connected 

according to their function or reliability relationship. They are “mission success” 

oriented [52]. 

• Fault Trees show which combinations of the components failures will result in a system 

failure. It is composed of a Top Event that represents the most undesired event and 

lower level logical “AND” and “OR” gates or  Basic Events that define the combinations of 

components failures leading to the occurrence of the TE [53]. 
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Figure 4-14: Examples of deactivation, RBD and FT diagrams of a DC power supply. 

Fault-Tree qualitative analysis: Once the fault tree diagram of the system has been defined, 

minimal cut sets can be used to understand the structural vulnerability of the system. Cut sets 

are defined as the unique combinations of component failures that can cause the top-event to 

occur. Specifically, a cut set is said to be a Minimal Cut Set when, if any basic event is removed 

from the set, the remaining events are no longer a cut set [53]. The minimal cut sets can be seen 

as “critical paths” leading to the mission failure. The order of the cut set is the length of the path 

that leads to the undesirable event, as shown in Figure 4-15. 

 

Figure 4-15: Example of FT qualitative analysis and Cut Sets. 

Fault-Tree quantitative analysis: The minimal cut sets and path sets of fault-tree can be obtained 

by using one of the available codes reviewed in [53]. It is then possible to calculate the 

probability the system will be killed (usually named “probability of kill”) using basic probability 

formulas, with size and complexity of the formula only depending on the total number of cut 

sets. In Figure 4-16, y represents the probability of kill of unitary components A to E. The 

probability of kill of the whole system H is calculated using the formula on the right of the figure. 

Cut sets : 
{A, B} 
{C, D} 
{E} 

CS of order 2 

CS of order 1 
=> MCS 

AND gate means 
that both C & D 
must occur to 
generate G event 

OR gate means that 
either F or G or E can 

cause a system failure 
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Figure 4-16: Example of FTA quantitative analysis. 

4.5 DAMAGE ASSESSMENT CRITERIA 

In chapter 3, the different effects of an IED explosion on land platforms’ components are 

reviewed, and a conclusion is that, among other effects, the damage due to Kinetic Energy 

projectiles such as bullets and fragments is of particular interest. 

Considering that, different criteria can be used to judge whether a component has stopped 

working, works with reduced capacity or works normally after the damage. 

Possible metrics to estimate the kill probability of a component after damage are analysed in 

[54] (Table 4-4). In the open literature, simplest damage assessment approaches use the number 

of hits endured by a component (including human body) as main damage criteria. While the 

energy of the fragment impact is not considered, some particular injury and lethal zones are 

defined in the target [55]. A refinement of the ‘number of hits’ criteria is implemented in [49] 

and [56], where the fragment penetration criteria are considered. 

One main requirement of this research is the ability to generate usable results on the basis of 

validated data. For that reason and despite the fact they are easy to implement, the ‘number of 

hits’ and ‘number of fragments penetration’ criteria are not selected, as they are not supported 

by any validated results in the open literature. 

Further investigations were conducted but detailed information regarding component kill 

probability is often classified and there is little publically available data. Piecemeal information 

on critical levels of deposited energy can be found in [57] (Table 4-5) and [58] (Table 4-6). Some 

data about critical levels of impact energy per area unit is also given in [26] (Table 4-7). The 

availability of data about critical levels of deposited energy led the research presented here to 

Pk(F)=Pk(A).Pk(B)=0.04 
 
Pk(G)=Pk(C).Pk(D)=0.06 
 
Pk(E)=0.2 
 
Pk(H)=Pk(F+G+E)=Pk(F)+
Pk(G)+Pk(E)-Pk(F).Pk(G)-
Pk(G).Pk(E)-
Pk(F).Pk(E)+Pk(F).Pk(G).
Pk(E)=0.28 

A, B, C, D and E are supposed to be independent events 
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select the kinetic impact energy as the component main damage criteria as well as having the 

ability to use energy conservation laws in the processing of the projectiles impact with target. 

 

Metrics Possible kill criteria Pk 
Number of hits Pk vs. number of hits. One special case is the “killed if hit” criterion 
Mass Pk vs. impact mass 
Velocity Pk vs. impact velocity 
Mass and velocity Pk vs. impact mass and velocity 
Momentum Pk vs. impact momentum 
Kinetic Energy Pk vs. kinetic impact energy 
Deposited Energy Pk vs. deposited energy in the component 
Penetration depth Pk vs. the actual penetration distance in the component 
Penetration capacity Pk vs. the penetration capability of the penetrator, regardless of the geometrical 

path in the component 
Hole area Pk vs. the area of the created hole 
Hole volume 
Lost mass 

Pk vs. the volume of the created hole or lost mass if multiplied with the density 
of the material 

Intensity Pk vs. impact energy or momentum per area unit 

Table 4-4: Possible metrics for kill criteria when a component is hit by KE projectiles or fragments [54]. 

 

 Uncritical energy (J) Critical energy J)  
Avionics  81 339 
Pilot section  81 678 
Engine  135 1356 
Fuel tank  81 339 
Remaining parts  135 1350 

Table 4-5: Critical levels of deposited energy for components [57]. 

 

 Fragment energy in kJ 
 Light Damage 

(Pk=0.1) 
Moderate 

Damage (Pk=0.5) 
Heavy Damage 

(Pk=0.9) 
Personnel  0.1 1 4 
Aircraft  4 10 20 
Armoured vehicle  10 500 1000 

Table 4-6: Critical levels of deposited energy for platforms [58]. 

 

 Fragment impact energy density 
 40 J/mm2 75 J/mm2 150 J/mm2 

Rating  Components that 
survive are considered 
average  

Components that 
survive are considered 
to be at the objective 
level  

It is not expected that 
any component would 
survive a direct hit of 
this type.  

Table 4-7: Critical levels of energy per area unit [26]. 
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4.6 CONCLUSION 

From the different methods for predicting combat utility, real testing techniques obviously offer 

the most reliable and exploitable results, provided that all variables in the test have been 

correctly characterised. However, the destructive and safety aspects of real tests make them 

very expensive and difficult to organize. Consequently, real testing techniques are generally 

applied at the final stages of platform development and on a limited number of prototypes. 

Human estimation and knowledge-based approaches are fast, reliable and gradually gain fidelity 

as they are exploited and refined. Their main drawback is the difficulty of capturing expert 

knowledge in processing rules, poor scalability and low-fidelity at the component level. Human 

estimation approaches essentially provide “go/no go” mission decisions with kill probability. As 

such, they are suited to tactical vulnerability assessment at the fleet level. In this range of usage, 

information technologies can be applied to survivability war gaming scenarios with interesting 

benefits in terms of reproducibility and statistical results analysis. 

Both empirical and semi-empirical approaches are used extensively in vulnerability studies and 

for technical-operational studies. They both rely on many experimental results or validated 

equations obtained with a wide range of reference threats and targets. Coupled with a geometric 

analysis of the target, they are able to provide medium-fidelity results with a minimal model 

design and computation efforts. Provided that the underlying assumptions and the limits of the 

application domain of each formula or equation are clearly understood, empirical and semi-

empirical equation-based simulation is certainly the best adapted approach to validate a 

protection solution at the earliest stages of the system development. 

At the other end of the computational complexity spectrum, numerical methods like FEA provide 

accuracy at the component level but require detailed information about the structure to be 

modelled and are computationally intensive. Indeed, the modelling level of details is only limited 

by the available computational resources and the amount of data for the structure being 

modelled. Numerical methods are appropriate for small mechanical structures, providing 

accurate results in terms of components’ shock response, mechanical weaknesses, or stress 

induced. In the case of architectural or early design studies, an engineer would only require 

numerical methods for validating specific points of the design, or confirming results obtained by 

a faster approach. 

Considering that none of the existing  survivability assessment computer simulation techniques 

in isolation addresses the complete problem scope from accurate component level assessment 

up to fleet and mission level, a further investigation identified the Agent-Based approach as a 
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possible solution to support a seamless modelling of platform survivability. Natural extensibility 

based on modularity and encapsulation, as well as the relatively simple description of 

behaviours of arbitrary complexity makes the agent approach particularly suited to the large 

scale and scope of the problem discussed here. 

Whatever the survivability prediction approach is, components’ damage can be assessed 

through different damage criteria. This research uses the “energy absorbed” as the damage 

metric for two main reasons: validated data about critical levels exists (which is not the case for 

other metrics) and energy conservation laws can be implemented to process the energy transfer 

from the projectile to the target. 

Finally, platform component damage has to be translated into platform mission survivability.  

Different possible presentations have been reviewed to describe the platform functional 

architecture among which Fault-Tree diagrams seem to be the most adapted to combat utility 

estimation, even though the static fault-trees do not reflect the reconfiguration capabilities of the 

platform. 

On the basis of these statements, next chapter is going to clearly define the perimeter of this 

academic research. 
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5 PROBLEM DEFINITION AND THESIS SCOPE 

5.1 PROBLEM DEFINITION 

As discussed in the conclusions for chapter 4, current platform combat utility prediction 

techniques suffer from some weaknesses, in terms of: 

5.1.1 HORIZONTAL COVERAGE 

With the development of System-of-Systems, platform survivability assessment is not sufficient 

to predict the overall mission survivability. There is a need for a wider approach that would 

consider the impact of component damage on the platoon mission. 

 

Figure 5-1: Need to extend the platform survivability up to the system-of-systems level. 

5.1.2 THREAT EFFECTS 

While IED primary effects are correctly taken into account by existing tools, secondary effects 

(fragments) including Behind Armour Debris have been neglected even though they potentially 

have lethal effects at a longer distance. There is a need for an approach that would allow 

additional threat effects to be considered through the implementation and selection of empirical 

or semi-empirical equations. 

 

Figure 5-2: Need to consider multiple threats effects. 
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5.1.3 VERTICAL CONSISTENCY 

Existing survivability assessment tools are individually performant and each of them is well 

adapted to a certain point of view: FEA for components’ survivability prediction, empirical and 

semi-empirical equations for systems’ survivability prediction, war-gaming for System-of-

Systems survivability prediction. This does not allow for the easy transfer of results from one 

level to another. Furthermore, modifications to a certain level are not automatically deployed on 

the other levels. There is a need for a seamless approach to survivability assessment that would 

ensure the consistency of modelling and results at any level of the organisation considered. 

 

Figure 5-3: Need to ensure a seamless and consistent approach. 

5.2 AIMS OF THE RESEARCH 

In order to fulfil the weaknesses identified above, the current research aims to define a novel 

approach to battlefield survivability prediction and to implement it in a modelling and 

simulation tool chain, with expected improvements in terms of: 

- Abstraction range, from the component survivability level up to the System-of-systems 

survivability (Figure 5-4). 

- Scalability: Arbitrary and appropriate level of fidelity from a common approach, even 

though obtained fidelity is lower than the one obtained from dedicated tools (Figure 

5-4). 

- Modularity: by favouring the development of ready-to-use threats effects, component 

and platform libraries. 

- Efficiency: Computation times must be short enough to allow the user to realize 

parametric vulnerability analysis and in doing so, to simulate and compare different 

system designs to make architectural choices. 

FEA 

Semi-empirical equations 

Knowledge-based tools 

N
ee

ds
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Figure 5-4: The different scopes of vulnerability modelling approaches compared to this research objective. 

5.3 SCOPE OF THE RESEARCH AND LIMITATIONS 

Of course, when talking about new approaches of modelling and simulation, the rule is to stay 

very humble, as any development can quickly exceed the limits of an academic research. 

Firstly, in terms of threat-target interactions, the current research focuses on Level 1 

(interactions, effects) to Level 3 (capabilities), Operator O1,2 and Operator O2,3 of the Missions 

and Means Framework. The Missions and Means Framework [59] is a standard organizing 

structure that uses 7 levels and 4 operators to organize and specify any military operations. The 

Vulnerability/Lethality analysis [3] characterizes the platform (target) on the first four levels of 

measurable characteristics (Figure 5-5). The MMF level 4 and Operator O3,4 (capabilities 

required to complete tasks) have not been implemented in this thesis, but chapter 9.3 proposes 

some tracks to implement platform mission description and reconfiguration through dynamic 

state diagrams. 

 

Figure 5-5: Current research scope (highlighted in blue) in the V/L and Missions and Means Frameworks. 

Secondly, this research focuses on platform mission survivability to ballistic projectiles only, 

even though one requirement is to be able to adapt the approach to other types of threats. 

Ballistic projectiles include single ballistic projectiles of various calibre (bullets) and fragments 

generated by explosives, like bombs and classic Improvised Explosive Devices. Even though 
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blast is much more lethal at a short distance than fragments [3], this research focuses on the 

damage caused by IED fragments as they can still generate significant damage at a much longer 

distance. 

Thirdly, the research presented here only considers the system design and material aspects. 

Crew members are not considered in the application case of chapter 8, as this example deals 

with unmanned vehicles. Extension of the approach to manned vehicles would require taking 

into account the human body energy absorption and penetration limits. Platforms are also 

assumed to be static, even though there is no particular difficulty to consider moving platforms 

at the instant of explosion. 

Fourth, some limitations had to be introduced about the modelling of threat, target and 

environment characteristics to reduce the number of parameters to consider: 

• The explosive charge characteristics: material and mass only, 

• The IED case: material and total mass, including possible additional shrapnel, 

• The IED situation: (x, y, z) position of the IED in the environment and possible angular 

limitations, in the case of a directional effects weapons, 

• The effects generated by the IED explosion: in the context of the present research, 

fragments generation, with an opening to other effects, 

• The target geometry: shape dimensions of the unitary component, 

• The target material: thickness and hardness of the component, which is supposed to be 

homogeneous, 

• The fragments trajectories : straight paths, no bouncing considered, 

• The target situation parameters: (x, y, z) position of the target in the environment and 

possible angular orientation on the three axis. The target velocity is supposed to be 

negligible compared to other phenomena considered. 

• Temperature and pressure conditions are fixed and not supposed to change during the 

simulation, 

• The terrain is supposed to be flat and smooth, its influence on the fragments propagation 

is not considered, 

• No obstacles are considered in the IED range of effects, even though the current 

approach could be easily extended to the study of masking effects on the platform 

survivability. 
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6 A NOVEL DESIGN APPROACH TO PLATFORM SURVIVABILITY 

MODELLING AND SIMULATION 

As a response to the objectives of the research stated in chapter 5.2, the foundation of the 

methodology is presented, which is fundamentally based on two already existing techniques 

(see chapter 4.4). So, the novelty of the approach does not come from the development of some 

new survivability algorithms or modelling techniques, but from the way some existing 

techniques are combined in a novel manner to fill the weaknesses of the current survivability 

prediction approaches reminded in chapter 4.6. 

It has been shown in the background chapters that the process going from the IED explosion to 

the mission survivability prediction is complex and calls on very different aspects of engineering 

and computer science. For instance, while the modelling of the fragmentation can be efficiently 

implemented through empirical and semi-empirical equations (chapter 4.4.2), mathematical 

formulas are not adapted to model the modular design of platforms and missions mentioned in 

chapter 2.7. On the other hand, some war-gaming or agent-based approach could be used to 

model complex platforms architectures, but they are not suitable for modelling some low-level 

physics. 

So, as the modelling techniques required are very different, the IED damage prediction is split in 

two distinct calculation domains: A first domain is dedicated to the assessment of the damage 

done by the IED to the system components while another domain is in charge of transforming 

the components damage into a combat utility estimation (Figure 6-1).  

 

Figure 6-1: Overall methodological approach. 

The different existing computer simulation techniques reviewed in chapter 4.4 are considered to 

implement the “Component Damage Assessment” and ‘Combat Utility Estimation” domains, in 

the light of the transverse requirements set for the research in chapter 5. For instance, while 

numerical methods give very accurate and reliable results for individual components damage 

assessment, as stated in chapter 4.4.3, they were not judged modular, scalable and efficient 

enough to support this research. 
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This analysis led to the results presented in Table 6-1. The two modelling methods are now 

going to be detailed. 

Computer 
simulation 
techniques 

Components Damage 
Assessment 

Combat Utility 
Estimation 

Transverse 
requirements 

- Abstraction  
- Scalability 
- Modularity 
- Efficiency 

Computer-aided war 
gaming 

� �� � 

Empirical or semi-
empirical formulas 

� �� � 

Numerical methods �� � �� 
Agent-based 
approach 

� � �� 

System failure 
analysis 

�� ��� � 

Table 6-1: Comparative relevance analysis of the computer simulation techniques to the research 

methodology requirements. 

6.1 COMPONENTS DAMAGE ASSESSMENT METHOD 

6.1.1 DESCRIPTION OF THE GLOBAL APPROACH 

Look-up tables, probabilistic distribution laws and semi-empirical equations are used to model 

the threat main parameters, as many results already validated by experimentation are available. 

Agents are used to model the interactions between the primary/secondary fragments and the 

equipment (initial impulse). This approach has been chosen for two reasons: First, similar to 

fragments, agents can be created and destroyed dynamically. They inherit from common 

characteristics (kinematic description, shape) but they behave independently. Second, similar to 

components, agents interact together through communication links, which are used to model 

and simulate the mechanical interfaces between the components. In the following figures, agents 

are represented with red symbols. 

The innovative principle used for modelling the components is inspired by the FEA approach: 

Components (agents) are considered as made of basic Elements (agents) that individually 

interact with the threat. As in FEA, the more element agents there are in a component, the more 

accurate the results are. This approach allows consideration of different possible granularities of 

results while keeping model design the same. 
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Figure 6-2: Illustration of the approach applied at the System of System level (Reconnaissance platoon 

example). 

In Figure 6-2, the reconnaissance platoon (SoS) platforms are made of a unique platform agent. 

The range of the possible interaction, meaning the volume of potential contact of the threat with 

this agent, is represented with a blue sphere. The threat is modelled with agents too. Contacts 

(null distance) between fragment agents and platform agents means there is an interaction 

between agents. Expected simulation results at this level might give insights about the way to 

make the topology of the reconnaissance platoon more survivable to threats and possible safety 

modes (e.g. unmanned platforms at the front, redundant command and control station, etc.) 

 

Figure 6-3: Illustration of the approach applied at the system level (UGV example). 

Figure 6-3 shows the way the approach can be applied to the system level if it is required by the 

depth of the damage assessment analysis. Components are made of a unique agent, of which the 

volume of potential contact is represented by a cuboid. The choice of a cuboid shape to bind the 

component is discussed later. Fragments agents then interact with these cuboids. 
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Finally, in certain circumstances, e.g. when a component is so large that an impact on one 

extremity should not affect the other extremity or when its material is not homogeneous, the 

current approach allows refining the description of the component down to the element level, by 

populating the component agent with several collision agents organised in a certain way.  In 

Figure 6-4, the UGV body component is modelled with a set of cuboid collision agents. These 

cuboids are arranged to reproduce the mechanical structure of the component, as it is important 

to consider it as an empty volume (components inside), which would not be the case for a wheel 

for instance. 

 

Figure 6-4: Illustration of the approach applied at the component level (UGV body example). 

6.1.2 DESCRIPTION OF AGENTS INDIVIDUAL BEHAVIOURS 

IED Agent Model 

IED AGENT

FRAGMENT 
AGENT

Generate

Trigger

 

Figure 6-5: IED agent neighbourhood. 

The IED agent model is in charge of reacting to the triggering of the IED by generating a certain 

number of Fragment agents with initial parameters that depend on the IED characteristics 

(Figure 6-5). In the current model, the IED is automatically triggered when the simulation starts 

but more sophisticated triggering events (e.g. detection of the platform approach) could be 

easily implemented. 



 6 A Novel Design Approach To Platform Survivability Modelling and Simulation 
 
 

 

60 
 

The parameters to be defined by the IED agent are the total number of “Fragment” agents to 

generate and their individual mass and velocity. 

There are two substantially different approaches of the fragmentation problem: a probabilistic 

distribution approach (or statistical) and an analytical approach. The probabilistic distribution 

modelling is based on the analysis of experimental data, which leads to define mathematical 

distribution laws for size, mass and shape of generated fragments [60] [61] while the analytical 

approach individually calculates  the characteristics of each fragment from the explosive charge 

and case parameters. Both approaches can be employed to define the fragment initial 

parameters without significant differences. In this instance an analytical approach is used as the 

parameters are more flexible. 

Mott’s equation (1) gives the average fragment mass considering the IED design parameters, 

including possible additional shrapnel [62]. 

 

� J �K���L MN O1 P ���Q 

�: Average fragment or shrapnel mass (kg) �K: Mott’s constant, e.g. 1.415 for TNT �: IED body thickness (m) ��: Explosive diameter (m) 

(1) 

 

The number of generated fragments can then be estimated by dividing the total mass of the IED 

case (including possible additional shrapnel) by the average fragment mass (equation (2)). 

 

� J �	�  

�: Total number of fragments �	: IED body mass without considering explosive (kg) �: Average fragment mass (kg) 

(2) 

 

On the basis of experimental results, Held’s formula (3) also gives a high-fidelity description of 

the fragments mass distribution [61]: 

 

�
�� J �	 R1 S TU;3VW 

�
��: Cumulative fragments mass (kg) �: Fragments number, beginning with the heaviest. �	: Total mass of fragments (kg) 

(3) 
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�: Empirical constant (≈10-2), function of  XY�Z�[� �⁄  �: Empirical constant (≈2/3) 

Held’s formula can be transformed in formula (4) to get the individual mass of the n-th fragment, 

sorted in order of increasing mass [63]: 

 
�
�� J ��
���� J �C���]ULTU;3V

 

�
��: Approximate mass of the n-th fragment (kg) 

(4) 

 

 

Figure 6-6 shows the results of the Held’s formula applied to the 105 HE-M1 ammunition. This 

type of IED is considered as a reference in the rest of the study as experimental data is often 

available for this ammunition, and because these rounds were frequently used as road side 

bombs in Iraq.  

 

Figure 6-6: Prediction of the mass of fragments with Held's formula for a 105 HE-M1 shell IED. 

The initial velocity of individual Fragment agent to be set up by the IED agent is calculated by 

using the Gurney’s equation (5) [64] : 

 

�	 J √2� ^_ �����` P �aULM
 

�	: Initial fragment velocity (km/s) 

√2�: Gurney constant for a given explosive (km/s) see  �: IED body mass (kg) 

(5) 
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����: Explosive charge mass (kg) 

�: 1/2 for cylindrical charges (e.g. artillery shells), 3/5 for spherical charges 

(e.g. grenades). 

 

Explosive √2� 

TNT 2.37 

Composition B 2.70 

PETN 2.93 

Table 6-2: Gurney constant for various explosives. 

The application of Gurney’s equation to the case of a 105mm HE-M1 IED predicts an initial 

fragment velocity of 965 m.s-1. This value is consistent with the experimental results reported in 

published literature [65]. 

Real experiments have shown that initial velocity is slightly different according to the fragment 

initial position (Figure 6-7) and projection angle (Figure 6-8) because of the common cylindrical 

shape of the IED casing, which would not be the case for an ideal semi-spherical casing. 

However, the consideration of an individual fragment’s initial position makes the equations 

much more complex without significant benefits in terms of fidelity of the prediction. For 

simplicity, this phenomenon is not considered in this thesis. So, the fragment velocity is 

considered as uniformly distributed inside the solid angle of influence of the IED (Figure 6-8). 

 

Figure 6-7: Variation of fragment initial velocity as a function of its initial position for a 105 mm shell IED and 

simplification (blue line) considered in the current research, adapted from [65]. 
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Figure 6-8: Example of fragment velocity versus projection angle for a 105 mm shell IED (real data issued 

from [63]) and estimation considered in the current research. 

The calculation of the initial direction of each Fragment agent should also depend on the initial 

position of the piece of metal in the IED case.  For the same reasons as for velocity, the flight 

direction of the fragments is considered as uniformly distributed inside the solid angle of 

influence of the IED. 

The solid angle of influence of the IED is the area in which fragments are projected. This area is 

defined by minimal and maximal angles depicted in equations (6) using angles shown in Figure 

6-9. 

Vo 
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Figure 6-9: IED fragments spray 

angles. 

b
0� J c 1024� S 02�3  bYd 02�3 ≤ 0 ≤ 024� 0 bYd 0 < 02�3Yd 0 > 024�
 

b
1� J c 1124� S 12�3  bYd 12�3 ≤ 1 ≤ 124� 0 bYd 1 < 12�3 Yd 1 > 124�
 

., 0, 1: Spherical coordinates of the fragment b
0�: Probability Density Function of the fragment 

azimuthal angle of projection distribution 02�3: Minimum azimuthal IED angle of influence (rad) 024�: Maximal azimuthal IED angle of influence(rad) b
1�: Probability Density Function of the fragment polar 

angle of projection distribution  12�3: Minimum polar IED angle of influence (rad) 124� : Maximal polar IED angle of influence (rad) 

(6) 

 

 

Figure 6-10 shows how the solid angle parameters allow modelling a large variety of IED 

threats, from single ammunition bullets (∆0 J 0, ∆1 J 0) to wide dispersion shells or grenades 

(∆0 J 2i, ∆1 J jM), including directional fragmentation mines (∆0 J jk , ∆1 J jk).  

 

Figure 6-10: Horizontal and vertical distribution of fragments directions for 3 representative types of threats. 
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Figure 6-11: Fragment agent neighbourhood. 
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Fragment agent individual behaviour is to move radially in a direction and initial velocity fixed 

by the IED agent. Fragment agent current velocity has to be adapted on its path considering the 

characteristics of the environment in which it is moving (air or target material). In case of 

collision with a Collision agent, it must transmit a part of its energy to the Collision agent 

impacted, and adapt its velocity and mass according to the result of the collision computation 

(Figure 6-11). So doing, two additional models have to be defined: 

• A fragment flight model, 

• A fragment collision model 

Fragment flight model 

During the flight, fragment is only subjected to the gravity and drag forces. As gravity force is 

very low compared to forces involved into the fragmentation and collision process, it is 

voluntarily ignored, meaning the fragment trajectory is assumed to be a straight line. On the 

other hand, drag force must be considered, as it conditions the IED damage range. Drag force 

applied on fragment depends on their shape, which varies from smooth and rounded surface to 

triangular and sharped surfaces, making their drag coefficient varying from 0.6 to 2 [65] . 

Experimental tests have also shown that fragments tend to move in a position in which its 

largest area is normal to the flight direction [65]. For simplicity it is assumed that fragments are 

all cubic for simplification, making the drag force dependent on the fragment edge length only. 

The effect of drag force on the fragment velocity is described by the Rayleigh’s equation (7) 

issued from aerodynamics: 

 

�5 J �	TUlmn=oM2p  

�5: Velocity at distance q from the IED (m/s) �	: Initial velocity (m/s) ��: Experimental drag coefficient (0.6 to 2.0 function of the fragment shape, 

1.5 for cubic shape) 6: Air density (≈1.2 kg/m3) 7: Exposed area of fragment (m2) equal to TM: Fragment edge dimension (m) .: Fragment distance to explosion (m) ��: Fragment mass (kg) 

(7) 

 

 

Fragments agent impact model 

As depicted in the chapter 3.2.2, a large number of parameters can affect the fragments impact 

process results (plug formation, hole enlargement, fragmentation, etc.). The current research 
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focuses on the perforation and BADs effects, and in so doing, only the most impacting factors for 

these effects are considered. 

Once the fragment flight parameters have been calculated, a common approach is to characterise 

each fragment by its velocity or kinetic energy on impact. Relating to the penetration process 

described in the background chapter 3.2.2 and simplifying the penetration mechanism at the 

extreme, two impact velocity limits must be considered on impact:  

• The perforation limit velocity (also named ballistic limit), above which the fragment will 

perforate the target and which depends on the fragment and target characteristics, 

• The shattering limit velocity, above which the fragment will generate Behind-Armour-

Debris, and which depends on the fragment and target materials.  

These two limit velocities can be predicted by different methods and equations. For reasons 

developed in Appendix 1, Brown’s empirical equation is selected to estimate the perforation 

limit velocity. The shattering limit velocity is calculated through a less straight forward method, 

using experimental shatter velocities available in [25]. All necessary data and equations are 

included in Appendix 1. 

Whatever these limits are, it leads the modelling to consider different areas in impact velocity vs 

target thickness (Figure 6-12), in which fragment kinetic energy EF is distributed to the target in 

different ways that are examined here. In this example, fragment 1 has crashed on the target 

while fragment 3 has perforated the armour and generated BADs. 

All the following modelling approach is based on the conservation of energy law, leading to 

equation (8) which is valid in any impact case. The main assumption is that the energy 

transferred to the target is fully dissipated in the ballistic shock generated on the component. 

Other forms of fragment energy transformation (heat, transient and permanent deformation of 

the impacted surface) are not considered here. It is also assumed that the fragment does not lose 

mass during the target perforation (no erosion effect considered). 

 

�9 J �: P �;P�′9 

�9 : Kinetic energy of the fragment before impact(J) �:: Energy transferred to the target (J) �;: Energy transferred to the BADs (J) �′9 : Kinetic energy of the fragment after impact (J) 

 

(8) 
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Figure 6-12: Fragment impact velocity versus target thickness ballistic domains (all else being equal). 

Considering the shattering and perforation limit velocities, the different impact possibilities are 

detailed and illustrated in Table 6-3. 
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Fragment impact velocity is: < Perforation limit velocity ≥ Perforation limit velocity 

< Shattering limit velocity No perforation. No shatter. 

Fragment crashes. EF is fully 

transferred to the target as a 

ballistic shock. 

 

Perforation. No shatter. 

Fragment perforates the target, 

losing velocity. A part of EF is 

transferred to the target. 

 

≥ Shattering limit velocity No perforation. Shatter. 

Fragment crashes. EF is fully 

transferred to the target as a 

ballistic shock and to BADs or 

plugs which are ripped off from 

the target. 

 

Perforation. Shatter. 

Fragment penetrates and goes 

through the target losing velocity. 

BADs are ripped off from the 

fragment and the target. 

 

 

Table 6-3: Projectile impact situations versus impact velocity. Additional illustrations are issued and adapted 

from [66]. 

These various impact situations lead the projectile kinetic energy to be transformed in the 

different ways summarized in Table 6-4. The analysis of the energy transfers and the 

assumptions made are detailed in the following sections. 
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EF = 

EFRAGMENT 
     

Situation ① 

No perforation 

No shatter 

② 

Perforation 

No shatter  

③ 

Perforation 

Shatter 

④ 

No perforation 

No shatter 

⑤ 

No perforation 

Shatter 

⑥ 

Perforation 

Shatter 

ETARGET EF EP EP EF ES ES 

EBADS 0 0 �;�9 P �; 
�9 S �>� 0 EF-ES �;�9 P �; 
�9 S �=� 
E’FRAGMENT 0 EF-EP �9�9 P �; 
�9 S �>� 0 0 �9�9 P �; 
�9 S �=� 
ETOTAL EF EF EF EF EF EF 

Table 6-4: Distribution of fragment kinetic energy according to the impact situation. 

Energy ET transferred to the target 

When the fragment impact velocity is below the shattering velocity or the penetration velocity, 

its kinetic energy is fully transferred to the component impacted. Over this limit, the current 

modelling considers that the rest of the energy is used to eject the BADs and the fragment itself. 

In term of energy, it can be expressed by the equation (9): 

 

�: J min 
�9 , �= , �>� 

�:: Energy transferred to the target (J) �9 : Kinetic energy of the fragment before impact(J) �=: Shatter limit energy (J) issued from the shatter limit velocity (see 

equation (28) in Appendix 1) �>: Perforation limit energy (J) issued from the perforation limit velocity 

(See equation (27) in Appendix 1) 

(9) 

This can also be expressed in term of energy surface density, still assuming the fragment hits the 

target flat on its face: 

 

6?@ J �:7  

6?@ : Energy surface density absorbed by the target (J.mm-2) 

�:: Energy transferred to the target (J) 7: Frontal surface of the fragment (mm2) 

 

(10) 
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Energy EB transferred to the BADs cloud 

A BADs cloud is formed behind the target only when the fragment hits the target over the shatter 

limit velocity [25] [67]. So there is no energy transferred to the BADs in the other cases 

(situations 1, 2 and 4 of Table 6-4). 

In situation 5 of Table 6-4, the fragment has enough energy to shatter the target, but not to 

penetrate it. Consequently, the energy of generated BADs is the fragment energy that has not 

been used to shatter the target: 

 

�; J �9 S �= 

�;: Energy transferred to the BADs cloud (J) �9 : Kinetic energy of the fragment before impact(J) �=: Shatter limit energy (J) issued from the shatter limit velocity (see 

equation (28) in Appendix 1) 

(11) 

The case of situations 3 and 6 of Table 6-4 is more complex, as the fragment has enough energy 

to shatter and perforate the target. In these situations, it is considered that the fragment kinetic 

energy not used to shatter the target is spread on the BADs generation and on the fragment 

move according to their respective mass, leading to the following equation: 

 

�; J �;�; P �9 
�9 S �:� 

�;: Energy transferred to the BADs cloud (J) �;: Total mass of the debris (kg) from equation (15) �9: Mass of the fragment (kg) �9 : Kinetic energy of the fragment before impact(J) �:: Energy transferred to the target (J) 

 

(12) 

Energy E’F of the fragment after impact 

On situations 1, 4 and 5 of Table 6-4, the fragment kinetic energy before impact is not enough to 

perforate the target, so the kinetic energy after impact E’F is 0. 

In situation 2 of Table 6-4, the fragment penetrates the target without generating BADs. The 

remaining energy allows the fragment to continue moving. 

 

�′9 J �9 S �> 

�′9 : Kinetic energy of the fragment after impact (J) �9 : Kinetic energy of the fragment before impact(J) 

(13) 
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�>: Penetration limit energy (J) issued from the perforation limit velocity 

(See equation (27) in Appendix 1) 

The fragment kinetic energy in situations 3 and 6 of Table 6-4 results from the assumption made 

before: the fragment remaining kinetic energy not used to generate BAD is: 

 

�′9 J �9�; P �9 
�9 S �:� 

�′9 : Kinetic energy of the fragment after impact (J) �9 : Kinetic energy of the fragment before impact(J) �:: Energy transferred to the target (J) 

 

(14) 

Characterisation of the individual BADs particles 

The characterisation of the BADs cloud is not a simple process. A semi-empirical modelling of 

the debris cloud is proposed in [25], that requires detailed characteristics of the materials in 

contact (e.g. strain rate, dynamic fracture toughness). A simpler approach is used in [3] to 

characterise the debris cloud by analysing the holes made on witness plates placed behind the 

target and build a mathematical model of the spatial distribution of holes and parameters 

attached. A similar analysis of witness plates is conducted in [68] to get an approximation of the 

number and angular distribution of fragments through empirical equations. The main weakness 

of these approaches is that they refer to a limited type of plates (materials and thickness) and so 

cannot be easily extended to other types of targets. 

In this research, the BADs cloud generation process is simplified in order to reduce the 

computation time. 

In order to estimate the mass, velocity and emission angle of individual particles, the BADs cloud 

is generated in three steps, as illustrated in Figure 6-13: 

a) The plug extraction, 

b) The BADs shatter, 

c) The BADs spread. 

These three steps are detailed in order to define the appropriate formulas to describe the 

individual particles’ behaviour. 
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Figure 6-13: Model of the BADs generation process. 

Step 1-Plug extraction 

It is considered that the mass of the ejected plug is equal to the mass of the volume of target 

material penetrated by the fragment. Other semi-empirical models [25] [67] make the same 

assumption. In this research, for simplicity, the equations consider that the cubic fragment has 

fully penetrated the target when it is over the shatter velocity, while [67] takes the depth of 

penetration into account. 

In that case, the total volume and mass of the ejected plug is: 

 

A; J 7B �; J 7B6 

A;: Volume of the ejected plug (m3) �;: Mass of the ejected plug (kg) 7: Frontal surface of the fragment (m2) B: Target thickness (m) 6: Target density (kg.m-3) 

(15) 

The energy transferred to the plug is the kinetic energy of the fragment before impact, minus the 

energy transferred to the target, minus the energy of the fragment after impact. 

 

�; J �9 S �: S �′9 

�9 : Kinetic energy of the fragment before impact (J) �:: Energy absorbed by the target (J), issued from (9) �;: Kinetic energy transferred to the plug (J) �′9 :Kinetic energy of the fragment after impact (J) 

(16) 

The initial velocity of the plug is then: 
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�; J s2�;�;  

�;: Initial plug velocity (ms-1) �;: Energy transferred to the plug (J), issued from equation (16) �;: Mass of the ejected plug (kg), issued from equation (15) 

 

(17) 

Step 2-BADs shatter 

The plug shatters into numerous particles that form the BADs cloud. Individual initial velocity of 

these particles is the same as the initial velocity of the ejected plug. In order to calculate the 

number of these particles, and face to the lack of BADs number estimation formula, an empirical 

equation on the basis of existing experimental results [68] is used. The process to obtain the 

equation (18) is detailed in appendix 1. Unfortunately, available data only considers RHA steel 

targets. It can be noticed that the number of BADs increases linearly with the fragment impact 

velocity in this equation, while [3] indicates that this number goes roughly as the square of the 

residual velocity of the penetrator. 

 

N J 12e	.	vwx OV S �=�= Q 

N: Total number of BADs in the debris cloud θ: Angle of impact referring to the normal to the target (deg) V: Fragment impact velocity (ms-1) �=: Shatter limit velocity (ms-1) 

(18) 

Even though BADs mass distribution could be better described using Held’s formula (3), for 

simplicity, the calculation is making the assumption that the particles are all of the same mass 

and shape in the debris cloud, leading to the equation (19): 

 

m; J �;�  

m;: Average mass of individual BADs (kg) �;: Total mass of the debris (kg) �: Total number of BADs  

(19) 

Step 3-BADs spread 

For normal impact, the maximal emission angle of BAD cloud can be estimated with the 

following equation issued in [25]. 
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θ24� J 72.9 O�=�:Q P 10.7 

θ24�: Maximum emission half angle (deg) �=: Shatter limit velocity (ms-1) �:: Stress wave speed in target (ms-1). Values for some common materials 

are given in Table Appendix 1-5. 

(20) 

For a steel target, this equation predicts a BADs emission angle of +/- 24°, which is consistent 

with the experimental data measured in [68] (see Figure 6-14). 

 

Figure 6-14: Relation between the number of BADs and the maximum emission angle for RHA steel target, 

adapted from [68]. The estimation calculated in the current research is highlighted in blue.  

The angular distribution of BADs is assumed to fit with a Weibull distribution according to [3] 

and a normal distribution according to [25]. Figure 6-15 shows that the emission of BAD is 

maximal at half the maximum emission half angle. It is clear that there is a good matching of the 

proposed model prediction (blue bars) with the real data analysis (black plot). 

Estimation obtained with formula (20)  
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Figure 6-15: Example of BAD angular distribution simulation result compared to real results from [25]. 

The direction of the BADs spray is assumed to be equal to half the angle of incidence of the 

impacting fragment (Figure 6-16). This assumption is supported by the conclusions of 

experimental trials presented in [25] and [68]. 

 

Figure 6-16: Direction of the BAD spray according the fragment angle of incidence α. 

Despite the fact that BAD velocity cannot be directly measured in BAD experiments using 

witness plates, one can intuitively consider that the velocity is maximal along the impacting 

fragment shot line and decreases with increasing emission angle, assuming the maximal velocity 

of the BAD is the plug ejection velocity. While a direct cosine function is proposed in [3], the 

semi-empirical equation (21) is reported to better match with the reality in [25]: 

 

v
θ� J �; cos
1.920� 

v
θ�: BAD velocity at angle θ (m.s-1) �;: Plug ejection velocity (ms-1) θ:  BAD emission angle (rad), relative to the normal to the target surface. 

(21) 
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Collision Agent 

 

Figure 6-17: Element agent neighbourhood. 

Opposite to the IED and Fragment agents, the “Collision” agent is a virtual entity that has no 

physical reality. Its role is to intercept the fragment Agent and to transmit additional 

information on the component to calculate the consequence of the collision (Figure 6-17). This 

approach facilitates to 

- Determine the angle of impact of the Fragment agent with the Component agent, 

- Address the case of solid components and “empty” components (cases), 

without requiring a heavy-computing geometric analysis of the component. 

The “Collision” agent can be seen as an individual cube that inherits material properties from the 

component it lives in. The dimension of this element is an important characteristic for the 

simulation as it conditions the accuracy of the expected results, in term of damage localisation. 

Figure 6-18 shows two examples of plate (Component agents) populated with large, middle and 

small Collision agents, and how it impacts on the precision of the localisation of the damage. As 

the number of populating Collision agents increases with the square of the Collision agent size, 

small Collision agents can lead to long computation times. Consequently, the choice of the 

Collision agent size for each component must be a compromise between the accuracy of the 

localisation of damage and the duration of the simulation. However, the accuracy of the damage 

intensity estimation (energy or density of energy transferred to the component by the 

fragment), is not affected by the size of the element. Figure 6-19 shows how the computation 

time increases with the number of populating Collision Agents, for single (bullet) and multiple 

(fragments) projectiles. 
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Plates before Collision agent 
population. A fragment has 
perforated the first plate and 
crashed on the second plate. 

Collision agent size = 30 
16 Collision agents by plate 

Collision agent size = 10 
121 Collision agents by plate 

Collision agent size = 2 
2601 Collision agents by plate 

Figure 6-18: Illustration of the impact of the number of Collision agents on the accuracy of the damage 

localisation. 

 

Figure 6-19 : Computation time on a standard PC (i5, 2go) vs number of Collision agents populating one single 

plate target in the target configuration of Figure 6-18. 

Collisions between Fragment agents and Component agents are detected by scanning collisions 

between every Fragment agent and every Collision agent populating a component. This can be 

done through a geometric approach by detecting the collision between the Fragment cube and 

the Collision agent cube. This approach is accurate but would have led to long computation time, 

incompatible with the initial objectives of this research. It is preferred to take benefit of the 

Agent-Based approach and use the distance between Fragment agents and Collision agents as 

the collision criteria. In fact, the Agent Based modelling approach implements very efficient and 

fast algorithms for calculating the distance between agents.  

One issue of this approach is to set the minimal distance below the collision between a Fragment 

agent and a Collision agent. The first option is to consider that the minimal distance is half the 

size of the Collision agent (Figure 6-20). In that case, the collision volume is the inscribed sphere 

into the Collision agent cube. This option avoids elements overlaps and in so doing, counting a 
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hit twice. However, this creates significant voids between Collision agents (grey surfaces on 

Figure 6-20) and some fragments could not be counted. The other option is to consider that the 

minimal distance is the radius of the circumcenter sphere of the Collision agent cube (Figure 

6-21). In that case, the risk is to count a hit twice when the Fragment agent is positioned in the 

overlapping spheres. Figure 6-23 shows such an example of false double hits leading to 

overestimate the energy transferred to the target. 

 

Figure 6-20: Illustration of elements bounded with inscribed spheres, leading to void interleaves. 

 

 

Figure 6-21: Illustration of elements bounded with circumcenter spheres, leading to overlapping interleaves. 

The solution is to consider a minimal collision distance of the radius of the circumcentre sphere 

to the Collision agent size cube (. J √MM Z~�T� in order to detect every collision and to build a 

collection of hit elements (Figure 6-22). When a collision is detected, the Collision agent 

impacted is considered as hit only if it is a first collision (first element in the collection) or if it is 

at a further distance than R from the last Collision agent already in the collection (Figure 6-24). 

This algorithm supports multiple hits by the same fragment on the same component (e.g. 

fragment hitting an empty case). 
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Figure 6-22: Principle of the false double hits avoidance algorithm. 

2D  3D  

Figure 6-23: Example of false double hits on plates 1 and 2 leading to a wrong estimation of the density of 

energy transfered to the plates. 

2D  3D  

Figure 6-24: Application of the false double hits cancelation algorithm and estimation of the density of energy 

transfered to plates 1 and 2. 

The angle of incidence of the fragment is the angle between the trajectory of the fragment and 

the normal to the Collision agent hit, which is an attribute of the Collision agent. At the 

simulation initialisation phase, empty or solid Component agents are populated with Collision 

agents, of which the normal angle attribute depends on their orientation in the component. 
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Component agent 

 

Figure 6-25: Component agent neighbourhood. 

The Component agent individual behaviours are to populate itself with Collision agents of the 

same material attributes, to cumulate the energy absorbed by its Collision agents hit by 

fragments and to calculate the final damage resulting from the IED explosion (Figure 6-25). 

The final damage on the Component agent issued from the transmission of energy from 

Fragment agent through Collision agents depends on certain characteristics of the Component 

agent which are theoretically: 

a) The Component agent situation in the environment (3D position and 

orientation), 

b) The Component agent geometry (shape and dimensions), 

c) The Component agent material (hardness, density, thickness), 

d) The Component agent structural vulnerability (ability of the component to 

endure acceleration and energy transmission), 

e) The Component agent mounting in the platform. 

Here the case of unitary components (plate or case) is only considered, making the assumption 

that platform components are independent from each other and ideally suspended. A novel 

approach of the modelling of the components’ mounting is mentioned in chapter 9.3.2. 

Situation model 

The Component agent situation represents the geometrical position of the component on the 

platform (e.g. sensor inside or outside armour). It is a major part of the platform architectural 

design task and it has a critical impact on the platform survivability. 
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Component agent situation is defined by the three axial coordinates and the three angles of 

rotation of the components’ origin in the platform referential.  

Geometry model 

The Component agent geometry represents the external shape of the Component agent. Some 

mechanical equipment (e.g. vision sensors) can have a complex geometry and lead to very time-

consuming threat-target interactions (volumes intersections) computation that would be 

incompatible with the objectives of this study. So, basic bounding volumes are used to simplify 

the components geometry modelling. 

Classic computer graphics techniques [69] define four types of bounding volumes illustrated by 

Figure 6-26: 

a) Spheres 

b) Axis-Aligned Bounding Boxes 

c) Oriented Bounding Boxes 

d) Discrete Oriented Polytopes 

 

Figure 6-26: Different types of bounding volumes for the same component (example of an observation 

camera). 

Bounding spheres are very easy to intersect but they represent the original design of most of the 

equipment very poorly. In particular, spheres present the same apparent surface from any angle 

and in so doing, cannot be used to model plates of different inclinations. 

Despite the fact other vulnerability assessment research using geometry analysis, ray-tracing 

methods and k-DOPs based component models [70] lead to reasonable computation times (a 

tenth of seconds), the choice of k-DOPs geometry modelling for this study was found too 

complex and without significant benefits on the Agent-Based approach itself. 

Axis-Aligned Bounding Boxes are boxes whose faces have normal that coincide with the 

standard basic axes, which is the case for most of the static components in land platform 

architectures, although it might be not accurate enough in some particular configurations (e.g. V-

shape chassis). 

Sphere AABB OBB k-DOP 
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Oriented Bounding Boxes are a good compromise. They are precise enough (depending on the 

input geometry), easy and fast to compute. Consequently, AABBs are used here to model the 

Component geometry, using a 4x4 matrix transform to create an OBB when the platform 

components are not aligned with the referential axis. 

Material model 

The Component agent material parameters must represent the mechanical characteristics of the 

Component agent (material, mass, surface hardness), whatever its geometry or situation 

parameters are. 

From the damage assessment point of view, two specific cases have to be considered to model 

the behaviour of the Component agent to Fragment agent penetration: 

a) Components of which total density is close to their main material density, 

considering the Component agent bounding’s envelope. In that case, Component 

agent is considered as a solid homogenous component with no thickness. 

Examples of such solid components could be additional armour plates, diesel 

engine, DC motor, transmission shaft, battery, etc.  

b) Components of which total density is much lower that their main material 

density, considering the Component agent bounding’s envelope. In that case, 

Component agent is considered as an “empty” box of which thickness is a fixed 

Component agent parameter. Examples of such empty components could be 

vehicle body, armoured body, electronic case, tracks, tyre, etc. 

Components are often very inhomogeneous, meaning their mass is unequally spread in their 

volume. That is particularly the case for the empty armour body, of which the mass is made of 

armoured plates assembled together to build an empty protective envelope. This is also often 

the case for small inner components (e.g. tactical radio unit) of which the mass is made of many 

smaller devices of different materials assembled together with air interleaves. Table 6-5 

presents some global density by material density ratios. This ratio is a good indicator of the 

ability of the component to be considered as a solid component (ratio>0.2) or rather as an empty 

case component (ratio<0.2).  

Component or 

platform 

Component 

envelope (m3) 

Mass 

(kg) 

Component global 

density (kg/m3) 

Component global density / 

main material density ratio 

Rugged computer 0.0042 5 1190 0.425 (aluminium) 

Tactical radio 0.0138 13 942 0.33 (aluminium) 

Battery 0.0129 30 2325 0.20 (lead) 
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Diesel engine 3.56 2300 646 0.23 (aluminium) 

Packbot UGV 0.083 11 132 0.05 (aluminium) 

Gladiator UGV 2.69 726 269 0.035 (steel) 

Land Rover LAV 11.02 4050 367 0.047 (steel) 

Foxhound LAV 17.50 7500 428 0.055 (steel) 

Warrior AFV 40 25400 633 0.08 (steel) 

Challenger MBT 54 62500 1152 0.14 (steel) 

Human body 0.066 70 1054 1.05 (water) 

Table 6-5: Analysis of the global density of some representative components. 

“Solid” Component and “Empty” Component agents are then populated differently. While a solid 

Component agent is entirely populated (or “filled”) with Collision agents, an empty Component 

agent is populated only with one layer of Collision agents on each side, with thickness 

parameters attached. This has consequences on the way a Fragment agent is going to behave 

when a collision occurs (Table 6-6). As shown in Figure 6-27, this approach supports the 

modelling of multi-level nested components (e.g. ECU in a case embedded in a chassis). 

 “Case” Component agent (top 
view) 

“Solid” component agent (top 
view) 

 
  

Collision agent population On faces only On faces + inside 
Component agent material 
parameters 

- Solid=false 
- Hardness 
- Thickness 
- Mass 

- Solid=true 
- Hardness 
- Thickness=0 
- Mass 

Possible Fragment agent behaviours - BADs generation possible - no BADs 

Table 6-6: Illustration of the 2 types of Component agent materials. 

 

 

Figure 6-27: Illustration of nested components and parameters attached (3D and 2D views). 
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Structural vulnerability model 

The Component agent structural vulnerability represents the ability of an individual component 

Agent to be damaged by the fragment energy impulses absorbed by the Collision agents. Some 

components are known as very vulnerable (e.g. sensors) while others are quite robust and can 

endure high accelerations or several fragment penetrations (e.g. armour). The Component agent 

structural vulnerability model has to reflect this variety. 

Accurate damage assessment studies using FEA approach provide the response of the target 

structure to the blast load or fragments [42] by highlighting the damaged areas (e.g. 

deformations or cracks) on the components. On the other extremity of fidelity, some works 

simply consider the equipment penetrated by fragments as damaged [39] [49]. In the middle, 

some studies involving human response to blast and fragments refer to fatality curves issued 

from experimental data [71] [24] to assess the injuries while research on building damage use 

empirical damage tables [72]. 

In the current approach, the Component agent probability of being killed (meaning 100% 

damaged) by an acceleration or energy impulse is defined by an acceleration lookup table 

attached to the Component agent. Successive impacts (multiple hits) are cumulated and logically 

lead to a higher kill probability. In the example of Figure 6-28, the red plot Component agent is 

less vulnerable than the blue plot Component agent. 

As equipment vulnerability data is often restricted, this parameter has to be adjusted according 

to available experimental results. The review of damage assessment criteria in chapter 4.5 

provides the basic information about the critical levels of deposited energy components (Table 

4-5) and platforms (Table 4-6) can survive. STANAG 4569 provides basis information about 

kinetic energy density levels (Table 4-7) a component can survive. 

 

Figure 6-28: Component probability of being killed Pk as a function of blast acceleration or fragment energy 

absorbed. Right figure shows the result of two cumulative hits E1 and E2. 
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6.2 COMBAT UTILITY ESTIMATION METHOD 

The objective of this calculation domain is to transform the individual components damage 

(whatever system levels considered) issued from the components damage domain into a 

probability of mission failure (or “system criticality”), considering the particular role of each 

component in the system functioning. In chapter 4.4.5, different possible formalisms to describe 

the system criticality were reviewed. Combat utility estimation approach is based on fault-tree 

analysis as fault-tree diagrams are relatively easy to build for safety non-specialists and they can 

be split into intermediate sub-trees matching with the system capabilities. 

As already presented in chapter 4.4.5, Fault Tree Analysis (FTA) objective is to determine the 

combinations of possible events that cause an undesirable event to occur. The idea of Fault Tree 

is to graphically represent the logic of the dysfunction of a system: FTA focuses on a particular 

event, which becomes the top of the tree, and the goal of the analysis is to find all its possible 

causes, by using standard symbols. Syntax of FTA symbols is described in Figure 6-29 with 

examples of events. 

    

Basic event 

Y represents the 

probability of event to 

occur. 

Transfer in 

Used to simplify the 

diagram. 

AND gate 

The event occurs if all 

the conditions occur at 

the same time. 

OR gate 

The event occurs if one at 

least of the conditions 

occurs. 

K-on-N gate 

The event occurs if at 

least K on N conditions 

occur. 

Figure 6-29: FT diagrams symbols. 

A usual top-down technique to build a complex system fault tree is: 

1. To identify  the most undesired event as the top tree event, 

2. To try to find its immediate, necessary and sufficient causes, 

3. To define the events that represent each of these causes, 

4. If this event is a component damage, set it as a basic event and switch to the next event, 

5. Go to step 2 

Applied to the mission survivability, the most undesired event is the mission withdrawal, which 

can result from different capabilities failure, according to the type of mission to be executed. In 

the example of Figure 6-30, the mission is aborted if any of the mobility (propulsion/steering), 

observation or communication function is lost (OR gate).  
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These intermediate events are then refined down to the component level as illustrated in the 

example of Figure 6-31. Using different combinations of OR and AND gates, it is possible to 

describe the way platform components contribute to the platform capabilities and how these 

capabilities are involved into the mission. 

 

Figure 6-30: Example of possible causes of platform mission withdrawal. 

 

Figure 6-31: Example of possible causes of platform communication capability dysfunction. 

Even though the order of the MCS gives an idea of the structural vulnerability of the whole 

system, it is not sufficient to reflect the platform survivability to external threats, as FTA 

quantitative analysis does not consider the platform design nor the way the  platform 

components interact together to reinforce (BADs generation) or to mitigate (shield effect) the 

threat. 

The novelty of this approach consists in dynamically adjusting the probability of kill of the 

components (which are the basic events of the fault tree diagram) according to the results of the 

components damage assessment process previously described. That means that the 

probabilities of kill of every components progress as long as they are impacted by fragments 

during the simulation, as illustrated by Figure 6-32. 

The components kill probabilities then dynamically propagate in the fault-tree up to the highest 

level of the architecture (platform or system-of-system, depending on the system modelled). 
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T=0 ms 

Initial status of the system fault-tree 
before the IED explosion. Kill probabilities 
of every components are set to 0. 

 

T=5.48ms 

Probabilities of kill have been updated 
after the calculation of damage on Front 
Left and Median Left wheels hit by IED 
fragments. 

 

T=6 ms 

Probabilities of kill continue to progress as 
long the components are hit by fragments. 

 
Figure 6-32: Example of components’ kill probabilities updates, focusing on the left propulsion capability. 
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6.3 SOFTWARE IMPLEMENTATION 

The whole modelling approach is developed in Anylogic Computer Simulation Software [73], 

running on a desktop computer. 

Anylogic is a multi-method modelling environment based on the Eclipse development 

framework. It is a powerful tool that implements libraries to allow the user to model a system 

according 3 paradigms: 

- System Dynamics (equations) 

- Discrete Event Modelling (event driven diagrams, Java code) 

- Agent Based Modelling 

These features make Anylogic highly appropriate for implementation of the Agent-Based 

approach proposed in this thesis. Furthermore, additional presentation capabilities (3D, data 

plotting, Excel export) facilitate the exploitation of the simulation result data. 

Referring to chapter 6.1.2 agents descriptions, empirical and semi-empirical equations that 

govern the agents’ behaviour were coded in Java as external functions while Anylogic agent-

based capabilities were used to model the IED fragments-target interactions. 

A convenient and easy-to-use Graphical User Interface (Figure 6-33 and Figure 6-34) has been 

developed to easily parameter and access to the different types of results provided by the 

simulation tool (named Fragments Impact Simulator in the current version). 
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Figure 6-33: Fragments Impact Simulator homepage. 

 

Figure 6-34: 2D animation screen showing the test area and a summary of threat and target parameters. 

Any simulation run requires first: 

- To define the component-under-test properties (dimensions, empty or solid body, 

thickness, size of elements, material) 

- To mount the components on a test platform (e.g.  one plate-under-test plus one witness-

plate). 
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- To position the test platform in the virtual test area. The virtual test area is made of a 

circular area with angular and distance references. The threat is supposed to be ignited 

at the centre of the test area (Figure 6-35). 

 

Figure 6-35: Illustration of the virtual test area. 

One key objective of the approach is to facilitate the comparison of different platform 

architectures, meaning different position, size and type of equipment. One requirement is then 

to be able to easily position and resize the Component agent models to configure different 

architectures for the platform. 

In Anylogic, a basic 2D graphic interface is designed to allow positioning the component into the 

platform (x and y coordinates) and to be able to easily move it. The elevation of the component 

(z- coordinate) in the platform referential is set manually. Figure 6-36 shows an example of UGV 

platform modelled in this way. Different initial colours for the Component agents can be 

employed to give a piece of information about their function in the platform. 

Random variation of IED fragments and BADs distribution provide Monte-Carlo analysis 

capabilities. Results are visualised in the form of: 

- 3D view, to show the possible perforation and BADs spray generation (Figure 6-37). In 

the 3D views, components elements hit by the primary fragments or bullet are coloured 

in red. Components elements hit by BADs are coloured in orange. 

- Energy and density of energy 2D plots, as these are the criteria retained for the 

components damage assessment (Figure 6-38). More detailed plots are presented in 

Appendix 2. 

-  Extract of journal of impacts file and/or Excel spread sheets. During a run, all the 

impacts are dated and recorded in a text file and an Excel spread sheet for further 

exploitation (Figure 6-39). 
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Original 3D platform design Component agents’ positions in 
the platform (2D view) 

Component agents’ positions in the 
platform (3D view) 

   

Figure 6-36: Example of original platform design and Component agents’ positionning through Anylogic GUI. 

 

Figure 6-37: Example of 3D view of IED fragments impacts at runtime. 
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Figure 6-38: Example of different types of plots displayed at runtime. 

 

Figure 6-39: Example of fragments impacts hits journal exported for post-processing in Excel. 

Finally, a complete and novel Fault-Tree symbols library has been developed in Anylogic. This 

library allows the user to build the system fault-tree with drag and drop operations. Connections 
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between domains are made graphically or through references to the same variables (Figure 

6-40). 

 

Figure 6-40: Example of Fault Tree structure built using the new developed Anylogic library. 

The real-time injection of the individual probabilities of kill in the architecture fault-tree (Figure 

6-41) provides additional results regarding the robustness of the architectures to individual 

components failures. Components are identified with a unique number (Exxx) and failures are 

propagated into the platform architecture description. The user is immediately informed about 

the platform capabilities status by a colour code (e.g. green: fully operational, amber: reduced 

capability, red: not operational). 
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Figure 6-41: Example of animated Fault-Tree diagram focused on probabilities of right and left propulsion 

failures. Other functions are masked for clarity. 

6.4 DISCUSSION AND CONCLUSION 

In order to address the weaknesses of the existing techniques exposed in chapter 4 and to fulfil 

the requirements listed in chapter 5, the modelling approach developed in the current research 

is based on an original combination of three already existing techniques (Figure 6-42): 

• Analytical formulas are used to describe the physics of IED explosions and energy 

conservation laws, as most of the semi-empirical and empirical equations used have 

been validated by real trials. 

• Agent-Based modelling is used to simulate the threat-platform interactions, as agents are 

well-adapted to model battlefield complexity, where a large number of elements are 

interacting. The “deposited energy criteria” presented in chapter 4.5 is used to estimate 

the damage (probabilities of kill) on individual components. 

• Probabilities of kill of individual components are used in the platform combat utility 

Fault-Tree to determine how the platform capabilities have been affected by the threat 

and estimate the probability to perform the mission. 
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Figure 6-42: Overall vulnerability prediction approach. 

This approach is very similar to the one presented in [49], with several improvements. First, 

instead of considering a single projectile threat, the present approach is much more generic and 

can be applied to assess damage caused by single bullet, multiple fragments as well as blast 

wave, as shown in the next chapters. Second, in terms of results fidelity, research developed in 

[49] uses a neural network approach to model the results of physical experiment about BADs 

spray characterisation (number, energy and angular dispersion). That allows not using complex 

formulas and matching with reality quite well, but in the tested configurations only. In the 

current research, the option was to use general formulas (Mott, Held, Gurney) that are 

sometimes a bit further from the reality but with a wider range of possible applications. 

Another difference with the study described in [49] lies in the way components damage is 

assessed. Fragment energy is compared to a certain level of energy that only depends of the 

component thickness. Above this limit, component kill probability is set to one, while it is set to 0 

when it is underneath. In the present approach, assumption is made that components can 

endure multiple hits and cumulated energy is considered, which is much closer to the physical 

reality. Furthermore, kill probability depends on the structural vulnerability of the components 

defined in chapter 2, and not only from the equipment material thickness. 

Finally, results are limited to 3D views of damaged components and histogram of damage 

probability in [49] (Figure 6-43). This gives a good understanding of the effects of a kinetic 

weapon on the system, but it is not enough to know the functions implied and the resulting loss 

of capability for the whole platform. 
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Figure 6-43: 3D screenshots and histogram of damaged probability from [49]. 

The present approach not only provides 3D views, plots and statistical analysis about damaged 

components, but aims to give insights about the ability of the system to continue its mission by 

calculating the impact of components failures on the system capabilities, which is a great 

improvement for platform design purposes. 

Another comparable study is reported in [50]. This study develops an analytical impact 

fragmentation model (named Ballistic Impact Simulation Model) and incorporates it into an 

agent-based simulation of ballistic impact event, which is very close to the objectives of the first 

domain (Components Damage Assessment) of the present approach. Nevertheless, the approach 

reported in [50] is focused on the projectile-target collision modelling, as it is limited to a single 

impact of a mild steel cubic impactor striking an aluminium alloy target plate. It provides results 

in the shape of 2D and 3D screenshots of the BADs cloud only. 

Based on the projectile and target properties and the impact velocity, the BISM model 

determines whether the impacts results in perforation of the target or ricochet of the fragment. 

Similar to the present approach, this determination uses the ballistic limit velocity for the impact 

conditions (V50), calculated using the JTCGME formula while Brown’s formula was adopted in the 

present research. The BISM methodology only considers two cases of projectile impact (Figure 

6-44) which is not consistent with the observed reality and reviewed in details in chapter 3.2.2. 

The present approach considers that BADs are be emitted when the projectile energy is above 
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the target shattering limit velocity and so, even though the primary projectile energy was not 

enough to perforate the target. 

 

Figure 6-44: Flowchart of the BISM methodology described in [50]. 

As a conclusion, even though some parts have already been approached in comparable studies, 

the methodology proposed in the current research is unique. By combining the speed of 

analytical equations and the modularity of agent-based approach and fault-tree analysis, it aims 

to address the weaknesses of the usual survivability assessment techniques reviewed in chapter 

4 while fulfilling the implementation tool requirements listed in chapter 5. 

A key point in any modelling approach is the validation of the results, as it is easy to provide 

irrelevant quantitative data. In that aim, a validation process in two steps has been adopted. A 

first step consists in validating the damage assessment methodology, by comparing the 

simulation results to real trials or results from another validated simulation tool. This is the 

object of the chapter 7 of this thesis. A second step consists in validating the combat utility 

prediction methodology, by comparing the simulation results obtained on three different 

platforms to each other. This is the object of the chapter 8 of this thesis. 
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7 SIMULATION OF IED FRAGMENT DAMAGE ON INDIVIDUAL 

COMPONENTS 

In this chapter, the first domain of the approach presented in chapter 6 is developed to address 

survivability at the component level (Figure 7-1), considering that the system under study is 

made of individual test plates or case components of different materials and thickness (Figure 

7-2). 

Results of simulation are cumulated energy absorbed by the components transformed in 

individual probabilities of kill according to the criteria defined in chapter 4.5. The results 

obtained are compared to real test results or already available simulation results in order to 

validate the fragments-target collision approach, the formulas used and their correct software 

implementation. 

 

Figure 7-1: This contribution aims to validate the first domain of the survivability approach. 

 

Figure 7-2 : Context of the unitary components damage assessment modelling. 

7.1 DESCRIPTION OF THE MODELS 

In this first partial implementation of the approach, the entire model is based on 4 types of 

agents (Figure 7-3). 

Two types of agents are used to define the threat : 

• The “IED” agent, of which individual behaviour is to react to the IED triggering by 

generating n instances of “Fragment” agent with arguments attached that depend on the 

IED parameters. 

• The “Fragment” agent, of which individual behaviours are: 

Components 
Damage 

Assessment 

Combat 
Utility 

Estimation 

Probability of 
mission 
success 

Individual 
components 

probabilities of 
kill 
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- To move radially away from the “IED” agent, with moving parameters that have 

been affected by the “IED” agent at the instant of explosion. 

- To check the possible contact with a “Collision” agent and, in case of contact, to 

react according to its mass and velocity and the element parameters possibly by 

generating other “Fragment” agents (BADs). 

- To transmit an “impulse of energy” message to the element impacted.  

Two types of agents are used to define the target: 

• The “Component” agent, of which individual behaviour is to populate itself with 

“Collision” agents according to its geometry and some rules (number, disposition) that 

depend on the level of accuracy fixed for the simulation. 

• The “Collision” agent, of which individual behaviours are: 

- To act as an obstacle for Fragment agent and to provide the parameters Component 

agent parameters that are necessary to calculate the collision result. 

- To transmit every “impulse of energy” possibly received from the fragments to the 

“Component” agent. 

 

 

Figure 7-3 : Interactions between the agents in the unitary component level modelling. 

The individual behaviours and the equations attached to these 4 agents are detailed in the 

chapter 6.1.2. 

7.2 RESULTS AND OBSERVATIONS 

The experiments aim to validate the agent based IED fragment simulation approach at the 

component level by comparing the agent simulation results achieved with existing published 

result sets.  
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Experiment set 1 simulates the perforation of plates or empty cases by a unique projectile and 

compares results with published empirical results and ConWep simulation tool. 

Experiment set 2 considers more complex box structures components and multiple fragments to 

demonstrate the potential insights a platform designer could get from this approach. 

The objective of the two sets of experiments runs is to gradually validate the different parts of 

the current modelling of IED damage, as detailed in Table 7-1. 

 
Parts of the model 

 
 

Individual tests 

Individual 
fragment 
behaviour 

Solid 
component 
population 
with 
collision 
agents 

Collision 
agent/ 
fragment 
behaviour 

BADs 
generation 

Void 
component 
population 
with 
collision 
agents 

Energy and 
energy 
density 
transfers 

Fragments 
generation 

Experiment 
set 1 

Single bullet 
impact on a 
plate 

X X X X  X  

Single bullet 
on a case 

X  X X X X  

Experiment 
set 2 

IED 
fragments 
impact on a 
plate 

X X X X  X X 

IED 
fragments 
on a case 

X  X X X X X 

Table 7-1: Allocation of the model parts to the tests. 

7.2.1 EXPERIMENT SET 1 – SINGLE PROJECTILE 

The threat is one of the standard projectiles defined in STANAG 4569 (Table 7-2) with standoff 

distance 10m. 

Type Weapon Mass (g) Surface (mm2) Diameter (mm) Velocity (ms-1) Energy (J) 

5.56x45 NATO 4.02 24 5.56 900 1628 

7.62x39 AK47 8 46 7.62 738 2179 

7.62x51 Sniper rifle 10 46 7.62 833 3469 

12.7x99  M2 MG 42 127 12.7 928 18085 

14.5x114 Heavy MG 64 165 14.5 1000 32000 

Table 7-2: Characteristics retained for single bullets of reference. 

The target is made of one homogeneous steel plate (300 BHN) of various thicknesses. A second 

50mm thick plate is positioned 10m behind the first plate as a witness plate for collecting BADs.  

In order to limit the amount of data to analyse, only the most challenging configurations of the 

model have been tested, in terms of likely damage to the platform. These configurations are 

identified in Table 7-3. Considering the number of parameters and the amount of data obtained, 
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only the most representative results are reported in the body of this document. A more complete 

set of results is available in Appendix 2. 

 Target Plate Case 

Threat Aluminium Steel Aluminium Steel 

Bullet 

5.56x45 

Trial 1 

t=10mm 

α=0deg 

 Trial 3 

t=5mm 

α=0deg 

Trial 4 

t=5mm 

α=30deg 

    

Trial 2 

t=20mm 

α=0deg 

       

7.62x51 

Trial 5 

t=10mm 

α=0deg 

 Trial 6 

t=10mm 

α=0deg 

     

12.7x99 

Trial 7 

t=20mm 

α=0deg  

 Trial 8 

t=20mm 

α=0deg 

Trial 9 

t=20mm 

α=0deg 

Trial 14 

t=20mm 

α=0deg 

 Trial 15 

t=20mm 

α=0deg 

Trial 16 

t=20mm 

α=45deg 

14.5x114 

  Trial 10 

t=20mm 

α=0deg 

Trial 11 

t=20mm 

α=30deg 

    

Table 7-3: Threat/target configurations simulated in the experiment set 1. 

Single projectile / plate impact 

Target is made of one steel 10mm thick armour plate or a 1x1x1m 20mm thick case. The 

standoff distance is 10m. A second 50mm thick plate is positioned 10m behind the first plate as a 

witness plate. It is voluntarily at a long (and unusual) distance from the first plate to have a 

clearer view of the BADs spray, while the distance does not influence very much the BADs 

velocity. Figure 7-4 presents screenshots of the setting up of the BADs spray at different times 

after the impact. The size of BADs has been increased for a better visualisation. 

Figure 7-5 shows an example of simulation results obtained with a 7.62mm bullet impacting a 

10mm thick steel plate at 30° angle at high velocity (1250ms-1). 
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t=17ms t=20ms t=24ms t=32ms t=35ms 

Figure 7-4: Setting up of the BADs spray, at different time after impact. The standoff distance between the 

plates is 10 m. Initial projectile trajectory is highlighted in red. 

  

Figure 7-5: Example of the simulation of the impact of a 7.62mm bullet at 1250ms-1 on a 1cm thick steel plate 

with a 30 ° incidence angle. BADs generated are visualised on the witness plate. 

On the 3D view it is observed that the projectile has perforated the first plate in the centre and 

then crashed on the right of the witness plate (red spot). A spray of 63 BADs of mass less than 

one gram was generated simultaneously.  

The energy and density of energy plot shows that the first plate endured a 28Jmm-2 hit from the 

projectile. This value is less than the one cited in [26] for a component considered to be average. 

Consequently, a component damage assessment on that basis would lead one to consider that 

the average component has not been seriously damaged, even though it was perforated. The 

remaining kinetic energy of the projectile was then transferred to the witness plate, with an 

11Jmm-2 hit. None of the BADs hits have exceeded 3Jmm-2. 

bullet[0] hit plate1 on element[219] 
Angle: 30 deg 
Vf: 1196 m/s 
Ef: 7156 J 
EDf: 56 J/mm2 
Vp: 895 m/s 
Ep: 4004 J 
Vs: 850 m/s 
Es: 3613 J 
Et: 3613 J 
EDt: 28J/mm2 
Eb: 1913 J 
Nb: 63 of 0 g each 
Ef: 1630 J 
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t=19ms t=52ms 

Figure 7-6: Example of double BADs generation for high energy projectile (7.62 bullet, 1800 ms-1) on steel 

plates. The most damaged component is the second plate with a cumulated energy absorbed of 7kJ and 7 hits 

of energy density above 10Jmm-2. 

Interesting emerging behaviours can be observed when the BADs have enough energy to 

generate secondary BADs themselves on the witness plate. The BADs clouds issued from 

different fragments then mix together in unpredictable patterns (Figure 7-6). 

It can also be observed that some BADs have perforated the witness plate, while the energy of 

these BADs is much less that the penetration limit energy required. This is a simulation artefact 

due to the fact that component elements can only be hit once by the same fragment. Already hit 

elements are then considered as a hole in the component, like in reality. This phenomenon only 

appears in very rare situations, or when the size of the Collision agents has not been set 

consistently with the number of expected fragments or BADS. The optimal size of the Collision 

3D 3D 

5m 5m 

1cm 2cm 5cm 2D 2D 



 7 Simulation of IED Fragment Damage on Individual Components 
 
 

 

104 
 

agents can be easily determined through a few preliminary trials and does not require any 

training or expertise. 

Single projectile/ case impact 

The goal of these simulation runs is to verify that bullet kinetic energy that is transferred to 

distant elements from different sides of the same component is correctly cumulated by the 

component. Nest components configurations are also tested to validate the correct attribution of 

the energy transfers from fragments to components, without considering any interactions 

between components. 

The dimensions considered for the case are 3m x 2m x 1.5m, to make it comparable to a Light 

Armoured Vehicle body. 

 

Figure 7-7: Illustration of the simulation of the 45° impact of a 12.7x99 bullet at 1100ms-1 on a 2cm thick steel 

body. 

On the example of Figure 7-7, the impacting bullet did not have enough energy to penetrate the 

steel chassis, due to the 45° angle of incidence. 152 BADs were generated, which hit the opposite 

sides of the case. Individual BADs do not have enough energy to create significant damage on the 

chassis (e.g. 56J for BAD #100) but the accumulation of multiple BADs on one inner fragile 

component could make it weaker. On Figure 7-8, a 1mm thick aluminium case is mounted inside 

the steel body. The damage generated by the BADs does not have a significant effect on the body, 

but they perforated the equipment inside and likely destroyed it, as the cumulated energy is 

significant (6kJ). The inner fragile component (green) are impacted by the internal BADs 

(orange cubes) generated by the external component. 

Figure 7-9 shows a comparison of different prediction methods of the plate thickness required 

to stop the reference projectiles, which indirectly reflects the ballistic limit prediction. STANAG 

4569 thicknesses are based on the areal density data required to stop the projectile. Real world 

experimental values from ballistic trials are as presented in [28]. 

bullet[0] hit box on 
element[13175] 
Angle: 45 deg 
Vf: 1085 m/s 
Vp: 1522 m/s 
Vs: 850 m/s 
Nb: 152 of 0 g each 

bullet[100] hit 
box on 
element[18078] 
Angle: 16 deg 
Vf: 481 m/s 
Ef: 56 J 
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Figure 7-8: Example of impacts on nested cases. 

For a given projectile (12.7x99) and a given plate thickness and material (1cm steel), Figure 

7-10 shows how the number of BADs increases with the projectile velocity and the angle 

between the trajectory and the normal of the target, above the shattering limit velocity. 

Experimental values are as stated in [68]. As an example, 3D views of impacts labelled 1,2,3 and 

4 are presented in Figure 7-11. 

 

Figure 7-9: Comparison of maximal perforation predictions for standard projectiles on the reference target. 
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Figure 7-10: Number of ejected BADs as a function of projectile velocity, for different angles of incidence at 

the impact. 

  

With a 45o incidence angle, the projectile velocity 
is under the ballistic limit, it does not perforate the 
first plate. 

The projectile has perforated the first plate and 
hit the witness plate without generating BADs 
(V<Vshattering). 

  

The projectile has perforated the first plate and 
generated 17 BADs of 2g each. 

The projectile has perforated the first plate and 
generated 120 BADs (<1g each). 

Figure 7-11: 3D views of the impacts at different velocity impact (α=45o). Elements are coloured in red when 

hit by the projectile, in orange when hit by a BAD. 
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Figure 7-12: Angular distribution of simulated BADs compared to real results obtained in [25]. 

7.2.2 EXPERIMENT SET 2 – MULTIPLE PROJECTILES 

The IED threat is made of a 105mm HE M1 shell (Table 7-4) as reference [65] and [74] provides 

usable comparison data from experimental tests. This type of artillery shell was one of the most 

frequently used as road side bombs in Iraq. 

Explosive diameter (m) 0.105 

Fragment total mass (kg) 12.82 

Explosive charge mass (kg) 2.18 (TNT) 

Shell thickness (m) 0.01 

Gurney’s constant 2438 (TNT) 

Held’s constant B=0.011, λ=0.7835 

Mott’s constant 1.415 

Table 7-4: Characteristics retained for IED of reference (105 HE M1A shell). 

The targets of reference are defined in Table 7-5. 

 Target Plate Case 

Threat Aluminium Steel Aluminium Steel 

IED 
fragments 

105 HE M1 

Trial 12 

t=20mm 

α=0deg 

 Trial 13 

t=20mm 

α=0deg 

 Trial 17 

t=20mm 

α=0deg 

 Trial 18 

t=20mm 

α=0deg 

Trial 19 

t=20mm 

α=30deg 

Table 7-5: Threat/target configurations simulated in the experiment set 2. 
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IED fragments /plate impact 

Figure 7-13 illustrates the fragmentation process at different times after the IED explosion. In 

this particular example, the tilt angle of fragments projection has been reduced to 30° for a 

better view of the fragments cloud. 

  
  

t=1ms T=4ms T=10.5ms T=14ms 

Figure 7-13: Top view of the IED fragmentation process at different time after the explosion. Target standoff 

distance is 10m. 

In Figure 7-14, IED fragmentation into 2011 fragments over 0.3 gram was predicted by the 

model while experimental trials [65] state 2100 fragments of a mass over 0.3gram. 

 

Figure 7-14: Prediction of fragment number frequency vs fragment mass class through different methods 

(HE105M1 IED). 

In terms of fragment velocities, Gurney’s equation provides an initial velocity of 965ms-1, 5% 

below the average experimental data calculated from real data in [65], considering the initial 

velocity is the same for every initial position of the fragment in the shell (Figure 7-15). 
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Figure 7-15: Fragments initial velocity compared to experimental data for the IED of reference. 

 

In Figure 7-16, the comparison of the prediction of fragment velocity at a distance from the 

explosion with real data from [65] shows a 13% over-estimation. This is explained by the 

average value retained for the drag coefficient (1.5) instead of considering different fragment 

shapes in the reality (with 0.76<Cdrag<2.98 [65]). 

 

Figure 7-16: Effects of the drag force for 2 different sizes of fragments. 

Figure 7-17 shows the impacts of IED fragments on the test plate and the generated BADs. 8 

fragments have hit the first plate, none of them has perforated. This is confirmed by ConWep 

that gives a maximum perforation thickness of 1.9cm for middle hardness steel, which 

theoretically prevents a 2cm plate to be penetrated by any fragment. 

19 BADs were generated, that transferred a significant cumulated energy of 7kJ to the witness 

plate. 
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Figure 7-17: Illustration of the simulation of the impacts of fragments issued from a 105M1 shell explosion on 

a 1m2, 2cm thick steel plate at a standoff distance of 5m. 

IED fragment / component case impact 

In this configuration, interesting emerging behaviours occur, as BADs clouds generated by the 

impacting fragments mix together to generate unpredictable patterns on the rear side of the 

component. In some very complex simulation runs, more than 4000 primary and secondary 

fragments can be generated, while the simulation durations remain below a few tenths of 

seconds. In the majority of the situations tested, generated BADs have not significantly 

contributed to the case damaging, as it is a robust component. 

 

Figure 7-18: Example of multiple IED fragments hits generating multiple inside BADs clouds. BADs hits are 

timely spread because of different ejection velocities. 

IED fragments / platform impact 

In addition to the target of reference defined in Table 7-5, deeper investigations were conducted 

with a target made of a 2x1.4x3m, 30mm wall thickness aluminium box, at standoff distances of 

10m and 5m. Three smaller boxes (0.5x0.5x0.5m, 5mm wall) represent embedded equipment A, 

B and C arranged in two configurations shown in Figure 7-19. 
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Figure 7-19: Additional platform configurations 1 (left) and 2 (right) tested in experiment set 2. 

In the example of Figure 7-20, 18 fragments impact the platform at t≈12ms (Figure 7-20-2). 

None of them has perforated. As a comparison, ConWep predicts HE 105 shell fragments would 

perforate a maximum 23.2 mm of Aluminium 2024-T3 at 10m. 

Figure 7-21 clearly shows the two groups of fragments: 18 IED fragments over 8Jmm-2 and 52 

BADs with an average density of energy of 4Jmm-2. In Figure 7-22, it can be observed that the 

cumulated energy by Hull and Motor components is over the 10kJ limit stated in Table 4-6. 

 
IED is positioned on the ground. Fragments are 
projected in a semi-sphere. 

18 IED fragments of high density of energy (6-
30J/mm2) have hit the platform and transferred 
a total of 35 kJ to the hull, 28kJ to the motor. 

  
BAD are generated inside the hull, of lower 
average density of energy (3J/mm2 average). 

Equipment A and C have been hit by BADs that 
have not perforated. C has absorbed 500J. 
Equipment B is spared. 

Figure 7-20: 3D views at different instants of impacts. 
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Figure 7-21: Density of energy of fragments hits versus time after the IED explosion in configuration 1. Labels 

1,2,3 and 4 refer to Figure 7-20 situations. 

 

 

Figure 7-22: Energy cumulated by the component versus time after explosion (no energy release assumed). 

Figure 7-23 shows the results of the Monte-Carlo analysis of 20 simulation runs in equipment 

configuration 1 compared with the expected number of hits calculated using formula (22) from 

[58]. The error bars show the standard deviation of variance with regard to the average value 

results obtained considering the fragment angular and mass dispersion. 
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����D J ��	2i.M 

����D: Expected number of fragments hitting the target �: Frontal area of the target presented to the warhead (m2) �	: Initial number of fragments from the warhead, considering a 

hemispheric explosion .: Range of the target to the warhead (m) 

 

(22) 

  

Figure 7-23: Monte-Carlo analysis of experiment set 2, equipment configuration 1, standoff distance=10m. 

Configuration 2 of the inner equipment at a standoff distance of 5m provides the results shown 

in Figure 7-24.  

  

Figure 7-24: Monte-Carlo analysis of experiment set2, equipment configuration 2, standoff distance=5m. 

Finally, regarding the energy levels reported in Table 4-6, it can be observed that the entire 

platform would suffer light (configuration 1) to moderate (configuration 2) damage. Regarding 

to Table 4-5 levels, all inner equipment would be critically damaged in both positions, except 

equipment B in the second configuration, which was protected by A. 
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7.3 DISCUSSION AND CONCLUSION 

Considering the single projectile damage simulation result from Figure 7-5, the calculated 

ballistic limit velocity (895ms-1) is very close to the one predicted by ConWep (843ms-1), which 

confirms the simulation provides a close approximation (within 6%) of Brown’s formula, with 

THOR angular factor correction from equation (27). 

BADs have hit the witness plate with a distribution and angles in accordance with the model 

developed in chapter 6. Even though the global behaviour of the BADs is correct, the number of 

BADs is less than the ones reported in [25] (200) in comparable test conditions. This is 

explained by the lack of data available to develop the empirical equation (18). This could easily 

be improved by changing a multiplying factor in equation (18). 

A first analysis of the energy transferred by the projectile (Figure 7-6) to the first and witness 

plates confirms that a valid component damage assessment would not only consider the energy 

density of impacts, which reflects only the penetration damage, but also the cumulated energy 

absorbed by the component, in order to reflect the multiple shocks issued from non-penetrating 

projectiles. 

Figure 7-12 shows that the angular distribution of BADs in the BAD cloud, modelled by a Weibull 

distribution, reflects reality with an acceptable level of fidelity, considering that real data show 

that the results are very sensitive to a slight modification of the penetration parameters (impact 

velocity, penetrator material in this case). This point was also underlined in reference [50]. 

Multiple projectile experiments (7.2.2) provide additional interesting validation results. 

In Figure 7-14, while the total number of generated fragments is close to reality (9.5% less), the 

comparison of the predicted number and mass distribution of fragments with the experimental 

results from [74] shows the model tends to over-estimate (+166%) the number of light 

fragments (<37g) and to under-estimate (-45%) the number of heavy fragments. This gap is not 

crucial, as literature shows that number and mass distribution of fragments is highly variable 

based on the IED case shape and material [63] [65]. 

Figure 7-18 shows the limited contribution of BADs (10%) to the energy cumulated by the 

equipment while the consideration of BADs significantly increases the computation time. This is 

specific to the threat considered (2cm thick hard steel component). BADs would have much 

greater effect on a more fragile component. 
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In Figure 7-23 the average number of hits is 13% less than the one calculated by using the 

apparent surface of the target and the number of generated fragments. This is likely caused by 

the under estimation of the total number of generated fragments reported in Figure 7-14. 

In Figure 7-23, it can be noticed that the energy absorbed by inner equipment tends to be equal, 

as they are exposed to the threat in the same way (same apparent surface and same protection 

from the hull). On the opposite, in Figure 7-24, it can be observed that equipment B (0.19kJ 

absorbed) has been protected from BADs by equipment A that has absorbed 2.58kJ average. The 

error bars show that all results are tightly grouped to support the conclusion that these 

predictions are quite independent from the IED fragments angular and mass dispersion. 

As a conclusion, the behaviour of simulated BADs clouds matches observations made in [25] for 

actual debris clouds generated from the high-velocity impact of steel spheres on aluminium 

plates. The general curvature of the debris cloud complies with radiographic images of actual 

clouds provided in [35]. These screenshots of the simulation model animation, combined with 

the analysis of qualitative results produced in Appendix 2, appear to adequately display the 

general characteristic behaviour of a debris cloud generated by a ballistic impact event. 

The two sets of simulation results show that the basis equations are correctly implemented, and 

that the predicted cumulated energy was comparable to those observed in real world 

experiments for individual structures. The high result sensitivity to change in threat and target 

parameters was also highlighted, leading to the conclusion that the results had to be considered 

carefully. In particular, the shatter velocity estimation has to be further investigated. 

Finally, these results were obtained in simulation times varying between 5 to 20 seconds, which 

is much faster than comparable numerical simulation reviewed in chapter 4.4. 



 8 Modelling and simulation of platforms combat utility 
 
 

 

116 
 

8 MODELLING AND SIMULATION OF PLATFORMS COMBAT UTILITY 

Having successfully applied the first domain of the approach of survivability modelling to 

individual components in chapter 7, this chapter now considers platform targets made of 

different assemblies of components in order to validate the whole combat utility estimation 

method (Figure 8-1). 

Expected results of simulation are probabilities of mission success for a given threat and system 

architecture. In contrast to the individual components sets of experiments (chapter 7), results 

obtained cannot be compared to existing results as no such information exists in the available 

literature. The best option is then to apply the method to three similar architectures and to 

compare the combat utility prediction with each other (Figure 8-2). 

 

Figure 8-1: This contribution aims to validate the whole survivability approach. 

 

Figure 8-2: Context of platform damage assessment modelling. 

In chapter 2.3, an overview of the military platforms design constraints leads to underline the 

current interest within the military domain for modular platform designs. Consequently, 

modularity is clearly the main parameter to be considered when designing these three platform 

architectures. To remain consistent with the considerations presented within chapter 2.7, a UGV 

platform is considered, with mechanical, power and C4I architectures of growing modularity 
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(monolithic, digitalized and extreme modular architectures). These three platforms are 

modelled in the modelling and simulation tool chain, as explained in chapter 6.3 and exposed 

one-by-one to the same threat (HE 105 M1 IED), in the same configurations (Figure 8-3). 

 

Figure 8-3: Top view of the target-threat (“extreme modular”) configuration at t=to+2.6ms. 

In order to identify the limits of static Fault-Tree analysis, a static Fault-Tree modelling and 

qualitative analysis of these three architectures is conducted simultaneously, as presented in 

chapter 4.4.5. Static Fault-Tree diagrams have been designed in the “Arbre Analyste V2.0.2” 

environment [75]. This product is a freely redistributable software that relies on the Open-PSA 

standard representation format and the XFTA fault-tree engine. In particular, Arbre Analyste is 

used to calculate the Minimal Cut Sets orders of each architecture. 

8.1 DESCRIPTION OF THE MODELS 

8.1.1 “MONOLITHIC” PLATFORM CONCEPT 

Most of the legacy low-range civil and military vehicles are based on this design concept. It is 

also a usual type of design for disposable UGVs as it is reliable and relatively inexpensive to 

produce (Figure 8-4). 

Mechanical architecture 

The chassis is a solid case mostly made of rigidly assembled parts. Optional parts such as the 

observation turret can be temporarily mounted. In the implementation (Figure 8-4), the contact 

with ground is ensured by a 2x3 wheel and rubber tyre configuration. It is assumed that a 

damaged wheel is ripped off the platform and does not hamper the remaining wheels. Change of 

direction is affected by skid-steering. Steering is therefore reliant upon two operational wheel 

trains. 

10 m 0° 

15° 
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Figure 8-4: Illustration of monolithic mechanical architecture with example of existing implementation [76]. 

Power architecture 

Propulsion energy is provided by a single battery that supplies the motors via a dual Motor 

Controller Unit. This unit receives commands from the ECU via an I2C data link. Two mechanical 

transmissions transmit motor torque to the left and right side drive wheels. Another battery is 

used to supply the C4I equipment (Figure 8-5). 

 

 

Figure 8-5: Illustration of the monolithic power architecture design. 

C4I architecture 

A radio receiver unit receives control signals and in turn sends command frames to the ECU. The 

ECU checks the integrity of the frames and generates commands to be sent to the appropriate 

equipment through dedicated point-to-point links. Analogue images are acquired by the 2 

cameras and compressed by the ECU before being sent to the radio. Additional sensor data 

(compass, GPS, battery charge) are formatted by the ECU and transmitted to the radio for 

communication to the remote control station (Figure 8-6). 
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Figure 8-6: Illustration of a monolithic C4I architecture design. 

Static Fault-Tree description 

The complete static FT diagram of the monolithic architecture is built using the method 

explained in chapter 4.4.5. It is attached in Appendix 4. The vertical and simple structure of the 

fault-tree reflects how the platform capabilities rely on single components. For instance, a 

simple C4I battery failure makes all the platform capabilities unavailable, as it is the only source 

of power for computer units (Figure 8-7). 

 

  

Figure 8-7: Monolithic architecture fault-tree extract showing the close coupling between a single component 

failure (C4I battery) and a capability failure (communication). 

Damage assessment Agent-Based model 

As explained in chapter 6.1.2 , platform components agents’ geometries are modelled as cuboids. 

These cuboids are positioned in the 3D model according to their position in the platform as 

shown in Figure 8-8. Agent parameters are set according to the different materials and 

thicknesses of components cases (e.g wheels are made of 5mm thick aluminium while the 

chassis is made of 1cm thick aluminium). Component colours’ refer to the mechanical (grey), 

power (red) and C4I architectures (blue) they belong to. 



 8 Modelling and simulation of platforms combat utility 
 
 

 

120 
 

 

Figure 8-8: Geometry and position of Component agents in the damage assessment model of the monolithic 

platform. 

  

8.1.2  “DIGITISED” ARCHITECTURE 

The second design modelled is named “Digitised Platform”. Many current AFVs in development 

are based on this architecture, and a lot of effort is focussed on the standardisation of the 

mechanical, power and vetronics interfaces (GVA, Victory [8]) with expected benefits in terms of 

development, operation, maintenance and upgrade costs. 

Mechanical architecture 

The chassis is not fundamentally different from the monolithic mechanical architecture. The only 

difference is the consequence of having a higher number of inner components which 

significantly increases the volume of the body, offering a larger apparent surface to fragments. 

Power architecture 

Two energy sources deliver electrical energy required by the platform components. The energy 

is produced and stored on-board by micro-generators combined with batteries or fuel cells. 

Power redundancy is provided through dual power circuits, providing a dual redundant supply 

for all equipment. Power management for improved silent watch and intelligent power balance 

can be executed by a dedicated computer (Energy Management Unit) and monitoring capability 

in all electrical consumers. Wheels are direct-driven by individual electric motors which are 

controlled by individual control devices (Figure 8-9). 
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Figure 8-9: Illustration of the digitised power architecture design. 

C4I architecture 

The electronic architecture of the digitised platform is organised around two communications 

buses. The utility bus is dedicated to the platform command and control while the multimedia 

bus is dedicated to video data communications. Possible technologies for the utility bus are CAN 

and MilCAN standards [77], while multimedia communications can be supported by Gigabit 

Ethernet technology (Figure 8-10). 

 In a normal mode, control and command information is received from the HF radio and 

transmitted to ECU1 and ECU2 through the utility bus. ECU1 and ECU2 operate in a parallel 

redundancy mode. Command frames are decoded, integrity is checked and appropriate data 

frames are sent to the motor controllers to affect mobility according to command laws and 

sensors feedback. The two digital cameras transmit compressed video frames on the multimedia 

data bus to the ECUs and the VHF radio transmitter (wireless video link). 

If the HF radio transmitter gets damaged, control and command frames can still be sent through 

the VHF radio transmitter. If the VHF radio transmitter is damaged, low-data-rate pictures can 

be sent after compression by the ECUs to the remote station via the HF radio transmitter. 

 

Figure 8-10: Illustration of a digitised C4I architecture design. 
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Static Fault-Tree description 

The complete static FT diagram of the digitised architecture is built using the method explained 

in chapter 4.4.5. It is attached in Appendix 4. The structure of the fault-tree is more spread, 

showing that some redundancies are implemented. For instance, energy sources are connected 

together in a power-ring, and they both can power the capabilities independently (Figure 8-11). 

 

Figure 8-11: Example of power-ring modelling in the digitised architecture fault-tree. Source 1 and source 2 

act in redundancy. 

 

Figure 8-12: Geometry and position of Component agents in the damage assessment model of the digitised 

platform. 

Damage assessment Agent-Based model 

The assumption is made that the motor controllers are mounted next to the motors they control. 

The space between each pair of motors is used to install the computer units and the batteries. 

The individual equipment size is the same as for the monolithic architecture (Figure 8-12). 
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8.1.3 “EXTREME MODULAR” PLATFORM CONCEPT 

This “extreme modular” platform architecture is made of several modules that each provide a set 

of common critical capabilities. This means that they are able to re-arrange themselves 

depending on the mission about to be performed and according to their current operational 

status. Specialised sensors and actuators can be mounted on the modules through a generic 

interface. This is a futuristic architecture as the required technologies are not all available yet. 

Some partial implementations exist (Figure 8-13). 

Mechanical architecture 

The platform chassis is made of identical modules that mount together with quick link 

interfaces. These modules can be arranged before the mission according to different 

configurations, or they can replace each other dynamically in case of module failure. Links 

between modules can be rigid or flexible, acting as articulations or dampers. 

 

Figure 8-13: Illustration of “extreme modular” architecture and example of existing implementation [78]. 

Power architecture 

Each module is able to provide its own energy as well as energy to adjacent modules if required 

regardless of module organisation. Power transmission between the modules is ensured by 

dedicated power plugs on different sides of the module (Figure 8-14). 

C4I architecture 

All modules communicate via redundant data networks (Figure 8-14). Connections with sensors 

and actuators mounted on modules are ensured by multiple pins connectors. In case of 

connector damage, information and power are transmitted by remaining operational sockets. 
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Figure 8-14: Illustration of the “extreme modular” C4I and power architecture design. 

Static Fault-Tree description 

The complete static FT diagram of the “extreme modular” architecture is built using the method 

explained in chapter 4.4.5. It is attached in Appendix 4. The structure of the fault-tree is now 

very “horizontal” as almost every module is able to support any functionality. 

A particularity of the “extreme modular” architecture fault tree decomposition is that it is 

assumed that the mechanical modules are configured before the mission and they cannot 

reconfigure in response to damage. This ignores a substantial expected benefit from this 

“extreme modular” architecture and highlights a limitation of the static fault-tree analysis 

approach that does not support sequential relationships among component failures. 

Consequently, some additional assumptions are introduced to simulate the re-configurability of 

the architecture: 

- Two batteries are enough to supply the rest of the architecture with energy in recovery 

mode, so that the mission can still be completed, 

- A minimum of three wheels are necessary to preserve mobility. It is assumed that the 

modules can reconfigure if the undamaged wheels are all on one side. 

- Two operational modules are enough to move and steer the rest of the platform.  
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- The observation camera is mounted on the top of one of the modules while the driving 

video is always provided by the front camera module. 

- One ECU and one radio can support the data processing and communications for the 

whole platform in a recovery mode. 

As fault-tree description is static, these reconfiguration capabilities were coded with K-on-N 

gates. For instance, it is considered that the “extreme modular” architecture can still be powered 

when 5 of 6 batteries are out of order (Figure 8-15). 

 

Figure 8-15: Extract of the extreme modular architecture fault-tree showing the contribution of every battery 

to the architecture power supply. 

Damage assessment Agent-Based model 

To be able to compare the survivability of the three architectures, equipment size must remain 

the same, as well as the platform dimensions. Battery size is divided by the number of modules 

to still have the same UGV range. 

 

Figure 8-16: Geometry and position of Component agents in the damage assessment model of the “extreme 

modular” platform 
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A drawback of the modularity is the multiplication of components and a particular effort has to 

be put on the integration of these components into the modules as shown in Figure 8-16. 

8.2 RESULTS AND OBSERVATIONS 

8.2.1 STATIC FAULT-TREE ANALYSIS RESULTS 

The results of the Arbre Analyste static calculation of the MCS for the “Monolithic” architecture 

are summarised in Table 8-1. An important observation is that 8 single different components 

failures (cut sets of order 1) lead to mission failure. 

N° Order Probability Percent Event Description 

1 1 0 0.0% E002 R motor damaged 

2 1 0 0.0% E008 Vetronics battery damaged 

3 1 0 0.0% E006 Motors controller unit damaged 

4 1 0 0.0% E007 Power battery damaged 

5 1 0 0.0% E001 L transmission damaged 

6 3 0 0.0% E003 FL wheel damaged 

    E004 ML wheel damaged 

    E005 RL wheel damaged 

7 1 0 0.0% E009 R transmission damaged 

8 3 0 0.0% E010 FR wheel damaged 

    E011 MR wheel damaged 

    E012 RR wheel damaged 

9 1 0 0.0% E013 ECU damaged 

10 2 0 0.0% E014 Observation camera damaged 

    E015 Driving camera damaged 

11 1 0 0.0% E016 Radio transmitter damaged 

Table 8-1: Minimal cut sets for the “monolithic” architecture platform. 

 

For the “Digitised” architecture, the minimal cut sets (MCS) analysis yields the events described 

in Table 8-2. The minimal cut sets order has been limited to 2 to reduce the size of the table.  

N° Order Event Description 

1 2 E001 Observation camera damaged 

  
E002 Driving camera damaged 

2 1 E007 EMU damaged 

3 2 E008 Source 1 damaged 

  
E009 Source 2 damaged 

4 2 E005 HF transmitter damaged 
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E006 VHF transmitter damaged 

5 2 E003 ECU1 damaged 

  
E004 ECU2 damaged 

Table 8-2: Minimal cut sets (limited to order 2) for the digitised architecture platform 

For the “extreme modular” architecture, FT analysis revealed no MCS of order less than four 

(Table 8-3).  

Order Quantity 

4 123 

5 762 

6 2 

Table 8-3: Total number of MCS per order for the "extreme modular" architecture 

8.2.2 COMBAT UTILITY PREDICTION RESULTS 

The combat utility assessment approach described in chapter 6 and validated on unitary 

components in chapter 7 is applied to the three platform concepts described in chapters 8.1.1, 

8.1.2 and 8.1.3. They were exposed to the same representative IED threat (HE 105 M1 IED) in 

the configuration of Figure 8-17. 

 

Figure 8-17: Configuration of IED and platform positions used for the trials. 

For each platform concept, a set of 20 simulation runs (Monte-Carlo analysis) with the same 

target and threat configuration and Weibull angular distribution were conducted in order to get 

results independent enough from the spread and mass distribution of fragments. Typical 

examples of simulation results are presented and commented in Appendix 2. 
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All results are recorded and exported to Excel for post-treatment and statistical analysis. That 

resulted in the individual components kill probabilities presented in Figure 8-18, Figure 8-19 

and Figure 8-20. Error brackets correspond to the standard deviation for each probability of kill. 

 

 

Figure 8-18: Probabilities of the "monolithic" architecture components for being killed by IED fragments. 

 

Figure 8-19: Probabilities of the "digitalized" architecture components for being killed by IED fragments. 
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Figure 8-20: Probabilities of the "extreme modular" architecture components for being killed by IED 

fragments. 

 

 

Figure 8-21: Prediction of capability and combat utility failure probabilities for the 3 architectures tested. 

8.3 DISCUSSION AND CONCLUSION 

The analysis provided by the novel modelling approach gave unprecedented insight into the 

relative survivability of the architecture options described by these experiments. The methods 



 8 Modelling and simulation of platforms combat utility 
 
 

 

130 
 

and tools allowed the rapid description of platform architectures followed quickly by a clear 

result set that describes the exact nature of the platforms survivability. 

The qualitative analysis of the “monolithic” architecture fault-tree confirms that it is highly 

sensitive to damage on any single components. Nowadays, this type of architecture is reserved 

for low-cost and expendable systems like micro-UGVs or light vehicles that will not be involved 

into critical missions. 

The fault-tree analysis of the “digitised” architecture provides more interesting results. First, 

there is only one MCS event of order 1 (EMU damaged), making the EMU component very critical 

in the digitised architecture. Second, the criticality of the mechanical components (no MCS≤2) 

has been transferred to the C4I (vetronic) architecture. Finally, digital utility and multimedia 

networking support redundancies between vetronic components (MCS=2). Today, most of the 

combat vehicles capabilities are supported by a digitised architecture, at different levels of 

performance and refinement. For instance, high-end Armoured Fighting Vehicles embed three 

digital networks dedicated to support the different data exchanges that can also act in 

redundancy in case of component failure, while tactical vehicles are equipped with a unique 

utility bus with safety modes. 

Considering the “extreme modular” architecture, the modularity and reconfiguration capabilities 

of the platform dictate that a minimum of four components (wheels) need to be simultaneously 

damaged to foil the mission, which is very unlikely. Despite some prototypes of military robots 

based on similar reconfigurable modules exist, extreme modularity platforms are not mature 

enough to be deployed on the battlefield. 

As a first conclusion, the static fault-tree analysis of the three platform designs provides a 

simple, easy and fast means to compare the structural vulnerability of the architectures. As 

expected, the “digitised” and “extreme modular” architecture are structurally more resilient to 

individual internal components failures.  

This first conclusion does not take into account the impact of external events like IED fragment 

impacts on structure, which is the object of the second set of results. 

Figure 8-18, Figure 8-19 and Figure 8-20 show that the standard deviation of kill probabilities is 

consistent with the test conditions. All runs were made with the same threat, at the same 

distance and target orientation. The only changing variables are the fragments masses and 

positions after the IED explosion, which is going to cause different damage on the target. Of 
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course, this confidence index is better for components that have been the most exposed to 

fragments (wheels and chassis) than for piecemeal impacts (e.g. C4I battery). 

In the same figures, it can be noticed that the left wheels probability of kill is a consistent (50%), 

whatever the architecture type being considered. This is the consequence of the particular 

exposure of the wheels, which are not protected by the chassis in the architectures tested, 

combined with the smooth material (thin aluminium) used for the wheels. 

Considering the whole set of the current results, BADs contribution to the platform damage is 

globally rather low (5 to 15% of the total energy absorbed by the components). Additional 

specific trials are likely necessary to validate this important statement. 

Figure 8-21 synthesizes the capabilities and combat utility predictions for the three concepts 

under study. In this particular case, it can be concluded that the “extreme modular” architecture 

is three times less vulnerable to the IED fragments than the “monolithic” architecture in terms of 

damage causing mission failure, highlighting the potential of modular architecture design for 

survivability. The mobility capability is the most sensitive to the IED fragments for all 

architecture concepts, indicating that particular effort should be placed on the design of this 

function, in this particular IED-threat configuration. 

The comparison of the results from chapters 8.2.1 and 8.2.2 shows that static fault tree analysis 

is not sufficient to reflect survivability against external threats which justifies the whole 

survivability modelling approach to three platform architectures with different levels of 

modularity. 

Simulation results analysis show that interesting insights can be based upon 3D screenshots as 

well as quantitative predictions of probabilities of kill for components. Animated fault-tree 

diagrams are also a very interesting way of presenting resulting capabilities and mission 

completion information. 

Figure 8-22 shows an order of magnitude comparison of memory and run time performances for 

the various modelling techniques. Special cases may exceed these plot ranges but the trends are 

valid. It can be noticed that the approach developed in the current thesis is able to provide 

results in a very short time compared to FEA approaches. This considers the modelling, 

simulation running and results analysis times. 
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Figure 8-22 : Model comparisons by memory use (left) and by run time (right), adapted from [79]. 

This second contribution also leads to identify two limitations of the current approach. 

First, even though the obtained results are based on an important set of simulation runs (20x3), 

the approach is only tested on one target-threat configuration, which prevents any conclusions 

about the extension of the method to other types of threats and targets. Considering the high 

potential of the approach, it would certainly deserve a more general parametric study. 

Second, the lack of available real trials results does not allow the comparison of energy absorbed 

by the platform components with real data. The design of a specific instrumented testbed with 

an air propelled projectile and a target mock-up made of different material and thickness cases 

is therefore conceivable.  
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9 GENERAL CONCLUSION AND FUTURE WORK 

9.1 DISCUSSION 

IEDs will remain one of the most lethal threats in current and future land engagements and it is 

clear that existing defensive aids are not sufficient to fully protect the vehicle, crew and 

equipment against them. Meanwhile, the optimisation of the internal platform design remains a 

critical factor in limiting the impact of IED effects on the platform combat utility. 

Different methods exist to predict damage to combat vehicles, including real world tests and 

numerical simulations. They support different abstraction range and provide varying fidelity 

and range of results for varying costs. However, these techniques require long development time 

(typically a few days) and/or are computationally expensive (typically a few hours). Thus, they 

do not address the platform designers’ requirements in terms of early de-risking of vehicle 

design projects. 

The novel approach described in this thesis combines different existing techniques to enable the 

rapid generation (typically a few hours modelling and a few minutes simulation) of quantitative 

results describing platform combat utility following attack. It uses existing semi-empirical 

equations to model the threat’s energy and the way it is transferred to the target. Both threat 

and target are modelled as agents to manage collisions. Finally, fault-tree analysis is used to 

transform components’ damage into a platform combat utility prediction. 

These different methods have been encapsulated in a new seamless modelling and simulation 

tool chain, dedicated to the prediction of IED fragment damage to land platforms, that is able to 

give qualitative (3D images) as well as quantitative (plots and tables) results. 

The result is that a platform can be quickly assessed from component level damage up to system 

level capability using a common interface methodology and minimal detail. 

A first series of experiments on individual components allowed validation of the equations and 

the fragments-components collision detection algorithm used, by comparing the gathered 

results to results of real world ballistics trials and existing simulators (ConWep) on single metal 

plates. Results obtained with standard bullets and IED fragments match very well with available 

data (a typical error rate of 20%). 

On this basis, a second step has consisted in the application of the simulation tool chain to a 

range of platforms’ architectures in order to demonstrate the ability of the approach to deliver 

early combat utility estimations. Quantitative statistical simulation results obtained have 



 9 General conclusion and future work 
 
 

 

134 
 

strongly suggested the use of  modular vehicle platform design to improve the platform combat 

utility. 

During the experimentation process, some limitations of the approach have also been revealed. 

Firstly, experiments on individual plates show the high sensitivity of the results to changes in 

threat and target parameters. In particular, deeper investigations into the shatter limit velocity 

equations are recommend to improve the fidelity of the modelling of the BADs generation 

process. 

In addition, even though this approach remains much less computationally intensive than other 

numerical methods, the 3D rendering can sometimes slow down the utility combat prediction, 

especially in the case of high number of projectiles and components. This is partly caused by the 

Anylogic software that is not optimised for 3D applications. A co-simulation with a 3D dedicated 

tool (e.g. Unity 3D) would probably solve this issue. 

9.2 CONCLUSION 

Considering the general objectives of the research stated in chapter 5, the following conclusions 

can be drawn: 

In terms of abstraction range, the experiments have proven that the agent-based approach used 

was able to support investigations of individual components (chapter 7) as well as entire 

platforms (chapter 8). Similarly, platoon survivability could be easily investigated without any 

additional tools or methods. 

It was demonstrated that this approach could provide accurate quantitative results regarding 

armour penetration capability (chapter 7) as well as a 3D localisation of the main damaged areas 

in a platform (chapter 8), which fulfils the research objectives in term of scalability. 

Furthermore, thanks to the use of parametric collision agents, it is possible to modulate the 

accuracy of the results in the same modelling approach, according to time available or particular 

point of focus. 

An appropriate level of modularity has been achieved by developing reusable libraries of target 

components (mechanical, power, C4I) and threats (standard bullets, IEDs of different types), 

which facilitates the rapid development of new system architectures. 

Finally, efficiency aims are achieved: The same tool chain provides modelling and simulation 

capabilities, 2D plots and 3D rendering, which helps to reduce the user’s training needs. The 

system allows the user to quickly identify the least survivable components. If further 
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investigation is warranted, the system naturally scales to employ more complex numerical 

methods to achieve a finer granularity of results 

9.3 FUTURE WORK 

The following areas of improvement to the methodology are suggested as they are likely to 

increase the fidelity of combat utility prediction: 

- Modelling of the IED blast effect 

- Modelling of the shockwave propagation into the platform 

- Modelling of the platform reconfiguration capabilities 

9.3.1 MODELLING OF THE IED BLAST EFFECT 

An additional Blast agent should detect a collision with every Component agent exposed to the 

blast wave and transmit a part of its energy according to the surface exposed. 

 

Figure 9-1: Blast agent neighbourhood. 

To keep the model simple, three strong simplifications about the effects of blasts on structures 

could be made: 

- The blast wave is supposed to only have an impact on the component area facing the 

threat, while in reality the wave front encircles the structure and all its surfaces. 

- The blast wave is supposed to be flat (leading to a common angle of incidence for every 

component in the platform), while at a very short standoff distance, the relative position 

of the IED and the platform should be considered when calculating the blast wave 

incidence angle. 

- Secondary waves reflected by the ground and other components are neglected. In reality, 

possible reflections can lead to significant local reinforcements or reduction of the blast 

effects. 

Appendix 5 details the equations that could be used to model the blast effect. 
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9.3.2 MODELLING OF THE SHOCKWAVE PROPAGATION INTO THE PLATFORM 

As already described, fragments and blast waves generate a ballistic shock that propagates to 

the components they contact, in addition to the direct effect they can have on the hit 

components. Because of the different propagation efficiency of shock waves in platform 

materials, the waves endure multiple reflections, leading to possible local reinforcement or 

attenuation mechanisms. This results in a very complex and unpredictable loading of the 

structure [3]. A deeper analysis of the stress waves phenomenon is developed in [28], that also 

concludes to the complexity of predicting the final stress waves effects on a component without 

requiring deep and complex FEA modelling. 

A possible extension of the approach developed in the current research would be to increase the 

fidelity of the overall platform vulnerability assessment by developing a behavioural model of 

the global stress (including shock wave) propagated between components in contact. 

In order to model the mechanical contact between two Component agents, a new type of agent 

called “Mount” agent could be introduced, whose role is to receive, modify and forward the 

constraint received from a component to other components connected, according to a 

“restitution” parameter r. 

- r=0 corresponds to a full absorption of the energy received, so that no energy is 

transmitted to the components connected (e.g. ideal damper mounting). 

- r=1 corresponds to a full transmission of the energy received, so that all the energy is 

transmitted to the components connected (e.g. ideal rigid mounting). 

Appendix 5 shows an example of Mount agent development in the current integrated modelling 

and simulation tool. 

9.3.3 MODELLING OF THE PLATFORM RECONFIGURATION CAPABILITIES 

Most modern military systems are able to reconfigure automatically in case of damage detected 

by the HUMS. For instance, a turret can switch from the automatic aiming mode to the semi-

automatic mode (aiming is controlled by the gunner rudder) when a sensor is damaged. In the 

case of damage of the turret motors, the turret must be automatically decoupled and manually 

controlled. In the current approach, component models cannot reconfigure automatically. 

However, this could be implemented using two different techniques. 
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Dynamic Fault Trees 

In the current modelling of the platform capabilities, Fault-Tree Diagrams do not offer the 

possibility of modelling time dependent failures (e.g. damage to the engine cooling system can 

cause an engine failure after a few minutes). 

The Dynamic Fault Tree (DFT) approach adds a temporal notion to Fault Trees by using four 

gates (Table 9-1). It is then possible to model complex interactions between time-dependent 

components failures. 

Name Graphical representation Description 

SPARE 

 

Triggers only after the primary if all the 
N spares occur. Spares can be shared 
with other spare gate. 

PAND 

 

Behaves like an AND gate but it triggers 
only if the input events occur in the 
order from the left to the right. 

SEQ 

 

Forces the input events to occur from 
the left to the right order. It can model 
the gradual degradation of the system. 

FDEP 

 

Models the failure of the dependant 
input events if the primary occurs. The 
output is dummy. 

Table 9-1: The most frequently used dynamic gates. 

State diagrams 

In modern combat systems, capabilities are generally organised in different levels of automatic 

modes, to ensure that the functions can still be performed in a different way in case of 

component failure. The switching from a mode to another can be done manually (e.g. “manual 

mode” switch on the dashboard) or automatically when a component failure has been detected 

at the component level itself (self-control) or by the way of a central Health and Usage 

Monitoring System (HUMS). 

State diagrams could be used to model the system functioning modes and the events that cause 

the transition from a mode to another (Figure 9-2). 

primary 1    2   …   N 

1    2   …   N 

1    2   …   N 

primary 

1    2   …   N 
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Figure 9-2: Example of state diagrams modelling the recovery modes of a stabilised turret. 
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APPENDIX 1: ADDITIONAL EQUATIONS 

BALLISTIC LIMIT VELOCITY EQUATIONS 

Empirical THOR project equations were the fragment-penetration model for many years. While 

they were found very reliable for velocities between 300 m.s-1 to 3600 m.s-1 [80], they have 

progressively been replaced by more elaborate semi-empirical models like FATEPEN which 

consider threats velocities up to 4800 m.s-1 [35]. Regarding to common IED fragments initial 

velocities (between 800 and 1400 m.s-1 for a 105mm shell [65]) and impact velocities 

considered in STANAG 4569 (between 520 and 1250 m.s-1 [81], THOR equations were found 

applicable to the current research. Another interest of THOR equations against other 

penetration models cited in [28] is that they refer to different target materials that can be 

encountered in land platforms (aluminium, nylon, glass, etc.) and not only steel armour. 

Basically, THOR model provides 3 equations and related parameters to predict the fragment 

penetration velocity, the fragment residual velocity after penetration and the fragment residual 

mass after penetration. Different expressions of THOR equations have been found in the 

literature [28] [82]. The ones used in the current model are issued from the THOR original 

report [83]. 

First THOR original equation (23) cited in [83] provides an estimation of the penetration limit 

velocity, after conversion to SI units [28] [82]. Equation and parameters both refer to the “No 

Particular Fragment Shape Assumed” case. 

 

�> J 0.3048 ∙ 10l�
0.061024B���L
15.4324����
 1cos 0��L 

�A: Penetration limit velocity or ballistic limit Velocity (m.s-1) 

B: Target thickness (cm) �: average impact area of the fragment (cm2) �: Mass of the fragment before penetration (grams) 0: Angle of incidence of the fragment with the normal to the surface (rad) 

�1, �1, �L, �1: Empirical constants of the target material as expressed in [83] 

(see Table Appendix 1-1) 

(23) 

 

The following empirical constants for a selection of target materials are issued from [83] table 

VI. 

Material Hardness (BHN) C1 α1 β1 γ1 

Hard steel (RHA) 380 6.601 0.906 -0.963 1.286 
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Mild steel 150 6.523 0.906 -0.963 1.286 

Aluminium 2024-T3 120 6.185 0.903 -0.941 1.098 

Table Appendix 1-1: Empirical constants for THOR Penetration Velocity formula (no particular fragment 

shape assumed). 

Second THOR original equation (24) provides an estimation of the fragment residual velocity 

after conversion to SI units [82].  

 

�� J � S 0.3048 ∙ 10l
0.061024B���
15.4324���
 1cos 0��
3.2808��] 

�d: Fragment residual velocity after penetration (m.s-1) �: Fragment impact velocity (m.s-1) B: Target thickness (inches) �: Mass of the fragment before penetration (grains) 

0: Angle of incidence of the fragment with the normal to the surface (rad) �, �, �, �, �: Empirical constants of the target material as expressed in [83] (see Table Appendix 

1-2) 

(24) 

 

The following empirical constants for a selection of target materials are issued from [83] table 

IV. 

Material C α β γ λ 

Hard steel (RHA) 6.475 0.889 -0.945 1.262 0.019 

Mild steel 6.399 0.889 -0.945 1.262 0.019 

Aluminium 2024-T3 7.047 1.029 -1.072 1.251 -0.139 

Table Appendix 1-2: Empirical constants for THOR Residual Velocity formula (no particular fragment shape 

assumed). 

Third THOR original equation (25) provides an estimation of the fragment residual mass after 

conversion to SI units [82]. 

 

�� J � S 0.0648 ∙ 10l
0.3937B��
15.4324��� O 1cos 0Q� 
3.2808��] 

��: Residual mass of the fragment after penetration (g) �: Mass of the fragment before penetration (g) B: Target thickness (cm) 0: Angle of incidence of the fragment with the normal to the surface (rad) �: Fragment impact velocity (ms-1) �, �, �, �, �: Empirical constants of the target material as expressed in [83] (see Table Appendix 

1-3) 

(25) 

 

The following empirical constants for a selection of target materials are issued from [83] table 

VIII. 
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Material C α β γ λ 

Hard steel (RHA) -2.264 0.346 0.629 0.327 0.880 

Mild steel -2.507 0.138 0.835 0.143 0.761 

Aluminium 2024-T3 -6.663 0.227 0.694 -0.361 1.901 

Table Appendix 1-3: Empirical constants for THOR Residual Mass formula (no particular fragment shape 

assumed). 

Another equation (26) to estimate the fragment penetration limit velocity is referenced in [3] as 

the result of “hundreds of experiments” carried out by Brown at the US Army Ballistic Lab in 

1977, considering a normal angle of incidence: 

 

�� J �B��U� 

��: Penetration velocity (m.s-1) B: Target thickness (cm) �: Fragment mass (grams) �, �, X: Empirical constants of the fragment/target material (see Table 

Appendix 1-4) 

 

(26) 

 

 

Plate material 

Fragment material 

Steel Aluminium 

a b c a b c 

Steel 1990 0.906 0.359 980 0.903 0.339 

Tungsten 1210 0.906 0.359 613 0.903 0.339 

Table Appendix 1-4: Empirical constants for penetration limit velocity. 

The range of this equation can be extended to other angles of incidence by adding the THOR 

angle factor: 

 

�� J �B��U� O 1cos 0Q�
 

��: Perforation limit velocity (m.s-1) 

B: Target thickness (cm) �: Fragment mass (grams) 

0: Angle of incidence of the fragment with the normal to the surface (rad) 

�, �, X, �: Empirical constants of the target material (see Table Appendix 1-3 

and Table Appendix 1-4) 

 

(27) 

 

Results obtained with THOR equation (23) and equation (27) have been compared to ConWep 

simulations for 2 plate targets made of aluminium alloy (Figure Appendix 1-1) and hard steel 

(Figure Appendix 1-2). Both plots show a significant gap between THOR formula predictions and 



Appendix 1: Additional equations 
 

 

150 
 

the ConWep results although a deeper investigation has confirmed that the parameters used 

were in the range of applicability for both materials [72]. 

 

Figure Appendix 1-1: Comparison of different penetration limit velocity predictions, for Aluminium Alloy 

target. 

 

Figure Appendix 1-2: Comparison of different penetration limit velocity predictions, for Hard Steel target. 

Figure Appendix 1-3 shows the Brown’ formula used in this research slightly underestimates (-

20%) the penetration limit velocity, considering ConWep prediction as the reference. 
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Figure Appendix 1-3: Penetration limit velocity versus angle of incidence prediction according to 3 different 

formulas. 

SHATTER LIMIT VELOCITY CALCULATION 

Compared to ballistic limit velocity, there is not as much research about the fragment shatter 

limit velocity. The current model is based on the approach developed in [25], in which fragment 

shatter velocity is predicted from experimental results for known fragment-target materials 

combinations. Due to the small amount of validation data or other comparative approach, the 

equation (28) has to be used with great caution. 

 

�Z J 7. 6���M
6��� P 6��� 

�Z: Shatter velocity (m.s-1) 

7: Empirical shatter coefficient (determined as 0.36 for metal to metal impact) 

6b: Fragment material density (kg.m-3) 

�b: Fragment material stress wave velocity (m.s-1) 

6�: Target material density (kg.m-3) 

��: Target material stress wave velocity (m.s-1) 

(28) 

 

 

Material � (m.s-1) 6 (m.s-1) 

Steel 4.61 103 7.83 103 

Brass 3.74 103 8.60 103 

Aluminium 2024-T3 5.38 103 2.71 103 

Table Appendix 1-5: Some common material properties. 
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By applying the equation (28) to a steel fragment impacting an aluminium target, the shatter 

velocity obtained is 1 182 m.s-1 against only 830 m.s-1 for a steel fragment impacting a steel 

target. The comparison of these results with the real data available in [84] shows significant 

gaps which confirms equation (28) gives very approximate results. 

 

Figure Appendix 1-4: Shattering limit velocity versus target density for hardened steel spherical fragments. 

As another reference, piecemeal information on this topic given in [3] mention steel fragments 

fracturing into three particles when impacting aluminium plates at 2 438 m.s-1. 

None of the rare available data about shattering limit velocity makes reference to the thickness 

of the material hit by the projectile. As the behavioural modelling developed in this research 

cannot consider that the shattering effects are the same whatever the target thickness is, a 

correction factor is introduced to limit the shattering effects as the target thickness increases, in 

the form of an exponential product. 

BEHIND ARMOUR DEBRIS NUMBER ESTIMATION 

An estimate of the average fragment size can be obtained with the following formula issued from 

[25] : 

 

� J _√24���6��′ `
M�

 

�: Average fragment size (m) ���: Target material fracture toughness (MPa0.5) 6: Target material density (kg.m-3) �: Sound velocity in the material (m.s-1) �′: Target material linear strain rate (s-1, ratio of lateral expansion 

velocity of the cloud and the diameter of the projectile) 

(29) 

 

 

Al 

Steel 

Experimental results 

Equation (10) results 
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Unfortunately, this formula requires an indication of the target material strain rate which is not 

easy to obtain. So, instead of using a formula with too many approximations, the results of real 

trials available in [68] are used to define an empirical formula that considers the angle of 

incidence and the fragment impact velocity to estimate the number of ejected debris. 

A first analysis of the trials results (Figure Appendix 1-5) shows that: 

c) For a same angle of incidence, the number of BADs increases quasi-linearly with 

the impact velocity overmatch. 

d) For a same impact velocity, the number of BADs increases with the angle of 

incidence, up to a certain limit (≈45°). 

e) Data are only available for RHA steel plate target. 

Then, by considering a linear relationship between the velocity overmatch and the number of 

BADs, the following equations are obtained from the data available in Figure Appendix 1-5. 

Angle of incidence 
(°) 

X0 Y0 X1 Y1 Linear equations Number of BADS 
at V=2VS 

0 1 0 2.5 18 � J 12
� S 1� 12 

15 1 0 2 62 � J 62
� S 1� 62 

35 1 0 1.75 105 � J 140
� S 1� 140 

≥45 1 0 1.2 150 � J 750
� S 1� 750 

Table Appendix 1-6: Approximation of the real trials data issued from [68] with linear equations. 

In the same way, by considering an exponential relationship between the angle of incidence and 

the slope of the Table Appendix 1-6 equations (Figure Appendix 1-6), the number of secondary 

fragments in the debris cloud is estimated with the empirical formula: 

 

� J 12T	.	vw�
� S �=�= � 

�: Total number of particles in the debris cloud 0: Angle of impact referring to the normal to the target (deg) �: Fragment velocity (ms-1) �=: Shatter limit velocity (ms-1) 

(30) 
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Figure Appendix 1-5: Number of BADs versus impact velocity for different angles of incidence [68] and 

approximations through linear equations of Table Appendix 1-6. 

 

Figure Appendix 1-6: Number of BADs versus angle of impact for Vfragment=2Vshatter. 
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APPENDIX 2: DETAILED RESULTS 

IMPACT OF BULLET ON PLATE 

TRIAL 1 

Threat: Steel, 5.56x45 bullet, 900 ms-1 
Target: Aluminium plate, 10mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

22.5 0 846 1433 plate1 220 710 2832 710 0 723 

40.4 0 548 601 plate2 199 12988 2832 601 0 0 

BADs tot : 0 EF tot : 1433    ET tot: 1311   

 

 

Figure Appendix 2-1: trial1 results. 

Observation: Penetration limit velocity at normal angle (596ms-1) is close to the one predicted 

by ConWep in the same test conditions (589 ms-1 for Aluminium HBN=30). The density of energy 

transferred to the first plate is about 10Jmm-2. The difference between the total energy absorbed 

by the plates (1311J) and the initial energy of the projectile (1433J) is due to the drag force 

between the two plates. Considering the criteria of chapter 4.5, any average component would 

survive to this hit.  

TRIAL 2 

Threat: Steel, 5.56x45 bullet, 900 ms-1 
Target: Aluminium plate, 20mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

22.5 0 846 1433 plate1 220 2482 2832 1433 0 0 

BADs tot : 0 EF tot : 1433    ET tot: 1433   

 

bullet[0] hit plate1 
on element[220] 
Angle: 0 deg 
Vf: 846 m/s 
Vp: 596 m/s 
Vs: 1190 m/s  
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Figure Appendix 2-2: Trial 2 results. 

Observation: Bullet velocity is not enough to perforate the first plate. All the bullet kinetic 

energy is transferred to the first plate during the impact, which leads to a 20Jmm-2 density of 

energy transfer. Considering the criteria of chapter 4.5, any average component would survive to 

this hit. Penetration limit velocity at normal angle (1114 ms-1) is close to the one predicted by 

ConWep in the same test conditions (1026 ms-1). 

TRIAL 3 

Threat: Steel, 5.56x45 bullet, 900 ms-1 
Target: Steel plate, 5mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

22.5 0 846 1433 plate1 220 608 1445 608 0 825 

39.2 0 585 685 plate2 199 39462 1445 685 0 0 

BADs tot : 0 EF tot : 1433    ET tot: 1293   

 

 

Figure Appendix 2-3: Trial 3 results. 

Observation: Bullet perforates the first plate. Penetration limit velocity at normal angle (552 ms-

1) is close to the one predicted by ConWep in the same test conditions (567 ms-1). The projectile 

kinetic energy is almost equally spread on first and witness plates. 

TRIAL 4 

Threat: Steel, 5.56x45 bullet, 900 ms-1 

bullet[0] hit plate1 
on element[220] 
Angle: 0 deg 
Vf: 846 m/s 
Vp: 1114 m/s 
Vs: 1190 m/s 
 

bullet[0] hit plate1 
on element[220] 
Angle: 0 deg 
Vf: 846 m/s 
Vp: 552 m/s 
Vs: 850 m/s 

bullet[0] hit 
plate2 on 
element[199] 
Angle: 0 deg 
Vf: 585 m/s 
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Target: Steel plate, 5mm thick, 30 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

23.6 0 844 1425 plate1 221 881 1445 881 0 544 

47.1 0 472 446 plate2 201 57129 1445 446 0 0 

BADs tot : 0 EF tot : 1425    ET tot: 1327   

 

 

Figure Appendix 2-4: Trial 4 results. 

Observation: Bullet velocity is enough to perforate the first plate. Penetration limit velocity at 

30° angle (664 ms-1) is close to the one predicted by ConWep in the same test conditions (636 

ms-1). This trial confirms an inclined plate offers a better protection to inner components as 

energy density of the witness plate is only 6Jmm-2 against 10 Jmm-2 in the case of a normal 

impact. 

TRIAL 5 

Threat: Steel, 7.62x51, 833 ms-1 
Target: Aluminium plate, 10mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

24.1 0 796 3172 plate1 220 919 3613 919 0 2252 

39.9 0 627 1967 plate2 199 16818 3613 1967 0 0 

BADs tot : 0 EF tot : 3172    ET tot: 2886   

 

 

Figure Appendix 2-5: Trial 5 results. 

bullet[0] hit plate1 
on element[221] 
Angle: 30 deg 
Vf: 844 m/s 
Vp: 664 m/s 
Vs: 850 m/s 

bullet[0] hit 
plate1 on 
element[220] 
Angle: 0 deg 
Vf: 796 m/s 
Vp: 429 m/s 
Vs: 1190 m/s 

bullet[0] hit 
plate2 on 
element[199] 
Angle: 0 deg 
Vf: 627 m/s 
Vp: 1834 m/s 
Vs: 1190 m/s 
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Observation: At normal perforation angle, the first plate is easily perforated by the 7.62 bullet. 

The 2/3 of the initial projectile energy is absorbed by the witness plate. Penetration limit 

velocity at normal angle (429 ms-1) is close to the one predicted by ConWep in the same test 

conditions (448 ms-1). 

TRIAL 6 

Threat: Steel, 7.62x51, 833 ms-1 
Target: Steel plate, 10mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

24.1 0 796 3172 plate1 220 2766 3613 2766 0 405 

61.2 0 266 354 plate2 199 51098 3613 354 0 0 

BADs tot : 0 EF tot : 3172    ET tot: 3120   

 

 

Figure Appendix 2-6: Trial 6 results. 

Observation: The steel plate provides a much better protection than the aluminium plate, as it 

absorbs almost 90% of the projectile energy. 

TRIAL 7 

Threat: Steel, 12.7x99, 928 ms-1 
Target: Aluminium plate, 20mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

21.4 0 903 17117 plate1 220 4818 29738 4818 0 12299 

34.9 0 734 11319 plate2 220 25207 29738 11319 0 0 

BADs tot : 0 EF tot : 17117    ET tot: 16137   

 

bullet[0] hit 
plate1 on 
element[220] 
Angle: 0 deg 
Vf: 796 m/s 
Vp: 744 m/s 
Vs: 850 m/s 

bullet[0] hit 
plate2 on 
element[199] 
Angle: 0 deg 
Vf: 266 m/s 
Vp: 3197 m/s 
Vs: 850 m/s 
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Figure Appendix 2-7: Trial 7 results. 

Observation: A 20mm thick aluminium plate is not efficient against 12.7 bullet. Energy 

transferred to the witness plate is close to limit admitted for average components according to 

chapter 4.5 criteria. Ballistic limit velocity (479ms-1) remains very close to ConWep predictions 

(424ms-1). 

TRIAL 8 

Threat: Steel, 12.7x99, 928 ms-1 
Target: Steel plate, 20mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

21.4 0 903 17117 plate1 220 14558 15173 14558 1421 1139 

65.6 0 223 1048 plate2 220 76587 15173 1048 0 0 

69.1 1 204 1091 plate2 197 82641 18934 1091 0 0 

BADs tot : 1 EF tot : 17117    ET tot: 16697   

 

 

Figure Appendix 2-8: Trial 8 results. 

Observation: A plug (bullet [1] in Figure Appendix 2-8) was created during the target 

perforation. Most of the projectile energy was absorbed by the first plate while the energy 

transferred to the witness plate is not significant. 

TRIAL 9 

Threat: Steel, 12.7x99, 928 ms-1 
Target: Steel plate, 20mm thick, 30 ° incidence 

bullet[0] hit 
plate1 on 
element[220] 
Angle: 0 deg 
Vf: 903 m/s 
Vp: 479 m/s 
Vs: 1190 m/s 

bullet[0] hit 
plate2 on 
element[220] 
Angle: 0 deg 
Vf: 734 m/s 
Vp: 1096 m/s 
Vs: 1190 m/s 

bullet[0] hit plate1 
on element[220] 
Angle: 0 deg 
Vf: 903 m/s 
Vp: 833 m/s 
Ep: 14558 J 
Vs: 850 m/s 
Nb: 1 of 52 g each 

bullet[0] 
Angle: 0 deg 
Vf: 223 m/s 

bullet[1]  
Angle: 6 deg 
Vf: 204 m/s 
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Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

20.9 0 903 17139 plate1 219 21075 15173 15173 1966 0 

57 3 246 183 plate2 281 47778 2186 183 0 0 

58.2 2 232 163 plate2 258 45741 2186 163 0 0 

58.7 5 239 173 plate2 323 50666 2186 173 0 0 

59.2 4 245 182 plate2 305 54276 2186 182 0 0 

60.6 7 239 173 plate2 306 58169 2186 173 0 0 

61.4 6 217 143 plate2 176 46332 2186 143 0 0 

61.4 8 232 164 plate2 366 55846 2186 164 0 0 

61.5 10 235 167 plate2 286 58914 2186 167 0 0 

61.7 1 222 149 plate2 321 49627 2186 149 0 0 

62.5 9 206 129 plate2 235 44602 2186 129 0 0 

BADs tot : 10 EF tot : 17139    ET tot: 16799   

 

 

 

Figure Appendix 2-9: Trial 9 results. 

Observation: The projectile could not penetrate the first plate, but it had enough kinetic energy 

to generate BADs. When the angle of incidence increases, more BADs are generated. This is 

confirmed by experimental results [68]. In Figure Appendix 2-9, 10 BADs were generated, each 

of them of a small energy density (2Jmm-2). The accumulation of BADs impacts on the same 

inner component could lead to significant damages.  

TRIAL 10 

Threat: Steel, 14.5x114, 1000 ms-1 
Target: Steel plate, 20mm thick, 0 ° incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

19.8 0 976 30512 plate1 220 16394 23120 16394 7335 6783 

41.4 1 450 3508 plate2 284 74677 12501 3508 0 0 

42.1 0 444 6312 plate2 220 86247 23120 6312 0 0 

44.8 2 409 2897 plate2 342 84947 12501 2897 0 0 

BADs tot : 10 EF tot : 30512    ET tot: 29111   

 

 

bullet[0] hit plate1 
on element[219] 
Angle: 30 deg 
Vf: 903 m/s 
Vp: 1002 m/s 
Vs: 850 m/s 
Nb: 10 of 6 g each 
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Figure Appendix 2-10: Trial 10 results. 

Observation: The projectile has perforated the first plate, generating 2 additional BADs of high 

kinetic energy. The projectile and the 2 BADs have then been stopped by the witness plate, 

transferring a significant amount of energy (13 kJ cumulated). Ballistic limit prediction (716ms-

1) is still consistent with ConWep predictions (754 ms-1). 

TRIAL 11 

Threat: Steel, 14.5x114, 1000 ms-1 
Target: Steel plate, 20mm thick, 30 ° Incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

20.9 0 975 30433 plate1 1251 23733 23120 23120 4061 3252 

47 23 309 166 plate2 1556 41755 1255 166 0 0 

47.2 6 306 163 plate2 1404 41851 1255 163 0 0 

47.3 21 310 167 plate2 1558 43421 1255 167 0 0 

47.6 20 294 150 plate2 1499 39196 1255 150 0 0 

47.8 7 296 153 plate2 1249 40282 1255 153 0 0 

48.1 5 307 164 plate2 1662 45822 1255 164 0 0 

48.2 8 307 164 plate2 1713 45945 1255 164 0 0 

48.3 11 288 144 plate2 1245 38807 1255 144 0 0 

48.5 22 282 139 plate2 1345 38339 1255 139 0 0 

48.8 17 299 155 plate2 1912 45767 1255 155 0 0 

49.1 14 302 158 plate2 1614 47562 1255 158 0 0 

49.2 10 295 151 plate2 1358 45939 1255 151 0 0 

49.3 1 292 149 plate2 1307 45144 1255 149 0 0 

49.5 3 299 155 plate2 1916 48261 1255 155 0 0 

49.7 18 290 146 plate2 1256 45572 1255 146 0 0 

50 4 292 148 plate2 2015 48000 1255 148 0 0 

50.4 0 307 3024 plate2 1264 124858 23120 3024 0 0 

50.6 12 288 144 plate2 1361 48287 1255 144 0 0 

52 2 271 127 plate2 1104 46939 1255 127 0 0 

52.2 13 284 140 plate2 2072 53865 1255 140 0 0 

52.2 16 281 137 plate2 2169 51649 1255 137 0 0 

52.9 19 250 109 plate2 941 40146 1255 109 0 0 

56.5 15 241 101 plate2 901 49076 1255 101 0 0 

61 9 241 101 plate2 2482 65663 1255 101 0 0 

BADs tot : 23 EF tot : 30433    ET tot: 29475   

bullet[0] hit plate1 
on element[220] 
Angle: 0 deg 
Vf: 976 m/s 
Vp: 716 m/s 
Vs: 850 m/s 
Nb: 2 of 35 g each 
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Figure Appendix 2-11: Trial 11 results. 

Observation: The projectile has perforated the first plate and crashed on the second one with 

still a high energy density (5 Jmm-2). 23 BADs have been generated, which have hit the witness 

plate at an angle conform with the prediction (Weibull distribution around α/2 direction). The 

element size has been set to 2 to get a better localisation of the BADs on the witness plate. 

IMPACT OF FRAGMENTS ON PLATE 

TRIAL 12 

Threat: 105 HE M1 IED, Standoff distance=5m 
Target: Aluminium plate, 20mm thick, 0 ° Incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

4.9 220 1003 8112 plate1 1613 3757 11421 3757 0 4355 

4.9 638 998 2395 plate1 396 2638 3405 2395 0 0 

5 2270 969 90 plate1 1926 1080 135 90 0 0 

5 2349 967 78 plate1 1246 1033 118 78 0 0 

5.9 405 998 4443 plate2 650 16439 6313 4443 0 0 

 

 

Figure Appendix 2-12: Trial 12 results. 

Observation: 3 fragments hit the first plate, one hit the second plate. Density of energy 

transferred is close to the limit set for average components. 

bullet[0] hit plate1 
on element[1251] 
Angle: 30 deg 
Vf: 975 m/s 
Vp: 861 m/s 
Vs: 850 m/s 
Nb: 23 of 3 g each 
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TRIAL 13 

Threat: 105 HE M1 IED, Standoff distance=5m 
Target: Aluminium plate, 20mm thick, 0 ° Incidence 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

4.9 44 1005 19712 plate1 1834 20103 14090 14090 5621 0 

4.9 299 1002 6177 plate1 1263 14340 4446 4446 1732 0 

4.9 895 995 1307 plate1 827 9193 954 954 353 0 

4.9 969 994 1109 plate1 978 8803 811 811 298 0 

4.9 995 993 1047 plate1 861 8684 767 767 281 0 

4.9 1011 993 1012 plate1 683 8559 741 741 271 0 

5 1180 990 706 plate1 2509 8169 520 520 186 0 

5 2183 971 105 plate1 1495 4666 80 80 25 0 

5.9 932 991 1194 plate2 779 47169 879 879 315 0 

7.1 2553 455 1045 plate2 2131 71706 3647 1045 0 0 

7.2 2557 445 1001 plate2 2146 77068 3647 1001 0 0 

7.4 2554 402 816 plate2 1777 72129 3647 816 0 0 

7.6 2560 379 421 plate2 1916 65650 2119 421 0 0 

7.7 2559 372 405 plate2 1871 67302 2119 405 0 0 

8 2558 325 309 plate2 1156 61961 2119 309 0 0 

8.5 2564 283 113 plate2 1133 50930 1019 113 0 0 

8.6 2567 273 95 plate2 1375 49361 916 95 0 0 

8.7 2562 278 109 plate2 1631 55527 1019 109 0 0 

8.7 2566 266 89 plate2 1075 47884 916 89 0 0 

8.9 2563 251 89 plate2 685 50797 1019 89 0 0 

8.9 2569 265 86 plate2 1712 53670 883 86 0 0 

9 2565 258 85 plate2 1874 55807 916 85 0 0 

9.1 2568 256 80 plate2 1863 56493 883 80 0 0 

9.3 2572 248 73 plate2 1642 57139 862 73 0 0 

9.5 2571 220 58 plate2 328 48351 862 58 0 0 

9.7 2573 233 65 plate2 1932 61759 862 65 0 0 

10 2570 225 62 plate2 2217 65769 883 62 0 0 

10 2577 211 21 plate2 2375 40809 348 21 0 0 

 

  

Figure Appendix 2-13: Trial 13 results. 
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Observation: 8 fragments hit the first plate, generating 19 BADs. None of the initial fragments 

has perforated the first plate, but the accumulation of BADs hits on the witness plate led to a 

significant energy absorbed by the witness plate (7kJ). 

IMPACT OF BULLET ON CASE 

TRIAL 14 

Threat: Steel, 12.7x99 bullet, V0=928ms-1, 10m standoff distance 
Target: 3m x 2m x 1.5m case, 2cm thick aluminium, 0 ° incidence (Element size=0.64) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

10.83 0 915 17585 box 3360 4818 29738 4818 0 12767 

13.43 0 767 12345 box 4394 4818 29738 4818 0 7528 

BADs: 0 EF tot 17585    Et tot: 9636   

 

  

Figure Appendix 2-14: Trial 14 results. 

Observation: The projectile has easily perforated the first side of the case without generating 

BADs. It went through the case, as the total energy absorbed by the case (ET=9636J) is less than 

the initial kinetic energy of the projectile (17585J). The duration between the 2 hits measured 

on the plot (t≈2,5ms) is consistent with the velocity of the bullet inside the case. 

TRIAL 15 

Threat: Steel, 12.7x99 bullet, V0=928ms-1, 10m standoff distance 
Target: 3m x 2m x 1.5m case, 2cm thick steel, 0 ° incidence (Element size=0.64) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

10.83 0 915 17585 box 3360 19948 15173 15173 2413 0 

17.49 1 302 2384 box 4723 22557 18934 2384 0 0 

BADs: 1 EF tot 17585    Et tot: 17557   
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Figure Appendix 2-15: Trial 15 results. 

Observation: The same projectile crashed on the steel case and generated a plug, which hit the 

other side of the case without perforating, as almost all the initial kinetic energy of the projectile 

was absorbed by the component (17,557J). 

TRIAL 16 

Threat: Steel, 12.7x99 bullet, V0=928ms-1, 10m standoff distance 
Target: 3m x 2m x 1.5m case, 2cm thick steel, 45 ° incidence (Element size=0.64) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

10.69 0 915 17591 box 3360 48643 15173 15173 2419 0 

19.01 20 249 55 box 4546 9732 638 55 0 0 

19.01 28 251 56 box 4639 9707 638 56 0 0 

19.04 15 252 56 box 4687 9978 638 56 0 0 

19.06 31 250 55 box 4686 9765 638 55 0 0 

19.1 29 246 53 box 4498 9545 638 53 0 0 

19.16 30 238 50 box 4449 9009 638 50 0 0 

| | | | | | | | | | | 

22.45 40 170 25 box 990 351205 638 25 0 0 

22.54 26 200 35 box 4227 13545 638 35 0 0 

22.79 42 211 39 box 6365 32591 638 39 0 0 

23.48 25 185 30 box 5884 26794 638 30 0 0 

24.45 21 172 26 box 1438 584909 638 26 0 0 

BADs: 42 EF tot 17591    Et tot: 16935   

 

  

Figure Appendix 2-16: Trial 16 results. 
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Observation: At an angle of incidence of 45°, the projectile cannot penetrate the case anymore, 

but it generates a lot of small BADs (42), that hit the opposite sides of the case with low kinetic 

energy (55J) without having significant effects on the total energy absorbed by the component 

(<5%), and so doing, on the probability of kill. 

IMPACT OF FRAGMENTS ON CASES 

TRIAL 17 

Threat: 105 HE M1 IED, Standoff distance=10m 
Target: 3m x 2m x 1.5m case, 2cm thick aluminium, 0 ° incidence (Element size=1) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

10.04 980 975 1041 box 1352 4528 1552 1041 0 0 

10.12 1380 963 447 box 1440 3492 683 447 0 0 

10.12 1391 962 437 box 1406 3466 669 437 0 0 

10.19 1187 968 665 box 1623 4031 1005 665 0 0 

10.26 525 985 3112 box 1735 6761 4540 3112 0 0 

10.28 1756 949 213 box 1590 2822 336 213 0 0 

10.34 2101 935 112 box 1594 2307 181 112 0 0 

10.35 2406 921 64 box 168 2E+06 107 64 0 0 

10.36 1848 945 179 box 1457 2704 284 179 0 0 

10.44 2157 932 101 box 1552 2273 164 101 0 0 

 

  

Figure Appendix 2-17: Trial 17 results. 

Observation: The case has been hit by 10 fragments of various mass, which transferred kinetic 

energy from 64J for the lightest to 3112J for the heaviest one. None of them has perforated the 

case. 

TRIAL 18 

Threat: 105 HE M1 IED, Standoff distance=10m 
Target: 3m x 2m x 1.5m case, 2cm thick steel, 0 ° incidence (Element size=1) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

10.03 779 980 1649 box 504 4E+07 1241 1241 408 0 

10.18 1289 965 538 box 1601 15566 417 417 121 0 

fragment[980] hit 
box on element[1352] 
Angle: 5 deg 
Vf: 975 m/s 
Vp: 2033 m/s 
Vs: 1190 m/s 
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10.2 1102 971 797 box 1489 17532 611 611 186 0 

10.21 1383 962 444 box 1600 14796 347 347 97 0 

10.21 1592 955 293 box 1464 13098 232 232 61 0 

10.22 1127 970 755 box 1715 17386 580 580 175 0 

10.23 1621 954 277 box 1569 12947 220 220 57 0 

10.26 1731 950 224 box 1627 12294 179 179 45 0 

| | | | | | | | | | | 

34.31 3239 54 0 box 1100 1E+10 14 0 0 0 

34.36 2941 45 1 box 640 4E+09 215 1 0 0 

34.93 3586 85 3 box 2160 15698 297 3 0 0 

35.16 3151 56 0 box 1041 2E+07 14 0 0 0 

35.33 3154 56 0 box 1102 1E+09 14 0 0 0 

35.44 2639 46 1 box 2502 74247 215 1 0 0 

35.51 2763 45 1 box 2520 66121 215 1 0 0 

 

  

Figure Appendix 2-18: Trial 18 results. 

Observation: Most of the energy transferred to the component is due to the normal impact of the 

11 fragments that have perforated the component, and the BADs they have generated inside the 

case. Anecdotally, the 3D view shows an interesting behaviour emerging from the impact of 2 

IED fragments on the sides of the body. The angle on incidence close to 90° makes the fragment 

generating more BADs of very little energy (<10J), which do not have any impact on the damages 

made to the component.  

TRIAL 19 

Threat: 105 HE M1 IED, Standoff distance=10m 
Target: 3m x 2m x 1.5m case, 2cm thick steel, 30 ° incidence (Element size=1) 

Time (ms) Fragment # Vo (ms-1) EF (J) Target # Element # EP (J) ES (J) ET (J) EB (J) EF' (J) 

9.71 1006 975 985 box 1488 18761 749 749 237 0 

9.86 2556 203 46 box 2284 1E+09 796 46 0 0 

9.88 1516 959 342 box 1524 14383 268 268 73 0 

10.01 171 994 9630 box 1474 39159 7039 7039 2591 0 

10.07 505 986 3288 box 1382 29138 2442 2442 846 0 

10.17 2557 187 38 box 2303 3E+08 796 38 0 0 

10.38 1192 967 657 box 1512 19875 508 508 150 0 

10.39 2555 199 44 box 2285 2E+06 796 44 0 0 
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10.55 474 986 3571 box 1702 33664 2655 2655 916 0 

10.56 1403 960 425 box 1484 18169 333 333 92 0 

10.88 1862 941 173 box 2387 2E+06 141 141 32 0 

11.73 2654 42 0 box 2388 58629 19 0 0 0 

11.93 2606 219 37 box 2666 125089 557 37 0 0 

11.99 2608 216 36 box 1263 130325 557 36 0 0 

12.04 2598 222 38 box 1242 156025 557 38 0 0 

| | | | | | | | | | | 

19.65 2553 202 45 box 2050 20084 796 45 0 0 

19.69 2623 155 6 box 2563 961692 194 6 0 0 

20.21 2564 218 108 box 1257 268401 1653 108 0 0 

20.36 2577 201 50 box 2030 22240 905 50 0 0 

 
 

  

Figure Appendix 2-19: Trial 19 results.  
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IMPACT OF IED FRAGMENTS ON MONOLITHIC ARCHITECTURE PLATFORM 

TRIAL 20 TO 39 

Threat: 105 HE M1 IED, 5m standoff distance, normal to left side 
Target: Monolithic architecture platform 

 

Figure Appendix 2-20: Example of 3D view of the IED fragments hits on the monolithic architecture platform. 

Observation: The aim of the 3D views is to give an overview of the primary and secondary 

fragments (BADs) spray, not to give quantitative results. On this example, it can be observed that 

around 16 primary fragments issued from the IED explosion have hit the platform, mainly on the 

lefts wheels and chassis. Some of them have generated BADs sprays, internally or outside the 

platform. Colours of components are arbitrary (grey for mobility sub-system, red for power sub-

system, blue for C4I sub-system). 
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Figure Appendix 2-21: Example of 3D view of the IED fragments hits on the monolithic architecture platform 

with the primary, secondary fragments and collision agents coloured. 

Observation: 3D collision agents can be visualised by changing some parameters in the software 

implementation. This helps to sort the fragments views according to the damage they have 

caused to the platform for a better understanding of the phenomena. The high number of orange 

coloured blocks shows that a lot of BADs were generated inside the chassis. It can be noticed 

that four primary fragments have penetrated the left wheels while 6 of them have hit the chassis 

without perforating. This is due to the different thickness of materials used for the components 

(5mm for wheels, 1 cm for chassis). The observation camera has also been hit by a fragment, 

which should logically impact the observation capability, but at this step, the 3D view does not 

give any more information. 
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Figure Appendix 2-22: Example of density of energy and cumulated energy absorbed by individual 

components of the monolithic platform. Only 4 components out of 16 are visualised for clarity. 

Observation: The density of energy plot clearly shows the different hits of fragments on the 

platform individual components. First fragments have hit the front left wheel at t=5,4ms after 

the IED ignition, which is consistent with the platform stand-off distance (5m) and the fragments 

initial velocity (965 ms-1). 10 primary fragments have hit the platform with energy density going 

from 7 to 30 J.mm-2. This is consistent with the observations made on the 3D view (impacts on 

ML and RL wheels are not plotted). A cloud of lower energy hits (between 1 and 3 J.mm-2) is 

caused by BADs. On the cumulated energy plot, most of the fragments energy is transferred to 

the chassis (6 kJ), to the left transmission (2 kJ) and to the FL wheel (0.4 kJ). Some of the 

generated BADs have hit the C4I battery with very few energy transferred (30 J). 
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Figure Appendix 2-23: Cumulated energy, number of hits and probability of kill for 4 selected components of 

the monolithic architecture platform. 

Observation: The cumulated energy and number of hits graphs show the distribution of energy 

on the selected components. Considering the structural vulnerability of the components defined 

in chapter 2.2.7, a probability of kill is calculated for every component. While probability of kill 

for chassis, left transmission and C4I battery remains under an acceptable limit, FL wheel has 50 

% of chance of being destroyed by fragments after the IED explosion.
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Figure Appendix 2-24: Example of Fault-Tree diagram of the monolithic architecture platform, showing how some capabilities are reduced after the IED explosion. 

Observation: The components probabilities of kill are injected in the platform fault-tree architecture. It confirms that the left wheels have been the 

most damaged by the IED fragments. Combined with the low risk of damage on the left propulsion, it leads to a medium risk of losing the left 

propulsion capability, and a medium risk of steering failure. As noticed on the 3D view, the observation camera has been slightly damaged without its 

operational status was affected (Kp=0.012). Finally, in the conditions of this simulation trial, the IED explosion conducts to a medium risk (0.223) of 

mission failure. 



Appendix 2: Detailed results 
 

 

174 
 

IMPACT OF IED FRAGMENTS ON DIGITISED ARCHITECTURE PLATFORM 

TRIAL 40 TO 59 

Threat: 105 HE M1 IED, 5m standoff distance, normal to left side 
Target: Digitised architecture platform 

 

Figure Appendix 2-25: Example of 3D view of the IED fragments hits on the digitised architecture platform. 

Observation: Left wheels have been hit by fragments. Some BADs generated by fragments hits on the 

chassis have hit the observation camera turret. 

 

Figure Appendix 2-26: Example of 3D view of the IED fragments hits on the digitised architecture platform with the 

primary, secondary fragments and collision agents coloured. 

Observation: Perforating impacts can be observed on the left wheels (among 3 on front left). 
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Figure Appendix 2-27: Example of density of energy and cumulated energy absorbed by individual components of the 

digitised platform. Only 5 components out of 24 are visualised for clarity. 

Observation: Considering the components selected on the plot, most of the fragments energy was 

transferred to the chassis (20 kJ) and wheels (8kJ). A low energy BAD has hit the battery 2. 
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Figure Appendix 2-28: Cumulated energy, number of hits and probability of kill for 5 selected components of the 

digitised architecture platform. 

Observation: The 2 first plots confirm and detail the observations made before. On the third plot, no 

component has been judged having a significant probability of being killed by the IED fragments 

(Kp<0.2), except the FL wheel that has 50% probability of being destroyed.
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Figure Appendix 2-29: Example of partial Fault-Tree diagram of the digitised architecture platform, showing how some capabilities are reduced after the IED explosion. 

Observation: The fault-tree confirms the previous observations. The medium right wheel kill probability is quite high, which is likely the consequence 

of BADs generated by a high energy hit on the chassis. IED fragments impacts on left wheels should conduct to lose the left propulsion. But considering 

the mechanical architecture of this platform (independent propulsion on wheels), there is actually a low risk (0.162) of losing the left propulsion.
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IMPACT OF IED FRAGMENTS ON EXTREME MODULAR ARCHITECTURE PLATFORM 

TRIAL 60 TO 79 

Threat: 105 HE M1 IED, 5m standoff distance, normal to left side 
Target: Extreme modular architecture platform 

 

 

Figure Appendix 2-30: Example of 3D view of the IED fragments hits on the extreme modular architecture 

platform. 

 

Figure Appendix 2-31: Example of 3D view of the IED fragments hits on the extreme modular architecture 

platform with the primary, secondary fragments and collision agents coloured. 

Observation: Left modules have been hit by fragments that have perforated and generated BADs 

on the 3 modules chassis. 4 other fragments have hit the chassis without perforating. 
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Figure Appendix 2-32: Example of density of energy and cumulated energy absorbed by individual 

components of the extreme modular platform. Only 9 components out of 29 are visualised for clarity. 

Observation: Left wheels and chassis have been quite seriously damaged by the IED fragments 

(7 to 10 kJ cumulated energy transferred). Energy transferred to inside batteries by BADs is not 

significant except for ML battery (1 kJ). 
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Figure Appendix 2-33: Cumulated energy, number of hits and probability of kill for 9 selected components of 

the digitised architecture platform. 

Observation: Left wheels remain the most exposed to the threat, which is normal as the outside 

design of the platform has not significantly changed. The three wheels have a 50% probability of 

being killed. 
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Figure Appendix 2-34: Example of partial Fault-Tree diagram of the extreme modular architecture platform, showing that main capabilities are not reduced after the IED 

explosion, despite the damage caused to the components. 
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Observation: The medium probability (0.541 to 0.594) of wheels of being killed by IED 

fragments combined with some damage on the motors leads to a medium probability (0.556 to 

0.647) of the left modules they cannot participate individually the propulsion capability of the 

platform. But thanks to the self-reorganisation capability of the extreme modular platform 

explained in chapter 8.1.3 which is modelled with K-on-N gate (chapter 6.2) in the architecture 

fault-tree, the impact on the platform is limited (5.4% probability of losing the platform mobility 

capability) and the extreme modular platform can still complete the mission.
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APPENDIX 3: ANALYSIS OF PLATFORM DESIGN MODULARITY 
 

Mechanical 
Modularity 

Power 
Modularity 

Data Coms 
Modularity 

Architecture’s name Main characteristics Specific technologies 
involved 

Examples 

NO NO NO Monolithic Platform 

 

- The most usual platform architecture 
- The chassis is made of different parts, assembled 
together by welds or bolts. Other parts are 
permanently or temporarily mounted on the chassis. 
- Energy is provided by a unique source (chemical 
storage) and transmitted to the consumers through 
a unique circuit. 
- Information is managed by a core computer that 
controls sensors and actuators through dedicated 
links. 

None RC models 
Most of the 1st 
generation counter-
IED robots 
Pre-80’s cars 
1st and 2nd generation 
AFVs (70’) 

NO NO YES Distributed Control Platform 

 

- Same as above but communication between 
components (including sensors and actuators) is 
supported by a distributed architecture, providing 
better efficiency (different networks technologies 
and gateways) and safety (redundancy between 
controllers).  

Digital networking 
and partitioning 
Network technologies 
Deterministic 
protocols 
Real-Time OS 
 

VRC Buggy 
CAN networked cars 
3rd generation AFVs 
(80’-) 
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Mechanical 
Modularity 

Power 
Modularity 

Data Coms 
Modularity 

Architecture’s name Main characteristics Specific technologies 
involved 

Examples 

NO YES NO Hybrid Platform 

 

- Platform’s actuators (including propulsion motors) 
are powered by at least two sources of energy, 
which is produced or stored on-board (micro-
generators, batteries, fuel cell …). Redundancy is 
provided through a power network (ring). Power 
management (improved silent watch duration, 
switching between sources) is executed by a 
dedicated computer and monitoring devices on 
every electrical consumers. 

Energy storage 
devices 
Li Batteries 
Fuel cells 
Micro generators 
High Power 
Connectors 
Insulators 
Static relays 

Wiesel 2 (BWB 
prototype – 2000’) 
Hybrid cars 

NO YES YES Distributed Control with Power Management “ 
Digitised” Platform 

 

- Same as above but power management is 
implemented into the components themselves (no 
need for a dedicated computer). Components are 
fully monitored through the HUMS, including the 
energetic aspects. 

HUMS technologies 
Current sensors 
Battery Monitoring 
Systems 
 

Power-Other- 
Ethernet 

YES NO NO Modular Chassis Platform 
 

 

- The platform chassis is made of standard modules 
that mount together through quick interfaces. These 
modules can be arranged according to different 
configurations, or they can replace each other. 
Communications and energy powering are provided 
by dedicated modules. 
- Links between modules can be rigid or flexible, 
acting as dampers. 
- Connection with sensors and actuators mounted on 
modules is insured by multiple pins connectors. 
Power is provided through dedicated power plugs. 

Mechanical 
removable fastening 
(e.g. electro-magnetic 
links) 
Rigid and flexible links 
Damping 
Motion transmission 
Axles 
High Integration 
Cooling systems 

LEGO bricks 
Modern construction 
modules 
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Mechanical 
Modularity 

Power 
Modularity 

Data Coms 
Modularity 

Architecture’s name Main characteristics Specific technologies 
involved 

Examples 

YES NO YES Modular Chassis with dedicated energy 
sources 

 

All the modules communicate together through a 
data network but they are powered by one or 
several energy modules. In case of failure of the 
energy module, there is no dynamic reconfiguration. 

Land Data Model 
Generic Vetronics 
Architecture 

Cubelets 
IT systems 
 

YES YES NO Modular Chassis with dedicated information 
modules 

 

Each module is able to provide its own energy and to 
provide energy to modules around in case of 
necessity. This functionality is not affected by a 
dynamic reorganisation of the modules. 
One or two dedicated modules are dedicated to the 
information management and support the sensors 
needed. 

 Heavy Goods Vehicles 
Rail systems 
Electric hand tools 
Appliances 

YES YES YES Full Modular “Futuristic” Platform 

 

Each module is autonomous, in terms of energy ant 
data treatment. At the power up, they recognize 
each other and subscribe to a data base to exchange 
information. 
Each module has its own source of energy. When it 
fails, it can be powered by other modules. 
Specialised sensors and actuators can be mounted 
on modules through a generic interface.  

Land Data Model 
Generic Vetronics 
Architecture 

Integrated Modular 
Avionics 
PC standards 
Future Armoured 
Vehicles 

 

Table Appendix 3-1: Analysis of platform design modularity.
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APPENDIX 4: PLATFORM ARCHITECTURE FAULT-TREES 

ARCHITECTURE A (“MONOLITHIC”) 

 

The architecture A is an illustration of the most common architecture in 

low-cost land systems: functions are supported by unique components 

that cannot reconfigure. Some components support multiple functions. 

P010

Platform cannot control speed

P011

Platform cannot steer

P013

Platform cannot communicate

P012

P latform cannot observe

P009

P latform cannot complete the mission

Q=0.0e+00

F=0.0e+ 00

T=1

 

Figure Appendix 4-1: Possible causes of the Recce UGV (architecture A) mission withdrawal. 

P005

No propuls ion on right s ide

1

P001

No propuls ion on left s ide

1

P010

P latform cannot control speed

P011

P latform cannot steer

P001

No propuls ion on left s ide

1

P005

No propuls ion on right s ide

1  

Figure Appendix 4-2: Possible causes of platform mobility dysfunction. 

P008

No camera available

1

P 007

ECU cannot compute data

1

P004

Vetronics is  not powered

1

P 012

Platform cannot observe

 

Figure Appendix 4-3: Possible causes of platform observation dysfunction. 
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Figure Appendix 4-4: Possible causes of platform communication dysfunction. 

 

Figure Appendix 4-5: Possible causes of propulsion loss on right side wheel train (left side is identical). 

 

Figure Appendix 4-6: Possible causes of other intermediate events. 

 

Figure Appendix 4-7: Possible causes of motor supply failure. 

  



Appendix 4: Platform Architecture Fault-Trees 
 

 

188 
 

ARCHITECTURE B (“DIGITISED”) 

 

The architecture B represents the current trend in land systems 

architectures. Digital networking of components and intelligent power 

management allows implementing redundancy mechanisms to improve 

the system availability. 

 

P014

No compressed video available

1

P003

Platform cannot complete the mission

Q=0.0e+00
F=0.0e+00

T=1

P005

Platform cannot move

1

P004

Platform cannot observe

P010

Platform cannot communicate

1

P001

No raw video available

1  

Figure Appendix 4-8: Possible causes of the mission withdrawal. 

P001

No raw video available

1

P002

No image source

E002

Driving camera damaged

γ=None

E001

Observation camera damaged

γ=None

P012

Vetronics is not powered

1

 

Figure Appendix 4-9: Possible causes of the raw video loss. 

P001

No raw video available

1

P008

Vetronics is not available

1

P014

No compressed video available

1

 

Figure Appendix 4-10: Possible causes of the impossibility to compress videos. 
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Figure Appendix 4-11: Possible causes of the vetronics power failure. 

 

Figure Appendix 4-12: Possible causes of vetronics unavailability. 

 

Figure Appendix 4-13: Possible causes for communication loss. 
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Figure Appendix 4-14: Possible causes for platform stop. 

 

Figure Appendix 4-15: Possible causes for platform crash. 

 

Figure Appendix 4-16: Possible causes for each side propulsion failure (both sides are identical). 

 

Figure Appendix 4-17: Possible causes for one wheel transmission failure (6 wheels are identical). 
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ARCHITECTURE C (“EXTREME MODULAR”) 

 

The architecture C is an illustration of a possible future “extreme” 

modular platform, made of identical modules that can re-arrange 

autonomously. This breakdown only considers a static configuration. 

P300

Platform cannot communicate

2

P008

Platform cannot complete the mission

P009

Platform cannot move

1

P298

Platform cannot observe

2  

Figure Appendix 4-18: Possible causes of mission withdrawal. 

P271

No ECU available

2

P009

Platform cannot move

1

P001

Platform is not stable

1

P010

Platform cannot progress

1

P241

Platform is not powered

1  

Figure Appendix 4-19: Possible causes of platform immobilisation. 

P001

Platform is not stable

4/6

1

E001

FL wheel damaged

γ=None

E002

ML wheel damaged

γ=None

E003

RL wheel damaged

γ=None

E004

FR wheel damaged

γ=None

E005

MR wheel damaged

γ=None

E006

RR wheel damaged

γ=None  

Figure Appendix 4-20: Possible causes of platform instability. 

 

P010

Platform cannot progress

5/6

1

P002

Module FL cannot drive

1

P003

Module FR cannot drive

1

P004

Module ML cannot drive

1

P005

Module RL cannot drive

1

P006

Module MR cannot drive

1

P007

Module RR cannot drive

1

 

Figure Appendix 4-21: Possible causes of driving failure. 
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Figure Appendix 4-22: Possible causes of each module driving failure (the 6 modules are identical). 

 

 

Figure Appendix 4-23: Possible causes of platform power supply failure. 

 

Figure Appendix 4-24: Possible causes for platform communication loss. 
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Figure Appendix 4-25: Possible causes for observation capability loss. 

 

 

 

Figure Appendix 4-26: Possible causes of vetronic services failure. 
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APPENDIX 5: ADDITIONAL WORK 

This chapter details how two of the three future works listed in chapter 9.3 could be addressed 

with the approach developed in this thesis. 

MODELLING OF THE IED BLAST EFFECT 

Damage caused by the blast wave is primarily a function of the peak overpressure and the 

duration of the positive overpressure while a more accurate analysis would also consider the 

negative phase (suction effect), the reflected pressure, the dynamic pressure, etc. [20]. The 

positive area under the pressure-time curve of the blast (Figure Appendix 5-1) is called the 

specific positive impulse and it is the most important parameter for blast damage assessment [85]. 

Many various empirical equations have been developed on the basis of the analysis of large and 

small scale explosion data. A review of these equations led to the conclusions that despite Kinney 

and Grahm’s equations are most commonly used to characterise the positive phase of the blast 

wave due to their close agreement with the experiments [85], Sadovsky equations (31) and  (32) 

are simpler and accurate enough. 

 

Figure Appendix 5-1: Ideal blast wave in air and positive impulse that could be considered in the model. 

 

 

 A�CD J 1.02 
0��L�. P 4.36 
0��M�.M P 14 0�.�  

 

(31) 

Blast specific 

Peak Overpressure 
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 ��CD J 1.2√0�� √. 

 

(32) 

 E J 200 
0��M�.  

A�CD: Peak overpressure (bar or 105Pa) 

��CD: Duration of the positive impulse (ms) 

E: Specific impulse (Pa.s or N.m-2.s) 0: TNT equivalent factor �: Mass of explosive (kg) .: Distance to the explosion (m) 

(33) 

 

Explosive TNT equivalent factor 
Ammonium Nitrate 0.4 
TNT 1 
C4 1.1 
Composition B 1.3 
PETN 1.6 

Table Appendix 5-1: TNT equivalent factor for various explosives. 

Figure Appendix 5-2 shows the positive impulse predictions for a given explosive mass and type 

obtained with 3 different formulas, compared with reference ConWep results and real data issued 

from [86], and the correct estimation of blast impulse provided by Sadovsky formula. 

 

Figure Appendix 5-2: Estimation of the blast positive impulse vs distance to explosion by different methods. 

The determination of the surface exposed by a component to the blast (called apparent surface) is 

not a straight forward process, as it requires first to know if it is an inner component. If the 

component is outside the platform, it is necessary to know if it is masked by another part. Finally, 
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if the component is directly exposed to the blast wave, it is necessary to calculate the apparent 

surface the blast is going to impact, which depends on the geometry and orientation of the 

component (Figure Appendix 5-3). 

The angle of incidence is one of the factors that affect the blast load on structure. For a given 

standoff distance, the acceleration generated on a surface by the blast will be maximal when the 

surface is normal to the blast, while it will be null when this surface is parallel to the blast wave 

propagation direction, assuming this surface is very thin (Figure Appendix 5-4). Existing research 

on blast effects on structures recommend to consider a threshold incidence angle of 45° under 

which the full component surface must be considered [87]. For more local effects, a method is to 

consider the load applied on the component as proportional to the cosine of the angle of incidence 

of the blast, referring to the normal of the surface [88]. 

 

Figure Appendix 5-3: Blast load calculation process. 

 

Figure Appendix 5-4: Apparent surface to the blast wave in a 2D space. 

 

 

Figure Appendix 5-5: Apparent surface calculation for a cuboid component. 

7L 

�→ ���  ^���a 
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7 J |7Lcos
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The same approach in a 3D space leads to consider the vector ���  normal to the blast wave 

propagation plane and to add the apparent surfaces shown by the component on each axis (Figure 

Appendix 5-5). 

Finally, blast load is usually characterised by an acceleration that the structure is subject to and 

period of time that the acceleration is applied for. The acceleration at the centre of a flat plate 

using a single degree of freedom theoretical model could be estimated using the equation (34) 

from Fagel, cited in [86]. This equation makes the strong assumption that the plate is ideally 

suspended and does not consider any structural deformation. 

 

� J 1.5 A�CD7�  

�: Acceleration at the centre of the plate (m.s-2) A�CD: Peak overpressure (bar) 

7: Apparent surface of the plate (m2) �: Mass of the plate (kg) 

 

(34) 

Table Appendix 5-2 compares the results of the estimation obtained by using the Sadovsky and 

Fagel formulas to the results of real experiments reported in [86] . The explosive charge is a 

sphere of 250 grams of Pentolite and the target is a plate of steel of 1m by 1m, 5mm thick. 

Standoff 
distance (m) 

Peak overpressure (MPa) 
from equation (31) 

Acceleration (ms-2) from 
equation (34) 

Measured acceleration 
(ms-2) from [86] 

0.5 5.1 1.89 105 1.46 105 
0.4 9.4 3.54 105 1.75 105 

0.25 36.1 13.5 105 4.09 105 

Table Appendix 5-2: Comparison between estimated and measured accelerations due to blast at different 

standoff distances. 
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MODELLING OF THE SHOCKWAVE PROPAGATION 

 

Figure Appendix 5-6: Illustration of the way shock waves combine to create a complex loading on an inner 

sensor. 

Figure Appendix 5-7 illustrates the fragment energy distribution process without considering the 

components mountings, in case of shock wave created by a fragment hit (Figure Appendix 5-6). In 

this example, a fragment of Kinetic Energy Ke=10kJ penetrates the case and hits the computer, 

transferring energy ET and generating primary damage and kill probabilities KP to both 

components. In this example, it is assumed that the kill probability is a linear function of the 

energy absorbed by the component. As it has not been hit by any fragments or BADs, no damage is 

endured by the sensor.  

 

Figure Appendix 5-7: Illustration of the fragment energy distribution without considering mountings, as 

implemented in the current research. 

In reality, significant shock wave constraints are also generated and transmitted from the case to 

the computer through dampers and to the sensor through bolts. Fragment hit on the computer 

also generates shock wave constraints that are transmitted to the case through the dampers. 
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In a possible extension of the current research, damage endured by hit components could be 

propagated to the rest of the mechanical architecture through their mountings, like illustrated in 

Figure Appendix 5-8. 

Figure Appendix 5-9 is an example of energy distribution obtained in a preliminary 

implementation of Mount agents modelling. 

 

Figure Appendix 5-8: Illustration of the fragment energy distribution with consideration to the propagation of 

energy through components mountings. 

 

Figure Appendix 5-9: Energy distribution obtained in a preliminary implementation of the Mount agent 

modelling. Red figure is the energy directly transferred by the impact of fragment while blue figure is the 

energy transferred through the Mount agents. 
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